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Abstract

The impact of man-made activities and climate change has exacerbated the occurrence of
environmental hazards. To improve monitoring systems, integrating Internet of Things (IoT)
sensors, legacy systems, and enterprise networks has become crucial for efficient monitoring
systems. However, existing heterogenous monitoring systems face issues like data
incompatibility, lack of integration, and interoperability, making it challenging for communities
to comprehend crucial information. Monitoring systems requirements vary significantly based
on the environment, resulting in ad-hoc implementations and integration of different systems
and applications. This study addresses these challenges by exploring the use of semantic
middleware to harmonize heterogeneous systems, facilitating seamless integration and
interoperability within a Multi-Hazard Early System (MHEWS). The study proposes that
semantic middleware can overcome the challenges of data representation, integration and

system interoperability within a MHEWS.

The study focuses on the environmental challenges in mining operations at Lejweleputswa,
Free State Province, South Africa as a case study, and adopts two existing Early Warning
Systems (EWS), namely Information Technology and Indigenous Knowledge with Intelligence
(ITIKI), and Adaptive Environmental Management System (AEMS) frameworks for a
MHEWS. The use of semantic representation mechanisms is crucial for connecting diverse
systems and facilitating effective communication in a heterogeneous system. This research
study demonstrates seamless integration attainability through application containerization,
specifically the use of Docker and Kubernetes, to improve the integration, interoperability,
deployment, and portability of diverse systems in the context of semantic representation
through a middleware. The application of container orchestration platform - Dockers and
Kubernetes further strengthens the MHEWS by enabling autoscaling, load balancing, and fault
tolerance to ensure high availability even during infrastructure failures. This study achieved
the data integration and systems interoperability through the semantic middleware that
improves the overall performance of the Multi-Hazard Early Warning System using the case

study of Lejweleputswa district, Free State Province, South Africa.
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Glossary

Case study: An in-depth study through analysis of specific instance, event, group or
organization aimed at exploring and comprehending complex issues within real life
contexts.

Data analysis: The interrogation of acquired data to come up with summaries and
trends in the study variable.

Event: An event is an occurrence taking place at a determinable time and place, with or
without the participation of human agents.

Focus groups: A selected group of expert/respondents.

JSON: An open-standard file format that uses human-readable text to transmit data
objects consisting of attribute—value pairs and array data types.

Legacy System: A computer system, programming or application software that is
outdated or that can no longer receive support and maintenance.

Open-ended questions: A set of questions to which respondents are free to give their
OWNn responses.

Population: The set of all people in the communities’ studies.

Qualitative research: Research focusing on descriptive data and responses.
Quantitative research: Research focusing on several responses.

Research design: A plan for conducting research.

Sample: A subset of a population.

Structured interview: A set of predefined questions to guide researchers and
respondents in answering of questions.

Validity: The degree of a result to reflect the meaning of a tested variable.

W3C: The main international standards organisation for the World Wide Web.
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CHAPTER ONE

INTRODUCTION

1.1 Background Information and Motivation

An Early Warning System (EWS) provides advance notice of natural hazards, allowing
communities to take proactive measures to reduce vulnerability, and enhance resilience.
However, the importance of EWS goes beyond the scope of a single natural hazard. This is
where the Multi-Hazard Early Warning System (MHEWS) is essentially needed to consolidate
data and information on various hazards such as floods, earthquakes, drought, and pollution
into a unified structure. This allows researchers, policy makers, and users to anticipate,
understand, and respond to the complexity that arises when multiple threats occur. Though
mining significantly boosts the nation’s economy, these financial advantages come at a steep
price, negatively affecting both the environment and the health of residents as is the case of
Lejweleputswa district (Feris & Kotze, 2015). This district for instance is battling with
pollution emanating from mining. Pollution represents an unwanted alteration in the physical,
chemical, or biological properties of air, soil, or water, which can harm life or present health

risks to living organisms (Morakinyo et al., 2017).

South Africa has taken steps to address the negative effects of pollution on public health, the
natural environment, and economic stability. To achieve this, the country has introduced
various pollution monitoring tools. These tools serve the purpose of safeguarding and
evaluating pollution levels by providing information about areas at high risk of pollution,
providing real-time data, and monitoring air quality. Notable advances include integration with
the South African Air Quality Information System (SAAQIS) (Gwaze & Mashele, 2018), a
comprehensive framework for managing and distributing air quality information across the
country to improve air quality monitoring and management. By leveraging such tools and
systems, South Africa aims to better understand, track, and manage environmental pollution,
ultimately reducing its impact on various fronts. Nevertheless, issues with data integration and

systems interoperability continue to exist (Gwaze & Mashele, 2018).
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In Lejweleputswa, Free State province, South Africa, various forms of pollution, including air
pollution from mining activities, water contamination, and soil degradation pose significant
environmental and public health risks. While frameworks such as the Adaptive Environmental
Management System (AEMS), and the Information Technology with Indigenous Knowledge
(ITIKI) drought forecasting tool are available, they operate in silos, lacking integration into a
unified environmental management strategy. This disjointed approach diminishes their
effectiveness, as it prevents a comprehensive response to the region’s multifaceted pollution
challenges. Without an integrated EWS addressing all types of pollution, the area remains
vulnerable to environmental degradation, with current systems offering limited predictive
insights. To address these challenges, it is essential to develop an integrated approach that
consolidates these tools into a more effective pollution management framework, related
research studies have demonstrated that semantic middleware offers a promising solution to
harmonize heterogeneous systems (Akanbi & Masinde, 2020; Aslam & Curry, 2021; Bamhdi,
2021; Zgheib et al., 2019). Semantic technologies such as Ontologies, Resource Description
Framework (RDF), and SPARQL protocol provide powerful tools for representing, organizing,
and retrieving data in ways that go beyond the limitations of traditional databases (Rodrigues

etal., 2019).

In the context of this study, semantic middleware aims to enable seamless data integration,
interoperability, and knowledge sharing between the diverse early warning systems involved
in the MHEWS employed in this case study for Lejweleputswa, Free State Province, South
Africa. This is to increase the effectiveness and accuracy of hazard warnings. This research
proposes that utilising semantic representation can deliver precise and valuable forecasting
information by combining different data sources within each EWS through a proposed
semantic middleware for a MHEWS. Semantic middleware will enable the seamless
integration of data collected from multiple sources into various environmental management
centers, ensuring effective system interoperability and federation of data to achieve seamless

distribution of information, allowing for accurate data translation at every point of entry.

This chapter provides the foundation for the entire study and provides a comprehensive
understanding of the context, logic, and structure of the study explains the urgent need to
achieve interoperability and data integration in MHEWS for the study area and discusses the
limitations of the current systems. Additionally, this chapter provides insight into the rationale
on the use of semantic middleware and semantic technology to enable intelligent data

integration and interoperability. By Introducing semantic middleware, a paradigm shift is

2
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expected in how hazards are monitored, analysed, and communicated through the integration

of multiple EWS making up the MHEWS for faster and more effective disaster response.

1.2 Problem Statement

Pollution as an environmental hazard is a key concern in communities surrounded by mining
operations in South Africa, and communities in the Lejweleputswa district in the Free State
Province of South Africa are also badly experiencing it. To mitigate the impact of
environmental hazards, Multi-Hazard Early Warning Systems (MHEWS) are critical, offering
timely and reliable information to local communities. However, the effectiveness of these
systems is compromised by persistent challenges related to data representation, integration, and
interoperability. In South Africa, the absence of uniform data formats and standards among
various Early Warning Systems (EWS) deployed by different agencies and organisations
creates substantial barriers to seamless communication and collaboration. These disparities
hinder the transfer, transformation, and interpretation of data across systems, leading to
inefficiencies and delays in disseminating early warnings. Consequently, MHEWS are unable
to operate as cohesive frameworks capable of effectively addressing pollution-related hazards.
The research aims to address these challenges by developing a semantic middleware tailored
to the specific needs of MHEWS in the Lejweleputswa district, leveraging existing EWS, such
as Information Technology with Indigenous Knowledge (ITIKI) and Adaptive Environmental
Management System (AEMS), the proposed middleware will provide a standardised and
interoperable communication framework addressing the complexity of data representation and
ensuring compatibility between heterogeneous EWS and their subsystems, the solution aims to

enhance the efficiency of MHEWS in delivering accurate and timely multi-hazard alerts.

1.3 Research Questions and Objectives

To address the research challenges mentioned earlier, the following research questions are

considered in the approach to integrating and ensuring interoperability of heterogenous data:

a) RQ1: How does the integration of existing monitoring systems enhance the overall

effectiveness and efficiency of the MHEWS in comparison to traditional approaches?
b) RQ2: How can the integration of the systems through semantic middleware enhance or

improve the decision-making process for disaster risk reduction and response by

providing actionable insights based on the integrated data?
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RQ3: What are the existing semantic middleware and frameworks that can be adapted
for the South Africa Multi-Hazard Early Warning System, and how do they compare in

terms of suitability and efficiency?

RQ4: To what extent will the implementation of semantic middleware improve the
efficiency and effectiveness of South Africa’s MHEWS in terms of information
integration, interoperability, and timely dissemination of warnings across different

hazard scenarios?

To address the aforementioned research questions, this study is aimed to develop semantic

middleware for data representation, system integration, and interoperability for an existing

EWS in a MHEWS. Using ITIKI and AEMS early warning systems as a case study to monitor

environmental pollution and weather situations, for a better understanding of how critical

interconnected EWS works holistically for monitoring and predictions. This primary aim was

delineated by breaking it down into the following sub-objectives:

a)

b)

d)

RO1: Develop a semantic framework for an MHEWS to improve the automatic

configuration of the EWS for data integration and system interoperability.

RO2: Identifying and evaluating existing semantic middleware and developing a
semantic integration framework that has the potential to harmonize the adopted EWS

in the context of an MHEWS.

RO3: Develop and test a prototype middleware layer that semantically represents data
from different EWS in the context of pollution monitoring in Lejweleputswa district,

Free State.

RO4: Evaluate to what extent the use of semantic middleware within MHEWS

facilitates the system’s heterogeneous EWS integration and interoperability.

1.4 The Solution Approach

The methodology addresses the above-mentioned objectives of this study and follows an

experimental approach and Design Science Research (DSR) methodology with the

development of an MHEWS as a case study. To address the challenges of complex data

4
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representation and translation in MHEWS, the proposed solution involves the development of
semantic middleware based on semantic web technologies. The semantic middleware is
developed to standardize the communication protocol between EWS and other MHEWS sub-
systems. Key components of this solution include building a framework for data transformation
and integration and leveraging Docker containerization for increased portability based on
semantic representation of the data sources. Additionally, containerization tools —
Dockers/Kubernetes serve as an orchestration platform for managing and scaling EWS as a
container deployment. The approach implemented improves MHEWS ability to provide
accurate multi-hazard warnings and improves data representation, integration, sharing

facilitated by semantic representation technologies.

1.4.1. Framework Development

A semantic representation middleware framework is presented in Chapter 3. The framework
shows the semantic representation of the heterogenous data and automatic configuration of
adopted EWS in the MHEWS for the study area. This framework enables the data
representation using Application Programming Interface (APIs) and service layers in the
middleware to achieve the data integration and interoperability objectives. The essential
objective is to introduce a semantic middleware framework capable of harmonizing
heterogenous datasets, i.e., indigenous knowledge, and sensor data (which are structured data,
and unstructured data, respectively) to enhance the compatibility among adopted early warning
systems. The middleware offers an API that simplifies the abstraction of complex modules, and
communication and ensures that data is presented in a machine-readable format thus fostering

integration and interoperability.

1.4.2. Middleware Development

Middleware layers serve as hubs for connecting various services and tools through Application
Programming Interface (APIs), facilitating communication between different applications.
These APIs act as bridges, enabling disparate products and services to interact seamlessly.
Alternatively, asynchronous data streaming replicates data in an intermediary storage space,
allowing multiple applications to access and share it. The development of middleware layers
typically involves four components: an Interface Definition Language (IDL), an
interoperability protocol, an Object Request Broker (ORB), and supplementary services.
Semantic technology is integrated into the interoperability layer using Ontology Web Language

(OWL) and Resource Descriptive Framework (RDF), which are machine-readable languages
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based on domain ontology, and particularly tailored for the environmental monitoring sector.
This integration establishes a framework for how components exchange information, ensuring
data integration and interoperability by defining message types, formats, and content

interpretation standards.

1.5 Limitations of the Research Scope

The scope of the research study mainly focuses on air pollution-related EWS, neglecting other
important aspects of MHEWS, such as water-related hazards and other extreme weather
conditions. Nonetheless, this study recognizes specific constraints. The semantic middleware
relies on the availability and quality of data for semantic integration of early warning systems.
This limitation can affect the system’s ability to adapt to new hazards and changing

environmental conditions and potentially limit the depth of this research study.

1.6 Significance and Contributions of the Study

The scope of this study is on the semantic integration of existing EWS, and two systems,
namely ITIKI and AEMS were adopted as the case study of Lejweleputswa district, Free State
Province, South Africa. The development of semantic middleware and the containerization of
EWS applications in the context of MHEWS using Docker and Kubernetes is a significant
contribution in achieving interoperability and integration of ITIKI and AEMS. These
contributions have increased not only the objectives of data integration and systems
interoperability, but also the efficiency, scalability, and flexibility of these systems in many
ways. The introduction of semantic middleware has enabled better data integration between
platforms and made understanding the data easier by facilitating the combination of
information from different sensors and databases. Relatedly, semantic middleware adds context

to data and increases its usability across systems.

Additionally, Docker as a containerization tool has simplified efficient data processing by
grouping all necessary dependencies into a single container to ensure consistent behavior
across environments, simplifying deployment, and reducing configuration issues. Kubernetes
provides automated orchestration and scaling of containers, enabling EWS applications in the
MHEWS to seamlessly handle increased workloads during critical events. MHEWS
containerization also ensures that ITIKI and AEMS work efficiently and are available
anywhere, whether on-premises or in the cloud, with Kubernetes as a tool that supports

redundancy and failover mechanisms, ensuring high availability of the systems. In the event of
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a hardware or software failure, the system can be restored quickly, and without significant

impact on operations.

The semantic middleware layer enables better integration with external systems and data
sources, improving the overall performance or interoperability of the system. The adoption of
Docker and Kubernetes technologies ensure the long-term sustainability of the adopted EWS,
i.e., ITIKI, and AEMS by facilitating continuous and efficient system management, not only
by improving system performance, scalability, and reliability, but also by positioning the early
warning systems to better archive the purpose, thus these contributions have made the systems

more efficient, flexible, and scalable.

1.7 Evaluation Criteria

In assessing this study, each objective was examined in relation to the research findings. The
case study was assessed for its alignment with and contribution to achieving the research

objectives aimed at addressing the research questions.

1.8 Structure of Dissertation

The rest of the study is structured as follows.

a) Chapter Two: Literature Review
This chapter presents a review of relevant literature on environmental monitoring,
MHEWS, semantic technologies, semantic middleware, cloud computing, and related
work.

b) Chapter Three: Research Methodology and System Design
This chapter outlines the Methodology employed in designing, developing, and
evaluating the semantic middleware framework for the South Africa Multi-Hazard
Early Warning System with the presentation of the proposed model.

¢) Chapter Four: System Design, Implementation and Analysis
This chapter covers the methodology and approach for the experimental setup for the
practical implementation and deployment using the case study Multi-Hazard Early
Warning System.

d) Chapter Final Conclusion
This chapter concludes the study by summarizing research contributions and suggesting

future directions for further research and development.
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1.9 Summary

Chapter One establishes the background and motivation for this research, highlighting the
importance of Multi-Hazard Early Warning Systems (MHEWS) in addressing complex
environmental challenges, particularly in South Africa's Lejweleputswa district. It discusses
the limitations of existing Early Warning Systems (EWS) due to poor data integration and
interoperability, emphasizing the need for a unified framework to manage diverse hazards
effectively. Introducing semantic middleware as a potential solution, the chapter sets the stage
for the upcoming chapters, which delve deeper into the literature, methodology, system design,

and implementation of a semantic framework to enhance MHEWS functionality.
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CHAPTER TWO

BACKGROUND AND RELATED WORK

2.1 Introduction

The environmental concerns and their impact on society are rapidly escalating and have a major
impact on human health or society. The integration of advanced technologies and
interdisciplinary knowledge is of more importance to mitigate environmental hazard such as
pollution in areas affected by mining pollution such as the Lejweleputswa district. This chapter
provides an extensive literature review covering related concepts from EWS, MHEWS, and
the integration of local indigenous knowledge with scientific knowledge for pollution control.
This Chapter also discusses middleware technologies and their requirements, methods, for
semantic application. By analysing related and relevant works, the role of cloud computing and
microservices in improving the performance and availability of environmental monitoring
systems such as MHEWS are discussed. This literature review provides the starting point for
the rest of the chapters with critical insights into the existing knowledge and guides the

development of innovative and effective system designs and frameworks for MHEWS.
2.2 Background

2.2.1 Early Warning Systems

EWS has become an essential element, playing a key role in reducing risks, saving lives, and
minimizing the impact of disasters such as extreme weather events, earthquakes, tsunamis,
droughts, and industrial operations, as emphasized by (Masinde & Thothela, 2019). The
specific definition of EWS among various interpretations adopted in this study was agreed on

by members of the United Nations in 2017. EWS was defined as:

“An integrated system of hazard monitoring, forecasting and prediction, disaster risk
assessment, communication and preparedness activities, systems and processes that enables
individuals, communities, governments, businesses and others to take timely action to reduce

disaster risks in advance of hazardous events” (Luther et al., 2017).

The major international initiatives related to EWS include: (1) the 1994 Yokohama Strategy
and Plan of Action for a Safer World; (2) the Hyogo Framework for Action 2005-2015:
Building the Resilience of Nations and Communities (HFA); and (3) the Sendai Framework
for Disaster Risk Reduction 2015-2030 (Luther et al., 2017). The development and

9
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implementation of these systems have played a key role in saving many lives and minimizing

economic and environmental losses associated with disasters.

An effective EWS consists of four key elements that are critical to its functioning to ensure

accurate, timely, reliable, and understandable information. These elements are discussed below.

i.  Disaster risk knowledge based on the systematic collection of data and disaster risk
assessments is the first element. This entails both the knowledge of risk as well as the
vulnerability of the people that may be affected by the disasters. The ability to capture
the knowledge accurately remains enigmatic (Schneider et al., 2016).

ii.  Detection, monitoring, analysis and forecasting of the hazards and possible
consequences.

iii.  Dissemination and communication, by an official source, of authoritative, timely,
accurate and actionable warnings and related information about likelihood and impact.

iv.  Ensuring readiness at every entry level to act on the warnings received.

For an EWS system to be termed “multi-hazard’ the above definition provides that such a
system addresses several impacts of similar or different types and that these hazardous events
occur alone, simultaneously, cascading, or cumulatively over time, but their effects have some
potential interrelations. As per the Sendai Framework (Pearson & Pelling, 2015), these hazards
are classified under four categories: biological, environmental, geological, hydro-
meteorological, and technological processes and phenomena. Further, the Sendai Framework
requirement for an end-to-end people-centred multi-hazard early warning system involves
empowering the affected individuals and communities to act appropriately and timeously to

reduce the negative effects of the hazard.

The integration of indigenous knowledge and scientific knowledge into early warning systems
is a significant step forward in addressing environmental problems. In this case study, Adaptive
Environmental Management System (AEMS) (Mbele et al., 2016) and Information Technology
and Indigenous Knowledge with Intelligence (ITIKI) (Masinde & Bagula, 2011) are two
innovative EWS frameworks that use Information and Communication Technologies (ICT) and
Artificial Intelligence (AI) to improve weather forecasting and pollution monitoring,
respectively. The integration of indigenous knowledge and scientific methods into early
warning systems, as demonstrated by AEMS and ITIKI, ensures the importance of recognizing

and valuing traditional wisdom alongside modern technology. The EWS represents the

10
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important steps to successfully address environmental challenges, increase community
resilience, and support sustainable practices, by combining traditional approaches and

scientific approaches for better environmental management and disaster risk reduction.

2.2.2 Multi-Hazard Early Warning System (MHEWS)

Early Warning Systems (EWSs) are integral sub-components of Multi-Hazard Early Warning
System (MHEWS). In this case study, a crucial part of the MHEWS is the adoption of existing
pollution and other environmental EWS, i.e., ITIKI and AEMS for Lejweleputswa district Free
State Province, South Africa. The aforementioned adopted EWS frameworks utilise indicators
from wireless sensor networks, weather stations, and local indigenous knowledge and are

generally similar to any pollution EWS as conceptualized in Figure 2.1 below.
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Figure 2.1: Overview of Early Warning System (EWS) Components (Source: Author)

Meanwhile, a working definition of MHEWS is taken as: “An interrelated set of hazard
monitoring and prediction, risk assessment, communication and preparedness sub-systems and
processes/activities that enable individuals, communities, governments, businesses and others

to take timely action to reduce their risks in advance of hazardous events” (Luther et al., 2017).
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The quest for MHEWS has been pursued for decades, and it was the main agenda at the 2006
International Expert’s Symposium on Multi-Hazard Early Warning System, organised by the
World Meteorological Organisation (WMO) (World Meteorological Organization (WMO),
2012). In the Sendai Framework for Disaster Risk Reduction (SFDRR) 2012 — 2030, the
benefits of a MHEWS are reiterated and enshrined in one of the framework’s seven global
targets, that is “Substantially increase the availability of and access to multi-hazard early
warning systems (MHEWS) and disaster risk information and assessments to people by 2030
(Pearson & Pelling, 2015). The framework further stipulates four priorities, which are:

1) Understanding disaster risk reduction,

2) Strengthening disaster risk governance to manage disaster risk,

3) Investing in disaster risk reduction for resilience, and

4) Enhancing disaster preparedness for effective response and to Build Back Better” in

recovery, rehabilitation, and reconstruction.

MHEWS allows key stakeholders including governments, businesses, individuals,
international organisations and communities to collaboratively act as the first line of defence
during a disaster. This is because MHEWS enhances cooperation for data analysis, collection,
and operational management, leading to greater effectiveness and efficiency overall. It is in the
same light that the use of indigenous warning knowledge has been found to be valuable for
enhancing early warning systems and improving community preparedness (Luther et al., 2017).
It has also been reported that the sustainability of MHEWS in developing countries has been
found to be problematic. Besides, extensive (with low severity and high frequency) disasters
such as droughts are on the increase. Here, the major challenge remains what is known as “last
mile”, where it is evidently more difficult to reach the most remote and vulnerable population.
Furthermore, there is a problem with the provision of meaningful and actionable information

that integrates gender-sensitive, including perspective.

The key gaps in MHEWS in the developing countries are presented below.
1) Weak coordination and collaboration among the multi-disciplinary actors and agencies
involved,
2) Un-interoperable information systems,
3) Lack of Standard Operating Procedures (SOP),
4) Limited public awareness and mostly uncoordinated participation in risk management,

5) Lack political will and commitment and

12
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6) Insufficient financial muscle to implement the systems.

To handle the substantial information needs of the MHEWS, a semantic middleware is
proposed in this research study. The developed middleware, integrated into the MHEWS
framework, aims to semantically unify various data sources related to pollution and climate
events, combining local and scientific knowledge for environmental sustainability. By
encoding the gathered information in a machine-readable format, this middleware will enhance

system interoperability and support the semantic federation of data.

2.2.2.1 Adaptive Environmental Management System (AEMS)

In this case study, a key component of a comparable project within the study district known as
Adaptive Environmental Management System (AEMS) ( Mbele et al., 2016) was adopted as
an EWS part of MHEWS for monitoring mining-related pollution in the Lejweleputswa district

Free State Province, South Africa.

AEMS uses wireless sensor networks, weather stations for data collection and an Artificial
Intelligence (Al) tool called Fuzzy Cognitive Maps (FCM) for analysis. FCM are models that
capture the relationship between different variables, enabling effective pollution analysis and
prediction, see Figure 2.2 below. This approach provides valuable insights into factors
influencing pollution, facilitating better environmental management and mitigation decisions.
AEMS connects the scientific data collected with the local Indigenous knowledge by involving
experts in the field and qualified researchers. The results of the FCM model are interpreted and
communicated to the community in an understandable way, enabling informed action and

response.

13
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Figure 2.2: Adaptive Environmental Management System (AEMS) Framework (Source:
Mbele et al., 2016)

2.2.2.2 Information Technology and Indigenous Knowledge with Intelligence (ITIKI)

ITIKI is a bridge that combines traditional indigenous drought forecasting practices with a
scientific approach, by combining mobile phones, wireless sensor networks, and artificial
intelligence technologies such as agents, fuzzy logic, and artificial neural networks (Masinde
& Bagula, 2011). ITIKI strives to achieve sustainability, accuracy, and acceptability of drought
forecasts. The system integrates local knowledge into each of its components, considering the

valuable insights and insights of the local communities.

Mobile phones are utilised as input and output devices for the system, working alongside
wireless sensor-based weather meters. These tools complement weather stations, enhancing the
collection and distribution of weather data. This integration allows for a better understanding
of weather patterns and enables early warnings to be communicated effectively to farmers and
other stakeholders. The system not only integrates farmers' expertise but also creates a risk
management framework by incorporating local knowledge into the process. To further increase
accessibility and benefits, the integrated Drought Early Warning System (DEWS) was
introduced. A framework was set up that includes natural language processing to translate
predictions into local languages. This ensures that information reaches target communities

effectively, promoting better understanding and preparation, see Figure 2.3 below.
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Figure 2.3: Integrated Drought Early Warning System Framework (Source: Masinde &
Bagula, 2011)

2.2.3 Environmental Monitoring System

In environmental monitoring systems, see Figure 2.4 below, diverse sensors and legacy systems
from various manufacturers measure different environmental properties using distinct data
format structures and terminology, resulting in data heterogeneity ( Akanbi & Masinde, 2015).
The importance of addressing heterogeneity to effectively use integrated heterogeneous
systems has been increasingly emphasized in recent research, making it a thoroughly

investigated topic in the literature (Akanbi & Masinde, 2020; Malucelli et al., 2006).

15

© Central University of Technology, Free State



O

Central University of
Technology, Free State

Y
Y

Figure 2.4: A Sample Heterogeneous Environmental Monitoring System (Source: Malucelli

et al., 2006)

The use of middleware, positioned between network operating systems and application
components, facilitates the seamless integration of subsystems, thereby simplifying the
implementation of distributed systems (Zgheib et al., 2019). Middleware addresses
heterogeneity, allowing distributed components to integrate and operate together smoothly.
Applying semantic technologies within middleware contexts helps manage the complexity of
data integration and system interoperability (Akanbi & Masinde, 2020; Malucelli et al., 2006).
Semantic technology encompasses a range of methods and tools designed to identify complex
relationships among diverse objects and datasets. The importance of integrating semantic
technology into middleware is to uncover relationships at the object level, enable machine-
readable data representation, and support data integration and interoperability across

heterogeneous applications in a multi-system environment (Justin Dhas & Jeyanthi, 2019).

Environmental monitoring encompasses various factors, including weather patterns, flooding,
drought, and mining pollution. Acquiring accurate climate data is essential for successfully
adapting to and building resilience against climate change. This necessitates the
implementation of a comprehensive EWS to detect future climate risks and hazards (Akanbi &
Masinde, 2018). The concept of an integrated MHEWS is therefore proposed. This system
features a loosely coupled distributed architecture that can integrate diverse data sources (both

structured and unstructured), process and analyse data, and disseminate early warning
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information at different levels. It aims to enhance risk knowledge, awareness, and early

warning response capabilities in the Lejweleputswa district municipalities.

2.2.3.1 Air Pollution

Air pollution is a mixture of airborne particles and gaseous pollutants, it remains a major
environmental problem worldwide and is recognized as a major public health risk. Air pollution
is also known as a trigger of Chronic Obstructive Pulmonary Disease (COPD) and it has
influenced the setting of air quality standards in many countries (Morakinyo et al., 2017).
Specifically, air pollution from mining activities is an environmental problem for people living
around mining communities. Although mining plays an important role in the country's
economy, it often releases harmful pollutants such as dust particles, heavy metals, and
greenhouse gases into the atmosphere, and these are capable of degrading the air quality, and
pose a threat to public health and damage the ecosystem ( Morakinyo et al., 2017). The South
African government and mining companies are working towards introducing stricter
environmental regulations and sustainable practices to mitigate these impacts. In South Africa,
air pollution is currently monitored by South Africa’s Air Quality Information System
(SAAQIS) to reduce air pollution in South Africa (Gwaze & Mashele, 2018). The SAAQIS
was recently upgraded to the second-generation system that was unveiled at the annual
Lekgotla Air Quality Management in October 2017 (Gwaze & Mashele, 2018). SAAQIS offers
the public real-time updates on air quality, accessible through their website and mobile app,

available on both Android and iOS devices.

2.2.3.2 Environmental Mining Pollution Monitoring System

Mining server as a key economic driver for South Africa’s economy. The economic advantages
are accompanied by significant drawbacks, including detrimental effects on the local
environment, and the health of nearby residents due to mining activities (Feris & Kotze, 2015).
Pollution from mining involves the introduction of harmful substances or energy into water,
soil, or air, potentially causing immediate or long-term harm to the planet's ecological balance
or diminishing the quality of life (Coker et al., 2009). The World Health Organization (WHO)
(Rimayi et al., 2018) reported that pollution is responsible for about a quarter of diseases
worldwide. Pollution that comes from gold mining is mainly related to the release of harmful
elements from tailings piles and other mining tailings (Fashola et al., 2016). It is estimated that
gold mining waste accounts for 221 million tons or 47% of all mineral waste generated in South

Africa, making it the country's largest source of waste and pollution (DWAF, 2001). Pollution
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from mining activities around mining communities has negative environmental impacts such
as acidic mine drainage and toxic waste (Feris & Kotze, 2015), such is the case in a mining

community in the Lejweleputswa district of the Free State, South Africa.

Several mining pollution monitoring tools are used to monitor and alert on excessive pollution
levels. A typical example in the context of water quality management is the South African Blue
Drop System (SABDS) (Rivett et al., 2013). The Blue Drop system is now used in South Africa
and around the world to ensure water quality management and sustainably improve wastewater
management. The Blue Drop system is designed to provide effective, efficient water and
sanitation services to communities (Rivett et al., 2013). The disadvantage of this system is that
it requires scientific interpretation of the results using a set of criteria called the Blue Drop Risk
Rating (BDRR) tool, which identifies, quantifies, and manages risks associated with the
provision of drinking water services in nine provinces of South Africa (Rivett et al., 2013) and
incompatibility with other early warning systems within the domain of environmental

monitoring.

2.2.3.3 Local Indigenous Knowledge and Scientific Knowledge on Environmental

Pollution

Over the years, people have developed knowledge from their understanding of their
environment, and this is known as environmental knowledge. They have relied more on
observing and monitoring environmental changes as they have observed and experienced them
over the years (Mbele et al., 2017). Local knowledge sometimes called indigenous knowledge
or traditional ecological knowledge is the body of knowledge, practices, and beliefs related to
the biophysical environment and human involvement in it. It is acquired through observation
and personal experience, but also passed on through social networks (Hopping et al., 2016),
including learning from elders, participation in community management institutions, natural
resources, and discussion with peers (Hopping et al., 2016), This knowledge is passed on from
generation to generation ( Akanbi & Masinde, 2020). Meanwhile, various kinds of pollutants
had necessitated having a tailored treatment at their source and having some specific disposal
techniques to mitigate their adverse effects on the environment. The problem with local
knowledge is that it does not provide accurate situational awareness and cannot predict future
environmental changes. The use of indigenous knowledge in environmental monitoring

involves the use of local knowledge on climate, local weather, and observations.
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Oppositely, scientific knowledge is advanced understanding based on strict scientific methods,
including large-scale models and satellite data observation (Gbangou et al., 2021). This type of
knowledge is often seen as the most reliable, precise, and useful for making informed decisions.
However, in many parts of the world, monitoring systems are mainly run by indigenous people
and local communities. These groups have unique knowledge systems and practices specific to
their regions and cultures. Increasingly, research recognises indigenous and local knowledge
as valuable for studies, policymaking, and ecosystem management (Gbangou et al., 2021;

Tengo et al., 2021).

2.3 Middleware

Middleware is a type of software that serves as a bridge, facilitating communication and data
handling between various applications or between users and applications. It sits between the
operating system, and the application running on it, and essentially acting as a hidden
translation layer (Akanbi & Masinde, 2018; Farsi et al., 2019), see Figure 2.5 below.
Middleware enables communication and data management in distributed and heterogeneous
applications. The middleware layer provides a set of programming abstractions to facilitate the
integration and communication of heterogeneous components (Akanbi & Masinde, 2018).
Additionally, middleware is an important component of architectural software that supports
distributed systems and allows application engineers and developers to focus on application
requirements and delivery. It offers developers a solution to integrate a range of systems and

applications through a common service interface (Emmerich, 1997).

Noticeably, middleware can exist between all software layers and provides many services to
achieve interoperability and real-time information flow. The use of semantic technologies in
the context of middleware applications helps to exploit the complexity of heterogeneous
applications and achieve data integration and system interoperability (Zgheib et al., 2019).
Semantic technology uses data and knowledge representation through a range of methods and
tools to discover deep relationships within different objects and categorized datasets
(Ruminski & Walczak, 2020). The aim of incorporating semantic technology into middleware
is to uncover the fundamental relationship between objects, allow data to be presented in a way
that machines can read and support the integration of data with interoperability across

heterogeneous applications in a multi system ( Akanbi & Masinde, 2018).
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Figure 2.5: Middleware Overview (Source: Emmerich, 1997)

2.3.1 Middleware Requirements

The middleware should build modularity, high reliability, high scalability, maintainability, and
user-friendliness and support rapid development. Based on the attributes mentioned, this

section lists the requirements for the middleware and its application as follows.

e Interoperability: Research indicates that the diversity within the Internet of Things (IoT)
necessitates addressing interoperability issues in IoT middleware. Interoperability can
be viewed through both syntactic and semantic lenses. Syntactic interoperability refers
to the use of different data access formats, protocols, and service description languages
to facilitate information exchange and connect services. On the other hand, semantic
interoperability involves employing standardized semantic technologies like XML and
Ontology to accurately represent data, the relationships between components, and their
interactions (Zhang et al., 2021).

e Reliability: Middleware must provide users and developers with a stable and reliable
experience while the system is running, even if the system encounters issues. This
reliability should be evident in areas such as communication, data, calculations, and
more (Zhang et al., 2021).

e Real-Time: The dependability of a system hinges not only on its logical accuracy but
also on its operational speed. For applications that are sensitive to time, it is essential
to guarantee real-time data delivery and prompt decision-making. Moreover, users must

have the capability to set deadlines for packet delivery.
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e Scalability: Adjusting the number of nodes or services and enhancing functionality by
adding components should not affect the middleware. The middleware should maintain
stability in EWS applications despite these changes (Alonso et al., 2018). The
scalability of the system can be achieved through middleware.

e Security: EWS data is considered sensitive data and must be protected. Data is often
dirty in too many forms and formats such as images or files, may be incomplete or
missing entirely, containing too many errors, files are not properly tracked, or are
unstructured. Therefore, middleware must be able to protect the information sent over

the network (Alonso et al., 2018).

Interoperability and security requirements are mandatory, but the purpose of the middleware is
to enhance automatic system configuration for data integration and system interoperability.
Middleware can adapt to heterogeneous environments (Bamhdi, 2021). With the rise in
multimedia big data, energy-efficient processing has become a critical challenge. The growing
number of multimedia applications in [oT has therefore led to the use of heterogeneity, which

is seen as a key issue for the future of [oT (Aslam & Curry, 2021).

2.3.2 Middleware Approaches

This section categorizes IoT middleware approaches into five types: database-based, agent-
based, virtual machine-based, event-based, and service-based (Zhang et al., 2021). The next

subsections briefly discuss each approach.

2.3.2.1 Database-Based Approach

Database Driven Middleware (DDM) conceptualizes network nodes as distributed data objects
and views the network itself as a virtual distributed relational database (Pradeep et al., 2021) .
Users request data with SQL-like queries, which the system parses to create a network query
template. This template is then divided into subqueries sent to the relevant nodes in the
network. Once these requests are accepted, the sensor nodes process the network data and
combine the information before sending the results back to the users (Pradeep et al., 2021).
DDM supports the detection of temporal relationships between data and events. However, a
global network structure must be maintained, thus limits scalability. In addition, DDM often

lacks data aggregation and knowledge discovery capabilities.

2.3.2.2 Agent Approach

A Mobile Agent (MA) is a self-sufficient software program that operates independently without

requiring user input (Zhang et al., 2021). The agents need to run in a specific virtual machine
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environment, so Agent-Based Middleware (ABM) can be considered a special case of virtual
machine-based middleware agent. Agent applications are split into separate programs that can
be easily inserted into a network for smoother operation and deployment using mobile agents

and ensure efficient agent operations (Badica et al., 2019).

2.3.2.3 Virtual Machine-Based Approach

Virtual Machine-Based Middleware comprises Virtual Machines (VMs) and interpreters that
create an operational environment for applications (Pradeep et al., 2021). These applications
are usually divided into modules, which are then distributed across the network. Each network
node has a virtual machine that interprets these modules (Pradeep et al., 2021). The virtual
machine sets a series of instructions based on the operating system's interfaces. However, using
virtual machines is not a cost-efficient way to handle the diverse nature of IoT infrastructure,

as prioritizing portability over performance diminishes flexibility.
2.3.2.4 Event-Based Approach

In Event-Based Middleware, all elements including components, applications, and participants
interact through events. Message-Oriented Middleware (MOM) is a type of middleware that
relies on messages for communication and adheres to the publish/subscribe model (Aslam &
Curry, 2021) Event processing systems handle user subscriptions using standard languages to
respond to events and facilitate many-to-many communication (Aslam & Curry, 2021).
Nevertheless, system interoperability, adaptability, execution speed, and context sensitivity are
not sufficiently addressed, and the programming paradigm is not flexible enough, making the

developer's task difficult.

2.3.2.5 Service-Based Approach

The Service-Based Middleware (SBM) architecture draws its inspiration from the conventional
Service-Oriented Architecture (SOA). It involves dividing resources into services and merging
them with pre-existing internet services to furnish users with unified computing capabilities
(Zhang et al., 2021). Generally deployed in cloud-enabled settings, SBM proves beneficial in
addressing issues of heterogeneity and interoperability by facilitating adaptable service
compositions in cases where certain services are absent. SBM features a service layer that relies
heavily on middleware technologies to support service providers and users, which helps
abstract system complexity. Finally, according to Aslam and Curry (2021), and Mesmoudi et
al. (2020), in terms of interoperability and high scalability, SBM outperforms other solutions.

Therefore, SOA is considered a good solution for [oT middleware to address heterogeneity and

22

© Central University of Technology, Free State



O

Central University of
Technology, Free State

interoperability issues (see Table 2-1 below). However, SBM offers only limited security
through authentication, therefore service-based solutions must be self-adaptive (Zhang et al.,

2021).

Comparison of existing IoT middleware.
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Hydra Sensor node SE v Vv v Vv Vv x x
. CoCaMAAL Sensor node, cloud sy v v x X VAR X
Service based BDCaM Sensor node, cloud | SE 4/ 4 x x 4 4 x
Atlas Sensor node SE  V V x  x
IoT-MP Sensor node, cloud sY v x4 x X X X
PRISMA Sensor node SY v x x x4 x 4
Event based SeCoMan Sensor node, cloud SE \/ X \/ X \/ \/ X
SenSocial Mobile phone SY v x 4 Y x x x
Mate TinyOS sY v v x v  x
SensorWare | Linux, ARM platform | 8Y |/ X X v v x X
VM based Actinium JVM sY x x X x 4
MODE JVM sY x X 4 x4
TinyDB TinyOS X VAR X v X X X
SINA Sensor node X v X X v X X X
Database: based Cougar Berkeley MICA, Unix X \/ X \/ \/ X X X
DSWare JVM sY  x x 4 x x X
Agilla MICAZ Mote, TinyOS | SE v/ x X x
Eagilla Sensor node SE v Vv Vv Vv V x
Agent based ACOSO Smart object - e BA EE
Sensomax JVM, ARM platform SY \/ \/ \/ \/ X X \/

Table 2-.1: Comparison of existing [oT Middleware (Zhang et al., 2021)

2.3.3 Middleware Technologies

Different types of middleware technologies can be classified for distributed systems and
heterogeneous components such as Object-Oriented Component Middleware (OOCM),
Message Oriented Middleware (MOM), and Transaction-Oriented Middleware (TOM), just to
mention a few (Emmerich, 1997). The Service-Oriented Architecture middleware (SOAM) is

recommended for this study (see Figure 2.6 below).

2.3.3.1 Service-Oriented Architecture Middleware (SOAM)

SOAM refers to a software design approach facilitating communication between hardware and
software applications. It achieves this through a secure middleware product and technology
layer, independent of specific protocols (Reis & Gongalves, 2018). The middleware serves as
an interface or a link that connects heterogeneous domains of applications over heterogeneous

interfaces and client applications (Akanbi & Masinde, 2020). In distributed environmental
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monitoring systems, many applications need real-time monitoring that is highly accurate,
performs well, and is reliable. There is a need to develop a middleware with a design based on
SOA with semantic technology that tackles the difficulties associated with their integration,
representation, and reliability. Both structured data and unstructured data can be integrated by
the middleware through efficient semantic representation of data in machine-readable
languages. The middleware furnishes an API for communication at the physical layer,
simplifies intricate network communication, and formats the data in a machine-readable way

for convenient utilization and interoperability (Justin Dhas & Jeyanthi, 2019).
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Figure 2.6: Service-oriented Architecture-based middleware (Source: Wortmann & Fliichter,

2015).

2.3.3.2 Semantic Middleware

Using semantic technologies in middleware applications simplifies the complexity of
heterogeneous systems by enabling data integration and ensuring systems can work together
effectively (Zgheib et al., 2019). Semantic technology employs data and knowledge
representation using a collection of techniques and tools for uncovering detailed connections
among diverse groups of objects and data sets (Ruminski & Walczak, 2020). By embedding
semantic technology within middleware, the aim is to delve into underlying object-level

relationships, ensure machine-readable data representation, and promote the integration of data
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with interoperability across heterogeneous applications in multi-system environments (Akanbi

& Masinde, 2018).

Querying data and facilitating information exchange among the various subsystems of a
complex hierarchical system poses a difficulty because of the extensive array of diverse
components each with its unique traits. To tackle this challenge, efforts in research and
standardization have primarily concentrated on developing models and representing data
through a fundamental ontology. Given the challenge of interoperability, since different devices
will need to communicate and share information with each other, the application of semantic
techniques such are knowledge representation through an ontology using Ontology Web
Language (OWL), Resource Description Language (RDF), and Web Services Description
Language (WSDL) through a Service-Oriented Middleware (SOM) provides the necessary
adaptation layer in a plug-n-play mode (Rodrigues et al., 2019) or standardized languages like
XML, Web Service Definition Language (WSDL) and JavaScript Object Notation (JSON).
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Figure 2.7: Sample semantic middleware architecture using ontology repository for data

representation (Zgheib et al., 2019)

2.4 Cloud Computing

Cloud computing is presented as a next-generation technology. It is an internet technology that
provides users with high-quality services, including data and software on remote servers
(Srivastava & Khan, 2018). It offers customers numerous options such as accessing,

purchasing, installing, or downloading any of a variety of unlicensed applications. Cloud
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computing users have the ability to retrieve files and utilise applications from any device with
internet access through a standard web browser. The customers only pay for the services they
use because they do not have to buy any infrastructure. Furthermore, cloud computing provides
enhanced security through data encryption, robust access controls, key management, and
security analytics (Srivastava & Khan, 2018). One major advantage of cloud computing is the
capability to share resources like hardware and software over a network with more storage

space than traditional storage systems.

Cloud computing has gained significant traction in both industry and organizations owing to
its practicality and straightforward cloud service-oriented frameworks. Distributed computing
encompasses two primary models: Service Models, and Deployment Models. The three service
models include Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and
Infrastructure-as-a-Service (IaaS). In addition, there are four distribution models, namely

public, private, and hybrid clouds.

2.4.1 Service Models

Cloud computing service models are divided into three basic models as mentioned previously.
Understanding these models and the differences between them could enable the two adopted

systems to achieve their goals and the research aim to solve heterogeneity problems.

2.4.1.1 Software as a Service (SaaS)

Software as a Service (SaaS) is an application service hosted on a centrally managed cloud
infrastructure and charged on a subscription basis (Yoo & Kim, 2018). SaaS enables users to
access and utilize applications operating on cloud infrastructure, with the service provider
handling the management of all underlying infrastructure, platforms, application software, and
data. This includes taking care of the hardware and software as well as ensuring the
application's availability and security (Pham, 2020). Applications like Gmail and Google Docs,
hosted on the cloud can be accessed from various devices such as smartphones and laptops.
From the customer's perspective, the SaaS model appears as a web-based application that

delivers services through an internet browser.

2.4.1.2 Platform as a Service (PaaS)

Platform as a Service (PaaS) provides the user with a complete cloud development and
deployment environment to deploy anything from simple cloud-based applications to cloud-
enabled enterprise applications using software programming languages, libraries, frameworks,

and tools supported by the provider (Pham, 2020; Srivastava & Khan, 2018). It can run
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software solutions on the cloud computing platform without the support of a developer to
provide hardware and software for the cloud computing system. PaaS is widely used by
organisations in specific scenarios such as development, analytics, and business intelligence

frameworks.

2.4.1.3 Infrastructure as a Service (IaaS)

In Infrastructure as a Service (IaaS), a cloud provider supplies virtualized computing resources,
including servers, operating systems, memory, storage, and application software, through the
cloud. By leveraging virtualization technology, laaS transforms physical resources into logical
ones that users can access dynamically as needed (Rashid & Chaturvedi, 2019). This model
allows for rapid scaling and a pay-as-you-go payment structure. By using cloud infrastructure,
you can bypass the expenses and complexities associated with buying and managing your own

physical servers and data center hardware (Pham, 2020).

2.4.2 Deployment Models

There are four types of cloud deployment models: public, private, community, and hybrid. Each

model is defined based on the location of the infrastructure supporting the environment.

2.4.2.1 Public Cloud

This cloud is available on the internet to all customers who can subscribe to the cloud and use
cloud resources on a consumption basis. This cloud is not as secure as a private cloud (Rashid
& Chaturvedi, 2019), but due to its openness, it is accessible to all internet users. It is relatively
less configurable than a private cloud. The cloud infrastructure is owned and operated by a
major Cloud Service Provider (CSP) (Srivastava & Khan, 2018). It offers infrastructure and
services to individuals and organizations, with resources being shared by many users. Public
cloud services are currently available from providers like Google Cloud Platform (GCP),

Amazon Web Services (AWS), and Microsoft Azure (MA) to mention a few.

2.4.2.2 Private Cloud

This type of cloud is designed for individual organizations or businesses. It utilizes internal
computing resources exclusively for one organization, keeping them inaccessible to the public.
These resources can be located in a physical data center at the organisation’s site or hosted by
a third-party provider (Rashid & Chaturvedi, 2019). Private clouds are commonly employed
by financial institutions, government bodies, and medium to large companies to ensure a more

secure and controlled environment.
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2.4.2.3 Hybrid Cloud

This type of cloud combines both private and public clouds. Despite their integration, each

maintains its own identity, allowing for various deployments (Rashid & Chaturvedi, 2019).

Customers can opt for a public cloud for tasks needing extensive storage and lower security,

while a private cloud is suitable for sensitive data or confidential internal operations (Pham,

2020).

2.4.3 Cloud Computing Characteristics

There are several essential characteristics of cloud computing, among which are on-demand

self-service, broad network access, measured service, maintenance, and resource pooling.

These characteristics are highlighted below.

On-Demand Self-Service: Cloud services such as server time, storage, web access, CUP
time, and web applications can be automatically allocated based on customer demand
without requiring human interaction (Rashid & Chaturvedi, 2019).

Broad Network Access: Cloud computing resources are accessible over the network
and can be utilised via different client platforms, including mobile phones and laptops,
as long as there is a stable internet connection. This enhances the user experience when
using cloud services online (Pham, 2020).

Measured Services: Cloud resources and services are managed, regulated, and
optimized by the cloud service providers (CSPs) under a pay-per-use business model.
Users utilise these services similarly to how they consume utilities like electricity,
water, and gas (Rashid & Chaturvedi, 2019).

Maintenance: Cloud computing applications are simpler to maintain since they don't
require installation on each individual computer and can be accessed from various
locations, leading to cost savings. (Srivastava & Khan, 2018).

Resource pooling: Cloud computing resources are shared among multiple users through
a multi-tenant model. This approach enables the cloud service provider to dynamically
distribute both physical and virtual resources according to user demand, ensuring the
privacy and security of each client's data. Cloud service providers typically have
extensive and adaptable resource pools to accommodate customer needs and benefit

from economies of scale (Pham, 2020).
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2.4.4 Microservices

The conventional monolithic application architecture is being replaced by the more adaptable
and modular microservices architecture. Microservice applications are typically developed on
Microsoft Azure's public cloud infrastructure, utilising services like Azure Service Fabric
(ASF), Azure Kubernetes Service (AKS), and Azure Functions (Microsoft, 2017).
Microservices are created to deliver specific functions and can be developed and deployed

independently with ease, see Figure 2.9 below.
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Figure 2.8: Monolithic approach vs Microservices approach (Source Author)

The two systems: AEMS, and ITIKI operate on a local host, which can make accessing them
challenging at times. Incorporating cloud computing offers a reliable and scalable way to
deliver information and applications via the Internet (Younan et al., 2020). Recently, numerous
industries and organizations have embraced cloud computing due to its accessible and
convenient service-oriented models. Distributed computing comes in two forms, namely
Service Models, and Deployment Models. Cloud computing enables users to access files and

applications from any device using a standard internet browser.

In our proposal, the middleware layer functions as a microservice that processes incoming data
from inputs and directs the resulting data to the next destination through the outputs. The
concept of a microservice has various definitions and purposes (Namiot & Sneps-Sneppe,

2014; Sun et al., 2017), describing it as a new approach to software development designed for
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distributed applications like web and cloud-based systems. Simply put, microservices are

small, independent services that collaborate.

The microservice architecture offers benefits like improved resilience, technological flexibility,
enhanced scalability, and speed of application operations. However, it also brings challenges
such as increased development, implementation complexity, the need for service-to-service
communication mechanisms, and difficulties in performing end-to-end testing (Petcu, 2021).
To minimize deployment time, microservices containers can be used. Containers streamline the
execution, relocation, and redeployment of microservices in different environments, making

them a viable alternative to traditional virtualization.

2.4.4.1 Microservice Deployment

Deploying a monolithic architecture is relatively straightforward because developers deploy
the entire application on a single physical or virtual server (Petcu, 2021). When an application
needs to run on multiple servers, a common practice is to install the application on each server
and use a load balancer to distribute the workload across the different copies (Petcu, 2021).
Microservices architecture, on the other hand, relies on loose coupling, which requires running
the application across multiple service instances (Akanbi & Masinde, 2020) This can be
accomplished by deploying each service on a separate virtual machine, utilizing a container for
each service, or deploying multiple services within a single virtual machine or container.
Containerization provides advantages like quicker deployment, enhanced flexibility, and lower
resource consumption. Moreover, it enables each microservice instance to operate
independently on a host. In this study, both the Kubernetes container orchestration platform

and Docker-based containerization tools are employed.

Importantly, the Docker tool simplifies the process of creating and launching containers. As
modern applications use more containers and distributed servers, container orchestration
technologies have become increasingly crucial for managing and deploying these complex
systems. Container orchestration allows for the selection, deployment, monitoring, and
dynamic management of multi-container applications (Al Jawarneh et al., 2019). Kubernetes,
an open-source solution, was developed to automatically deploy and manage clusters of Docker
containers. This means that service developers can create Docker images containing the desired
components, which Kubernetes then deploys, manages, and monitors, including the

relationships between these components (Kubernetes, 2019).
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Figure 2.9: Docker Container Model and Virtual Machines (Source: Author)

2.5 Related Works

So far, many excellent studies have been conducted, and some approaches have been made in
the field of loT Middleware to address critical challenges such as high communication cost,

very heterogeneous data and complexity of data representation for translation and usability.

The 10T faces challenges related to heterogeneity, and researchers have proposed solutions to
address these issues. A middleware based on a Service-Oriented Architecture for heterogeneity
problems on the Internet of Things (MSOAH-IoT), is proposed to solve heterogeneity problems
(Mesmoudi et al., 2020). The methodology is implemented in three phases: beginning with data
collection from heterogenous hardware sensors using the REST APIs, secondly introducing
heterogeneous network interfaces, and finally testing the middleware on gateways running on
different operating systems. The middleware searches for connected devices through various
network interfaces and provides its services through a website using REST APIs.
Notwithstanding, the middleware only works on Windows and Linux platforms. Therefore, it
does not offer full interoperability with other operating systems such as Android and 10S

platforms.

Additionally, a Lightweight Middleware platform designed for distributed computing in
wireless sensor networks aims to support the development of distributed applications in these
environments (Gaglio et al., 2014). This platform distinguishes itself from other middleware

solutions through its simplicity. The research highlights that FORTH is a software development
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methodology and a language that merges the benefits of various languages with pure assembly
language. FORTH utilizes a layered design approach that seamlessly integrates high and low-
level programming without a distinct separation, avoiding a minimal software layer between
the hardware and application layers (Gaglio et al., 2014). Its scalability is notable, as new words
can be easily added to the language, and the middleware platform can be readily extended.
FORTH maintains a high level of expressiveness since computations are described simply as
sequences of word names, making it readable like natural language, and suitable as a
metalanguage for developing high-level languages. This middleware enables interactive and
step-by-step application development, even on distributed nodes accessible only via wireless
connections, eliminating the need for cross-compilation and significantly reducing

development time.

A new lightweight SOA integration model based on a set of communication techniques that
improves efficiency at all communication levels in the production plant was introduced by
(Espi-Beltran et al., 2017). They assessed the feasibility of an SOA approach by bypassing the
WS-* stack in favour of other protocols based on the REST design style. To validate their
proposal, a prototype of a Lightweight SOA RESTful platform was deployed in a production
environment. The experiments used the Hypertext Transfer Protocol (HTTP) and the
Constrained Application Protocol (CoAP), each with fundamental characteristics. CoAP
proved to be the fastest for fine-grained communication components in near-field and control
networks. However, HTTP, being the most commonly used protocol in RESTful web services,
is advantageous for high-level communication near ICT systems due to its widespread
adoption. Although HTTP is slower than CoAP, it still performs adequately to transfer data

within the required time frame for most industrial installations.

According to Pradeep et al. (2021), the Adaptive Ubiquitous Middleware-driven context-aware
IoT ecosystem (AUM-IoT) is a sophisticated and comprehensive system where users, data
sources, intelligent objects, and services interact seamlessly. This ecosystem ensures secure
device communication, efficient message flow management, data handling, and delivery of
context-aware services tailored to users' needs. The AUM-IoT architecture consists of
perception, middleware, fog cloud, and application layers. AUM supports the real-time
monitoring of diverse elements, intelligent, and automated context-aware management,
optimal provision of contextual, security, and privacy services, and timely information access.

It employs a multi-agent, multi-protocol middleware, utilizing agents for effective
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communication management and protocol handling to offer superior contextual services to

users.

2.6 Summary

Chapter Two provided an extensive literature review covering various aspects of early warning
systems and middleware technologies for effective environmental monitoring. The study of
EWS and MHEWS highlighted their essential role in risk reduction and disaster management.
The integration of local indigenous knowledge with scientific knowledge has demonstrated a
holistic approach to pollution assessment. A review of middleware technologies, including
requirements, approaches, and semantic middleware, highlighted their importance in
facilitating seamless communication and data processing. In addition, related work shows the
evolving landscape of cloud computing and microservices to increase the scalability and
availability of environmental monitoring systems. This chapter served as a foundation for the
upcoming chapters by providing an overview of the existing body of knowledge. The next
chapter examines the development of an innovative and effective environmental monitoring

framework.

33

© Central University of Technology, Free State



O

Central University of
Technology, Free State

CHAPTER THREE

RESEARCH METHODOLOGY AND DESIGN

3.1. Introduction

This chapter provides a detailed explanation of the research methodology and design employed
in this study. It outlines the steps taken to address the research design, as well as describe the
methods used for data collection, the types of data gathered, and the analysis techniques

applied.

The term Research Methodology" can be broken down into two components: "research", and
"methodology." Research involves gathering, analysing, and interpreting data to address
inquiries, employing scientific approaches to tackle issues, and generating new universally
relevant knowledge. Scientific methodologies encompass structured observation,
categorization, and data interpretation (Goundar, 2012). Methodology, in contrast, refers to the
structured and theoretical examination of the techniques used within a particular area of study.
It involves analysing the underlying methods and principles within a field of knowledge,
encompassing elements like framework development, theoretical models, stages, and both

quantitative and qualitative approaches (Igwenagu, 2016).

According to Sarantakos (1998), research methodology is the theory of methods, it is the way
in which one makes sense of the object of inquiry. A problem identified in Chapter One, aims
to simplify data representation for easier translation and integration of the Pollution Early
Warning System (PEWS) with other EWS systems within the context of the MHEWS. To
address the issue, a theory is put forward suggesting that by employing semantic middleware,
the difficulties associated with data representation, integration, and system interoperability in

an MHEWS can be tackled. This section outlines our approach to testing this theory.

3.2 Research Design

Research design is the core planning of the research study it gives direction to the study, and it
is used as a guideline in collecting and analysing the data. The study follows an experimental
approach with the development of a semantic middleware for a MHEWS using Lejweleputswa,
Free State Province as a case study. To achieve the objectives mentioned in Chapter One, the
study employed the Design Science Research (DSR) methodology that creates and evaluates

innovative frameworks and prototypes involving data collection, data representation tools,
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framework development, middleware layer development, and prototyping of a fully integrated
and interoperable system. Design Science Research (DSR) is a systematic methodology used
in information systems and related fields to create and evaluate artifacts, such as models,
frameworks, or systems, aimed at solving identified organisational or technical problems. In
this research, DSR provides the foundational methodology for the development and validation
of semantic middleware within the Multi-Hazard Early Warning System (MHEWS). A
semantic middleware was developed and implemented for optimising the automatic

configuration of an EWS and achieving the federation of heterogeneous data.

3.2.1 Mixed Methods

This research utilised a mixed methods design, incorporating both qualitative and quantitative
approaches to achieve its objectives. The qualitative approach involves gathering, analysing,
and interpreting data based on observations of people's statements and behaviours (Goundar,
2012). In this study, it was employed to gain an in-depth understanding of the application of
local Indigenous Knowledge on pollution. This was achieved through unstructured and
structured data collection methods, including in-depth interviews and focus groups. A
quantitative methodology stands as a frequently employed strategy in research design, rooted
in positivism. Essentially, it involves a number-centric investigative discipline that statically
gauges attitudes, behaviours, and performance, yielding results in percentages for
straightforward interpretation. (Goundar, 2012). It can translate data into graphs and charts that
are statically valid. Thus, this approach is used to test the hypothesis mentioned in Chapter One
to archive findings with an acceptable degree of accuracy. As a result, quantitative research can

be used in the collection and analysis of data.

The mixed methods approach is an ideal methodological design for this study, given its ability
to capture the multifaceted nature of indigenous knowledge. This approach allows for a
comprehensive understanding by combining the strengths of both qualitative and quantitative
research methodologies. The qualitative component is particularly essential for exploring the
depth and context of indigenous knowledge systems, which are often embedded in cultural
practices, oral traditions, and community-specific experiences. Methods such as in-depth
interviews, participant observations, and storytelling techniques provide an opportunity to
capture the richness and complexity of indigenous knowledge. On the other hand, the
quantitative component enhances the study by enabling the identification of broader patterns
and trends, such as the prevalence and impact of indigenous practices across different

communities or regions. The integration of both qualitative and quantitative data also ensures
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triangulation, which strengthens the validity and reliability of the findings. Given the unique
context of indigenous knowledge, which is often localised and context-specific, the mixed
methods approach ensures that both individual and collective experiences are adequately
represented, while also providing generalisable insights. This methodological approach aligns
closely with the study’s objectives of documenting, preserving, and assessing the value of
indigenous knowledge, and it allows for a more holistic understanding of its significance in

addressing contemporary global challenges.

3.2.2 Alignment of Methodology with Research Questions

The research problem identified in Chapter one focuses on the challenges of data representation
and integration within MHEWS. These challenges hinder the system's ability to deliver timely
and accurate multi-hazard alerts. The research questions aim to address this problem by guiding
the development and evaluation of a semantic middleware solution. To ensure that the mixed
methods approach effectively addresses the research objectives, Table 3.1 outlines how each
research question is aligned with the methodologies used, demonstrating the rationale behind

the integration of qualitative and quantitative methods.

Methodology Aspect Research Question Addressed Explanation

Literature Review RQ3: What are the existing | Identifies current semantic
semantic middleware and | middleware and frameworks,

frameworks that can be adapted | evaluates their suitability, and

decisions.

for South Africa's MHEWS? highlights gaps in existing
solutions.
System Integration | RQ1: How does the integration of | Examines how integrating
Analysis existing  monitoring  systems | existing  systems  impacts
enhance the effectiveness and | MHEWS performance
efficiency of the MHEWS? compared to traditional
approaches.
Middleware Design and | RQ2: How can semantic | Develops  middleware  to
Development middleware enhance the decision- | improve data integration and

making process for disaster risk | provides actionable insights to

reduction and response? inform  disaster  response
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compare? MHEWS needs.

Comparative Framework | RQ3: What are the existing | Analyses and compares
Evaluation semantic middleware and | frameworks to determine the

frameworks, and how do they | most suitable for South Africa’s

efficiency of MHEWS in | improvements

warning deliver

Validation through Case | RQ4: To what extent will semantic | Tests the middleware's real-

Study middleware improve the | world application to measure

information integration and alerts? | interoperability, timeliness, and

Table 3-1: Methodology Alignment with Research Questions (Source: Author).

This alignment highlights the rationale for adopting a mixed methods approach and
demonstrates how the integration of qualitative and quantitative data ensures a thorough

investigation of the research problem.

3.3 Data Collection and Analysis Methods

Data may be gathered using both primary and secondary data collection techniques. Primary
data refers to information collected explicitly for the ongoing research endeavour, acquired
through two research approaches, surveys and case studies (Akanbi & Masinde, 2020).
Secondary data refers to information that has been previously gathered in a different context
from the current study. It serves to furnish essential background details and aids in elucidating
the problem during the initial phases of exploratory research.( Akanbi & Masinde, 2020). The
qualitative data delved into exploring community insights on pollution and data collected from
wireless sensor networks. Conversely, the quantitative data focuses on representing knowledge,

processing data, and implementing semantic middleware on a cloud platform.

The qualitative data collected through interviews and focus groups, thematic analysis will be
used as the primary analytical technique. This approach involves identifying, analysing, and
reporting patterns or themes within the data. The process begins with familiarisation, where
transcripts are reviewed in detail to gain a deep understanding of the data. Subsequently, initial
codes will be generated to represent key features of the data, which will then be organised into
broader themes that align with the research objectives. The coding process will follow an
inductive approach, allowing themes to emerge organically from the data without preconceived

categories, ensuring that the findings remain grounded in participants’ experiences. The final
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themes will be interpreted within the context of the study, linking them to existing literature

and theoretical frameworks.

Quantitative data will be analysed using statistical methods to address the research questions
and test the study's hypotheses. Descriptive statistics, such as frequencies, percentages, and
measures of central tendency, will be used to summarize the data and provide an overview of
key variables. Inferential statistics, including regression analysis and correlation, will be
employed to examine relationships between variables and identify significant trends or
patterns. The statistical software package SPSS (Statistical Package for the Social Sciences)
will be used for data analysis. The software’s capabilities will allow for accurate calculations,
efficient data management, and graphical representation of results. The analysis will also
involve data cleaning and validation to ensure accuracy, with missing or inconsistent data

handled appropriately to minimize biases.

3.3.1. Data Types

The system receives data in many forms structured (wireless sensor data) and unstructured
(Indigenous knowledge) formats. This research study absorbed heterogeneous data from
different sources for pollution monitoring system, pulled them together, and loaded into a
database or data warehouse. The wireless sensor data collected was structured, and represented
in data representations formats (JSON and XML). Indigenous knowledge is mostly
unstructured and available in oral format and documentation. This data is captured and

represented in a knowledge representation model.

3.3.2. Data Sources

3.3.2.1. Indigenous Knowledge Data Collection

Figure 3.1 below illustrates how local indigenous knowledge was acquired from community
members through various methods, including focus groups, file uploads, and mobile surveys.
This data was processed through a human interaction stage before being temporarily stored in
IK General Storage. Using Extraction Tools, the data was refined and then transferred to Azure
Data Lake (ADL) for scalable, long-term storage, and further analysis. This architecture
supports the secure and efficient handling of both structured and unstructured data, ensuring it
is prepared for analysis, decision-making, and reporting. The major components and their roles

are discussed below.
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e Focus Group: Represents qualitative data collected from group discussions or
interviews to provide insights into human experiences or behaviours.

e File Upload: Allows structured or unstructured data, such as documents or reports, to
be uploaded into the system for analysis.

e Mobile Survey: Collects real-time data from respondents via mobile devices, typically
through survey applications or web forms.

e Human Processing: A stage where manual verification, validation, or cleaning of data
takes place to ensure quality and integrity before storage.

e IK General Storage: Serves as an intermediate storage system for organizing, securing,
and temporarily holding data before it is processed further.

e Extraction Tools: Software tools that process and transform the stored data, filtering
and preparing it for final storage and analysis.

e Azure Data Lake (ADL): A cloud-based storage solution that offers scalable, secure,
and cost-efficient storage for large volumes of data, making it accessible for advanced

analytics and decision-making.
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Figure 3.10: Indigenous Knowledge Data Collection (Source: Author)

3.3.2.2. Wireless Sensor Data Collection

Figure 3.2 below illustrates the architecture of a Wireless Sensor Network (WSN) designed to

collect environmental or physical data from distributed IoT (Internet of Things) sensor devices,
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process it locally, and transfer it to the Azure Data Lake (ADL) for long-term storage and
analysis. This architecture is integral to the efficient functioning of multi-hazard early warning
systems (MHEWS) and can be applied to critical monitoring tasks such as air quality
measurement and other real-time environmental monitoring systems. Each component of this
architecture plays a vital role in ensuring the seamless flow of data from collection to analysis.

The major components and their roles are discussed below.

e [oT Sensor Devices: These sensors collect real-time environmental data and transmit it
wirelessly.

o [oT Gateway: Acting as a bridge, the gateway aggregates sensor data, performs
preliminary processing, and ensures secure communication between the sensors and the
cloud.

e Database Storage: A temporary storage layer for buffering and pre-processing data
before it is sent to the cloud.

e [oT Cloud (Azure Data Lake): A scalable, secure cloud storage solution where the data
is stored long-term, enabling advanced analysis. The wireless sensor data is organized

and presented in JSON and XML formats for easy interpretation.

This architecture ensures efficient, reliable data flow from collection to storage, and analysis,

making it ideal for real-time monitoring in MHEWS.

loT Sensor Devices

10T Cloud
loT Gateway

-- C—
b - -
i - |B]| }----- -
sensor | —
! - C—

Azure Data Lake

| IoT Device Gateway

Databse Storage

Figure 3.11: Wireless Sensor Data Collection (Source: Author)
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3.3.3. Sampling Techniques

3.3.3.1. Questionnaire

To effectively collect qualitative data from key stakeholders, including students, local
community members, and mine workers, regarding mining activities that contribute to air
pollution, this study employed an online survey hosted on Google Forms. The use of Google
Forms offers several advantages, including structured data collection and streamlined,
automated analysis. This method allows participants to access and complete the questionnaire
conveniently from any location, ensuring broad participation and flexibility. The participants
recruited for this study were directed to the survey via a unique hyperlink provided in the

research materials (see Appendix D for the full questionnaire).

Google Forms Link:
https://docs.google.com/forms/d/1cxZ2m9 ZTQPje9vDTzRIbrUPhkAqICqCNhCsZxHIMC
Uledit

The selection of Google Forms as a data collection tool aligns with the research emphasis on
accessibility, ease of use, and data reliability. By leveraging the platforms capabilities,
responses can be automatically aggregated and analysed, reducing potential biases and human
error that can arise from manual data entry and processing. Furthermore, Google Forms ensures
that data privacy is maintained while also enabling researchers to collect and organize a wide
range of responses efficiently. This technological approach also allows for real-time tracking
of responses, providing timely insights that can be used in preliminary analyses if needed. The
questionnaire is divided into four segments, and each was designed to capture distinct yet

interrelated aspects of the study's focus. The segments are:

e Segment A - Demographic Information

e Segment B — Impact of Mining Activities

e Segment C — Air Pollution

e Segment D — Pollution Early Warning System

e Segment E — Request for additional information
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Development of a Semantic Middleware
for South Africa Multi-Hazard Early
Warning System.

Thank You for taking the time to complete this questionnaire. Your input is greatly
appreciated in understanding and addressing the concerns related to air pollution caused
by mining activities in your community.

* Indicates required question

Section A: Demographic Information

In this section we would like to ask few questions about you.

What is your Gender? *

SECTION B: Impact of Mining Activities

Please rate the following statements based on
your observations and experiences

Mining activities have provided economic benefits to our community.

O Strongly Agree
O Agree

O Neutral

(O Disagree

O Strongly Disagree

Minina antivitiae hava affantad watar analitv in Anlir cammunity

Figure 3.12: Research Questionnaire (Source: Author)

3.3.3.2. Interviews and Focus Groups

Depending on participant selection and availability, video calls, voice calls, or personal
interviews were conducted. Video calling solutions such as ZOOM, Microsoft Teams, and
WhatsApp video calls were used for conducting the interviews. This session was audio-

recorded to accurately obtain participants’ comments, and to achieve detailed analysis.

3.4. Study Area

Lejweleputswa is one of the five districts in South Africa's Free State Province, widely
recognized for its gold and diamond mining activities. The district comprises key towns such
as Welkom, Virginia, Odendaalsrus, Allanridge, and Theunissen, forming the Free State
Goldfields, where the majority of the province's gold and diamonds are mined. Agriculture and

mining are the district's primary industries, contributing 28.6% to its economy (DDM, 2020).
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As of 2019, Lejweleputswa District Municipality accounted for 22% of the Free State's total
population, with 634,462 inhabitants. The district's population growth rate was 1.5% annually,
with a projected average growth rate of 0.3% between 2019 and 2024, bringing the population
to an estimated 644,000 by 2024 (DDM, 2021).

The demographic profile reveals a slightly higher proportion of females (50.31%) compared to
males (49.69%), with a median age of 27 years, slightly above the provincial (26 years) and
national (25 years) averages. The young working-age group (25-44 years) constitutes the
largest share of the population at 28.07%, the older working-age group (45-64 years) makes up
21.20%, while those aged 65 and older comprise only 7.65% (DDM, 2020). In terms of racial
composition, the population in 2019 was predominantly African (89%), with smaller
proportions of White (8%) and Coloured (2%) individuals, reflecting the district's evolving
socio-economic landscape. According to the spatial planning for Lejweleputswa, the district
has 3 190 855 hectares of land area, constituting approximately 26.4% of the total provincial
land area of about 12 969 028 hectares (DDM, 2021).
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Figure 3.13: Lejweleputswa District Municipality-Map (Source: DDM, 2020).
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3.4.1. Sample Methods

To ensure a representative sample of participants for both the interviews and surveys, a
combination of purposive and random sampling methods was employed. Purposive sampling
was used initially to select key participants with specific knowledge and experience related to
the study’s focus on indigenous knowledge and its applications in the district’s primary
industries, particularly mining and agriculture. These participants were chosen based on their
expertise, involvement in local community practices, and their role in either the agricultural or
mining sectors. For the survey, stratified random sampling was used to ensure that the sample
accurately reflects the district’s demographic composition, including gender, age, and racial
diversity. Participants were selected from different towns within the district to capture a broad
range of perspectives. The strata were divided based on the main demographic categories:

gender, age group, and race (African, White, and Coloured).

The sample size was determined by considering the population size of Lejweleputswa and the
need for statistical reliability. A sufficient number of respondents were included in the survey
to ensure robust data representation and minimize potential errors. This approach aligns with
the study's objectives and the demographic diversity of the district. For interviews, a
manageable number of participants were selected to gather in-depth qualitative insights. This
sample size was carefully chosen to balance the richness of detailed perspectives with the

practical scope of the study.

3.4.2. Ethical Considerations

Participants were recruited through a combination of community outreach and local networks,
including collaboration with community leaders, industry representatives, and local
organizations. Recruitment was done through informed consent, where participants were fully
briefed on the study's purpose, methodology, and their rights as participants, including their
right to confidentiality and the voluntary nature of participation. Ethical considerations
included ensuring confidentiality of personal information and maintaining anonymity in the
reporting of survey results and interview findings. All participants were informed about the
study’s ethical guidelines, including their right to withdraw at any stage without consequence.
Ethical approval for the study was obtained from Central University of Technology, Free State,
from the ethical research committee and all data collection procedures adhered to established
research ethics protocols, including compliance with data protection laws and respect for

indigenous knowledge systems.
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3.5. Semantic MHEWS Framework

The Semantic MHEWS framework is introduced as a semantic framework for representing
data, demonstrating how a MHEWS can effectively monitor environmental pollution by
showecasing its ability to integrate various data sources, predict pollution events, and provide
timely alerts for proactive measures. This framework serves to illustrate the interconnected
nature of EWS, enhancing comprehension of their holistic functioning in monitoring and
predicting events. The primary aim of introducing the semantic middleware framework is to
facilitate the integration of sensor data and indigenous knowledge, both structured and
unstructured, thus enhancing semantic interoperability among EWS and their components. The
middleware layer offers APIs for communication and abstraction of intricate modules,
presenting data in a machine-readable format to foster integration and interoperability. As
illustrated in Figures 3.5, the framework comprises four layers, spanning from data collection

to the publication of annotated data via software programmes, and detailed in subsequent sub-

sections.
HETEROGENEOUS
DATA STORAGE DATA OUTPUTS
SEMANTIC MIDDLEWARE
DATA INPUT.
s LAYER

[ - Mobile Devices
1 |
Sensor Data SQL S 1 Docker !
Databases 1 / Image DO I
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" docker Azure Web-Portal
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Storage 1 |
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Figure 3.14: Semantic MHEWS Framework (Source: Author)

3.5.1. Heterogenous Data Storage

3.5.1.1 General Storage

General storage refers to unstructured or semi-structured data repositories typically used to
store files, images, logs, documents, or raw data in formats such as CSV, JSON, XML, or flat

files. This type of storage is not optimized for relational querying but is crucial for storing raw
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or pre-processed data that is later transformed into usable insights. Unstructured and semi-
structured data is ingested into Azure Data Lake (ADL), often without the need for extensive

transformations.

3.5.1.2 SQL Database

SQL (Structured Query Language) databases are relational data storage systems designed for
structured, transactional data. They enable efficient querying, indexing, and manipulation of
data through well-defined schemas. SQL databases are particularly useful in maintaining
normalized data structures, managing relationships between data entities, and executing
complex queries. Examples include Microsoft SQL Server, MySQL, and PostgreSQL. Data
from SQL databases undergoes an ETL (Extract, Transform, Load) process before being moved
to Azure Data Lake (ADL). During extraction, structured data is retrieved, transformed into a

suitable format and loaded into ADL for further analytics and storage.

3.5.1.3 Azure Data Lake

Azure Data Lake (ADL) is a cloud-based platform within Microsoft Azure, designed
specifically to facilitate the analysis of large-scale data. It seamlessly collects data from diverse
sources, accommodating various data types and formats. Offering boundless storage capacity,
it caters to both sensor data and local knowledge. Through a gateway, structured and
unstructured data are transmitted to ADL on the Microsoft Azure Cloud (MAC) for mining and
presentation purposes. ADL is engineered to store a multitude of data formats on the Microsoft
Azure Cloud platform, as depicted in the figures below. To streamline management and
enhance accessibility across different operating systems like Windows, macOS, and Linux, the
Microsoft Azure Storage Explorer application has been introduced for efficient interaction with

ADL storage, aiding in the consolidation of data.
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Figure 3.15: Overview of MHEWS Microsoft Azure Data Lake (Source: Author)
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Figure 3.16: Overview of Lejweleputswa Container on the Azure Data Lake (Source: Author)

3.5.2. Semantic MHEWS Middleware Layer

Semantic middleware is a software layer that facilitates the communication and integration
between different applications by integrating semantic technologies. The focus is on
understanding the meaning and semantics of data. This middleware leverages technologies

such as OWL and RDF to represent and encode the meaning of data in a machine-readable
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format, using domain ontologies to provide a common understanding of concepts and
relationships with a given domain such as environmental domain. The main function of
semantic middleware is to enhance data interoperability. This is achieved by defining
standardized formats, message types, and interpretation guidelines based on semantic
understanding encoded in ontologies. This approach allows applications to communicate the

meaning of the data and share understanding.

3.5.2.1. Docker

Docker's core revolves fundamental images, serving as the building blocks for containers.
These images can be tailored with applications, essentially forming a blueprint for container
construction. Using Docker files containing a set of instructions, commands in Docker
containers can be carried out manually or automatically. These containers can be initiated,
stopped, and terminated, and interconnected to construct multi-tiered applications. Interaction
between Docker daemon and containers occurs via the Command Line Interface (CLI) or REST

APIs. The steps below outline the process of application containerization with Docker.

1. Develop a container image using a Docker File.

Embed the application within the Docker Image.

2

3. Upload the Docker image to Docker hub.

4. Instantiate a Docker container based on the image.
5

Publish the container to Azure Container Registry using the Docker push command.

3.5.2.2. Azure Container Registry

Azure Container Registry (ACR) manages Docker registry service based on the open-source
Docker Registry 2.0, and it enabled us to create and maintain azure container registries to store
and manage Docker container images. Placing container registries close to your application
servers speeds up the deployment time and reduces downtime associated with application

releases. Docker images were pushed to ACR using Docker CLI and Docker push command.
Code snippet 1:
docker push [OPTIONS] NAME[:TAG]

3.5.2.3. Kubernetes (K’8s) Architecture

A Kubernetes cluster to function requires at least 2 vCPUs with 2GB memory (Dhas &
Jeyanthi, 2019). A cluster of real or virtual machines, along with other infrastructure resources,

is known as a Kubernetes cluster and is used to run containerized applications. It provides a
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scalable and resilient environment for deploying, managing, and scaling containerized
workloads efficiently. It works with a range of container tools including Docker, and has a large

rapidly growing ecosystem.

S

.,

Worker Node

Master Node Container ‘
| Runtime ‘

. . 4-—»2 Kube 0
m — i Proxy
Developer I
. @ | Kubelet Q
— ) -
| i WorkekNéde
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K
X
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UERS

Controller M |
JCirer Memaney i Container ‘
Kube oo i Runtime 0 -
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! Proxy 2
? Q [ {{IL
Kubelet

Figure 3.17: Kubernetes Cluster (Source: Author)

Key Components of a Kubernetes Cluster are shown below.
Master Node

e The master node is the control plane of the Kubernetes cluster.
e Components such as efcd, API server, schedular and controller manager run on the

master node.
API Server

e The API server functions as the interface to the Kubernetes control panel, providing
access to the core Kubernetes APIs for management tools like kubectl or the Kubernetes

dashboard.
Worker Nodes

e The operative units, or minions, situated within the cluster are tasked with executing

application workloads..

e Worker nodes run container runtimes like Docker to execute containers.
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Scheduler

e The scheduler identifies which worker nodes are capable of handling the workload and

executes it on those nodes.
e Schedular ensure that containers run on nodes that meet the application requirements.
Etcd

e FEtcd serves as a distributed repository for storing the configuration data of the cluster.
It functions as a reliable key-value store system integrated into Kubernetes, ensuring

high availability.
Controller Manager

e The controller manager facilitates the integration of Kubernetes with various cloud
providers. Kubernetes offers plugins tailored for cloud providers, allowing for seamless

integration and platform customization.

e In the controller manager various controllers such as the Replication Controller and the

Statefulset Controller, manage different types of workloads.
Kubelet

e The Kubelet is an agent that operates on each node. It retrieves the pod configuration

from the API server and ensures the specified containers are running and operational.
Container Runtime

e The Container Runtime is a component of the Kubernetes system that handles the task
of executing and managing containers within a Kubernetes cluster.

e A container runtime enables applications that are packaged into containers to operate
smoothly. It also ensures that these applications can communicate and interact
effectively with necessary resources, including virtual networks and storage systems.
In essence, the container runtime acts as a mediator, allowing the containerized

applications to access and use the various resources they need to function properly.

Overall, Kubernetes is a key solution in the evolving landscape of containerization and cloud
computing. Its architecture addresses the challenges of deploying, managing, and scaling

container workloads in a scalable and resilient manner. Its importance is justified by its ability
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to increase application reliability, deployment processes and to ensure portability in cloud

environments. In this study, Kubernetes was used as a platform to monitor docker containers.

3.6. Prototype

The primary goal of this prototype is to develop a MHEWS that integrates air pollution and
weather data, to provide accurate real-time alerts to users and community members. The reason
for creating this prototype is to reduce the effects of air pollution and bad weather. The system
collects real-time air pollution data from monitoring stations and combines this data to analyse
the relationship between air pollution and weather conditions. Data analysis algorithms are
used to identify patterns that lead to air pollution and weather conditions. When dangerous
conditions are detected, the system generates real-time alerts and alerts the community
members. The system has a user interface that allows users to log in and receive notifications
through communication methods such as Short Message Service (SMS), web portal, and
mobile app push notifications. In addition, the system also provides a risk assessment report
that assesses potential health environmental impacts from air pollution. This information helps
users to make some informed decisions, and take appropriate actions. The system is developed
using python Integrated Development Environment (IDE) to create an application that can be

accessible by multiple platforms.
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Welcome to Multi-Hazard Early Warning System

Semantic Middleware

Semantic Representation of Data

LOGIN
View Alerts

Figure 3.18: MHEWS Application (Home-Screen) (Source: Author)
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Multi-Hazard Early Warning System

Weather Data
Date Temperature
2023-06-22 25
2023-06-23 26
2023-06-24 27

Air Polution Data

Date

2023-06-22
2023-06-23
2023-06-24
2023-06-24

Gas Level
61.3
77.9
20.8
39.5

Humidity Wind Speed

70 10

68 12

72 15
Location

Carbon Monoxide
Carbon Dioxide
Hydrogen Sulfide
Methane Gas
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Air Polution Data

Date Gas Level Location
2023-06-22 61.3 Carbon Monoxide
2023-06-23 77.9 Carbon Dioxide
2023-06-24 20.8 Hydrogen Sulfide
2023-06-24 39.5 Methane Gas

Alerts

Air Polution Alert: Carbon Dioxide Level too high!.

Weather Alert: Heavy rain expected in your area.

Home

Figure 3.19: MHEWS Application Overview (Source: Author)

The system maintains a historical database of air pollution and weather data, allowing users to
analyse trends, patterns, and relationships over time. This capability facilitates research and

enables the identification of long-term impacts and mitigation strategies.

3.7. Summary

This chapter outlined the research methodology adopted for developing the Semantic MHEWS
in the Lejweleputswa district, combining both quantitative and qualitative approaches. A mixed
methods design was employed, integrating indigenous knowledge gathered through interviews
and questionnaires with quantitative data collected via a wireless sensor network. The diverse
data types were efficiently stored and managed in Azure Data Lake (ADL), which supports
seamless data integration. To enhance data processing and application deployment, semantic
middleware was utilized, with Docker and Kubernetes providing robust containerisation and

orchestration capabilities. The methodological framework not only facilitated the collection
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and management of complex datasets but also laid the foundation for the development of a
pollution warning system tailored to the unique needs of the region. Integrating advanced
technologies with local knowledge, this chapter demonstrates how the research design directly
addresses the problem statement and contributes to the overall goal of creating an effective and
sustainable MHEWS prototype. This methodological groundwork is pivotal for interpreting the

findings and drawing conclusions in subsequent chapter.
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CHAPTER FOUR

SYSTEM DESIGN, IMPLEMENTATION AND ANALYSIS

4.1 Introduction

This chapter introduces the design and implementation of semantic middleware using a modern
approach, application containerization. The use of application containerization in the form of
technologies such as Docker and Kubernetes brings new levels of efficiency, scalability and
portability to the design and implementation of semantic middleware. Containerisation
technologies such as Docker and Kubernetes offer standardised and efficient approaches for
packaging, deploying, and managing applications in distributed environments. The need to
bridge the gap between different heterogenous systems, and to ensure meaningful
communication between the systems is where the semantic representation mechanism plays an
important role. This mechanism is essential to a shared language and meaning, enabling
effective communication and collaboration. Using Docker for containerisation, we can
encapsulate these semantically enriched heterogeneous systems in isolated environments,
ensuring their seamless deployment and management. This ensures that sensor reading and user

notifications are effectively exchanged between different components in the system.

Containerising software applications using Docker and Kubernetes offers advantages for
MHEWS. As a container orchestration platform, Kubernetes enables autoscaling, load
balancing, and fault tolerance, and ensures high availability and reliability of MHEWS even if
the infrastructure fails. The combination of semantic middleware and containerization
technology gives MHEWS great benefits. This enables easy integration and interoperability of
various software components and increases system scalability and reliability. In the following
sub-sections, we detail architectural design and implementation considerations for MHEWS,
with a focus on using semantic middleware and containerisation technologies, we will explore

how the technologies can improve data interoperability and improve system performance.

4.2 System Analysis Design

The analysis of the system design begins with identifying the functional and non-functional
requirements of MHEWS. Following a critical evaluation of the previously adopted EWS
frameworks in the Lejweleputswa district, this section addresses their limitations as discussed

in Chapter One. Subsequently, a new design is proposed, focusing on resolving these issues
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while aligning with the functional and non-functional requirements identified. This section is
categorized into two broad areas: Functional Requirements (FR), and Non-Functional

Requirements (NFR).

4.2.1. Functional Requirements (FR)

FR1: Detection and Monitoring

The system should be able to detect and monitor air pollution and weather data. It should utilise

sensors, data collection mechanisms, and algorithms to identify potential threats accurately.
FR2: Early Warnings

The system is responsible for generating and disseminating accurate early warnings. These
alerts should provide detailed information on air pollution levels, and recommended actions,

enabling communities to respond appropriately to potential threats.
FR3: Data Acquisition and Processing

The system must collect and process both structured and unstructured data from the specified
study area in real-time. It should process and analyse data in real-time to send out reliable

information.
FR4: Authentication

The system must implement a secure authentication mechanism to allow authorized users
access to critical data, including real-time pollution levels and affected areas within the defined

study area.
FRS5: Alert Dissemination

The system must include a publishing system for making pollution warnings known to people
through different platforms such as mobile applications and web portal. This means that such

system should send out alerts whenever the level of pollution is too high for communities.
FR6: Documentation and Support

Adequate documentation and support resources should be provided to system administrators

and end-users to ensure smooth operation and troubleshooting of the system.

4.2.2. Non-Functional Requirements (NFR)

NFR1: Reliability and Availability
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The system must guarantee high reliability and availability. Given its critical role in early

warning, it must be accessible online at all times, with minimal downtime.
NFR2: Usability and User Experience

The system should prioritise user-friendliness, ensuring that users can easily navigate and
operate the platform. Information should be clearly presented to minimize confusion and

facilitate quick decision-making.
NFR3: Interoperability

The system should be able to integrate with existing early warning systems, and receive data

to enable smooth data exchange.

4.2.3. Hardware and Software Components

The hardware and software components required for the development and deployment of
MHEWS are outlined in Table 4.1. These include various software tools and hardware

infrastructure needed for system functionality and integration.

Software Requirements Hardware Requirements
MHEWS Application Code Computer

Docker Desktop v4.20.0 Network (WIFI)

Azure Kubernetes Services Wireless Sensor Network

Operating System (Windows10-11)

Python anywhere

Visual Studio Code 2017

Azure Data Lake server

Azure Container Registry

Apache Jena

Table 4.1: Hardware and Software Requirements (Source: Author)
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4.2.4. System Use Case Modelling

Use case modelling is used to describe the interactions between different actors, and the system

being developed. It helps to identify the functionalities and behaviour of the system. The

following subsections elaborate on the key use cases that define the MHEWS architecture.

4.2.4.1. MHEWS Use Case

Project: [MHEWS Designs
Folder:
Diagram name: [UseCaseDiagram1
I ——
Change date: 2023/06/30 23:36:12
Version: ——
Description: [
O o
User
/ 1
. \
«inglude»
sensor Y
Data
| \\
1 «intlude»
Admin «ex:[end» AN

Sensors
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i
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Figure 4.20: MHEWS Use Case (Source: Author)

e Authentication

Register: Users provide credentials to authenticate and access the MHEWS system.

Logout: The user logs out of the system, and ends the session.

e Sensor Data:

ITIKI & AEMS: Sends critical data

to the MHEWS system.
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: Wireless sensors send data to the MHEWS system, including
information such as location of the polluted area and measurements.

Receive Sensor Data: The system receives and processes sensor data for analysis, and

measurements.
Indigenous Knowledge

Indigenous Knowledge helps to obtain how local people observe, monitor, and prevent
environmental pollution around them using techniques such as cultural beliefs and

traditional warning signs.
Sensor Monitoring

Sensor Status: Administrator monitors sensor status to ensure that sensors are
functioning properly.
Sensor Alerts: The monitoring system alerts the administrator if a sensor malfunction

or no longer provides data.
Alerts

Send Notifications: The MHEWS system generates and sends alerts to users based on
the readings of air pollution, weather data and sensor data.

Receive Notifications: Users receive notifications through various communication
channels such as web portals, SMS, mobile applications and stay informed about

potential threats.

4.2.5 Data Modelling

In designing the data architecture for MHEWS, it is essential to model the data in a way that

reflects real-world relationships and interactions between different components. The following

sections detail two primary data modelling approaches used. These approaches are: Entity

Relationship Diagram (ERD), and Class Diagrams (UML). These diagrams visualise the

relationships between entities in the system, and provide a framework for the system's data

structure.

4.2.5.1. MHEWS Entity Relationship Diagram

The ERD offers a conceptual blueprint of the database, and the relationships between different

actors such as sensors, administrators, and users within the system. It demonstrates how data
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flows between entities, and serves as a foundation for understanding the system's database

structure.
Actors and Relationships:

e Sensor Data: Sensors collect environmental data, such as air quality measurements, and

transmit this data to the MHEWS system for analysis.

e Users: Users receive notifications and access system data through authenticated

interfaces.

e Indigenous Knowledge: Information gathered from local communities about traditional
environmental monitoring practices is also stored in the system for correlation with

sensor data.

o Alerts: The system sends notifications to users based on sensor data and indigenous
knowledge analysis, maintaining a continuous feedback loop between the data and the

system's users.

=™ Register
=% SensorData
email_address TEXT id INTEGER
user_name TEXT

: > sensor_name TEXT
firstname TEXT =

sensor_value TEXT

sensor_alert TEXT p

lastname TEXT
contacts INTEGER
password TEXT
5 : o = == Alerts
confirm_password TEXT
> g Id INTEGER
alert_type TEXT
description TEXT

®® Login =% indigenous_knowledge

username TEXT
type 1124)
description TEXT

username TEXT *

password TEXT

Figure 4.21: MHEWS Entity Relationship Diagram (Source: Author)
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4.2.5.2. Class Diagram

The class diagram outlines the structure of MHEWS by modelling the system's classes,
attributes, and methods. It offers a static view of the system, focusing on its object-oriented
structure. The diagram is essential for defining the system’s internal architecture and

understanding how different components interact at the code level.

Core Classes:
o Sensor: Represents physical devices that capture environmental data.
o User: Manages user profiles, including authentication, notifications, and data access.
e Alert: Manages the dissemination of warnings and alerts based on real-time data.

o Indigenous Knowledge: Stores and processes traditional knowledge for integration with

modern data sources.

Project: [MHEWS Designs ]

Folder: [FodelT ] Registration Login
Diagram name: [ClassDiagram1 | + Register T Login ()
Author(s): [ ]

Change date: |2023/06/30 23:35:38 |

Version: [ |

Description: [ ]

Sensors Data Indigenous

Knowledge

+ AddData ()

+ UpdateData () + AddData ()
+ ViewData () + EditData ()
+ DeleteData () + ReadData ()

+ DeleteData ()

_

Sensosr
Monitoring

+ CreateAlerts ()

Alerts

+ SendAlerts ()

Figure 4.22: MHEWS Class Diagram (Source: Author)
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4.2.6. System Integration/ Unified Modelling Language (UML)

The aim is to identify various software components and system that needs to be integrated into
MHEWS. This includes definitions of protocol and data formats required for seamless
integration. Integration testing and validation should be performed to ensure the smooth

operation of the integrated system.

4.2.6.1. Sequence Diagram

The sequence diagram models the flow of data and operations within MHEWS. It tracks the
interactions between system actors (e.g., users, and administrators); and components (e.g.,
sensors, and databases) in real-time, ensuring that all processes are synchronised and properly

executed. Figures 4-4 and 4-5 offer detailed visual representations of the sequence diagram.
1. Login

1.1)  Authentication
1.1.1. Request alerts
1.1.2. Send/ Receive alerts
1.2)  User enters login details.
The system responds with an authentication message.
1.3) If the user does enter invalid login details, an error message is displayed check

username and password.

2. Registration
2.1) If the user does not exist, redirect to a registration page, and enter registration details.

2.1.1) Check if the user is a normal user or an indigenous knowledge user.
2.2) Create an account, check if valid details are entered and respond with a success message
3. Sensor data
3.1) Sensors send data to the database.
3.2) Sensors update data.

3.3) Sensor monitors reads data from sensors.
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Figure 4.23: MHEWS Sequence Diagram (Source: Author)
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Figure 4.24: MHEWS Sequence Diagram Overview (Source: Author)

4.3 System Implementation

This section elaborates the transition from system design to implementation. The
implementation phase focuses on developing a functional MHEWS system based on the design
specifications. This includes containerizing the system using Docker, orchestrating it with

Kubernetes, and incorporating semantic middleware for enhanced system interoperability.

4.3.1 Semantic Middleware

Semantic middleware is crucial for enabling seamless communication and data exchange
between MHEWS components, especially in heterogeneous environments. By leveraging

semantic technologies, the system ensures that data from disparate sources can be effectively
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integrated, interpreted, and acted upon. The following steps outline the process of integrating

semantic middleware using Docker, and Kubernetes.

4.3.1 Creating a Docker File and Docker Image
1. Creating the MHEWS Application

The application is developed using Python and hosted on a service such as
PythonAnywhere. The initial application is tested using Flask to ensure it runs locally
before containerization. Figures 4-6 and 4-7 illustrate the application navigation and

testing.

<D ¥ '
l/,g/o /home/MHEWS/pr_01/app_01/views.py

1 from django.shortcuts import render
2 from django.template import loader
3 from django.http import HttpResponse

4

5 # Create your views here.

6~ def index(request):

7 template = loader.get template('index.html")
8 return HttpResponse(template.render())

9

10 -~ def log in(request):

11 return render(request, 'login.html’, {})
12

13 - def alert(request):

14 return render(request, ‘'alerts.html', {})
15

16 ~ def login post(request):

17 return render(request, 'index.html’, {}ﬂ

Figure 4.25: MHEWS Navigation Overview (Source: Author)

2. Test the App by running command: python -m flask run.
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[c+] C:\Windows\System32\cmd.exe - python -m flask run [} X

(from Flask) (8.1.3)
equirement already satisfied: blinker>=1.6.2 in c:\users\xltvne\appdata\local\programs\python\python311\lib\site-packag

s (from Flask) (1.6.2)
Requirement alrea satisfied: colorama in c:\users\xltvne\appdata\local\programs\python\python311\lib\site-packages (fr
om click>=8.1.3->Flask) (0.4.6)

equirement already satisfied arkupSafe»=2
ces (from Jinja2>=3.1.2->Flask) (2.1.3)

.0 in c:\users\xltvne\appdata\local\programs\python\python311\1lib\site-packa

] A new release of pip available:
] To update, run:

:\Users\XLTVNE\Documents\2023 Academics\Mr Madani MHEWS\lejweleputswapython-docker>python -m pip freeze > requirements.

xt
:\Users\XLTVNE\Documents\2023 Academics\Mr Madani MHEWS\lejweleputswapython-docker>touch app.py
‘touch’ is not recognized as an internal or external command,
pperable program or batch file.

:\Users\XLTVNE\Documents\2023 Academics\Mr Madani MHEWS\lejweleputswapython-docker>python -m flask
* Debug mode: off

* Running on http://127.0.6.1:5000

to q
- - [@5/Jun/2023 22:39:12] "GET / HTTP/1.1" 208 -

127.0.0.1

Figure 4.26: MHEWS Application Testing (Source: Author)

3. Application Results

A MHEWS python application: http://mhews.pythonanywhere.com/

Welcome to Multi-Hazard Early Warning System

Semantic Representation of Data

LOGIN

View Alerts

Figure 4.27: MHEWS-Welcoming Page (Source: Author)
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4. Create a Docker File
A Docker file is a file used to define the steps required to build a Docker image. This
simplifies the process of building and running distributed applications inside
containers. Defining one’s application environment, and dependencies in a Docker file

provides scalability, control, security, and infrastructure deployment.
01 > pr 01 > Do
python:3.8-slim-buster

PYTHONDONTWRITEBYCODE 1
PYTHONUNBUFFERED 1

/app

. /app

requirements.txt /app/requirements.txt

pip install -r requirements.txt
pip install --no-cache-dir -r requirements.txt

Figure 4.28: Docker File Overview (Source: Author)

5. Build a Docker Image\
Docker images are a crucial component of modern software development, and
deployment process. Docker images are built from Docker files, which define the
instructions for building the Docker images. Docker images are highly portable,
creating a Docker image makes it easy to distribute, and run the image in any computer
with Docker installed, regardless of the underlying operating system. Figures 4.10, and

4.11 depict the building process and image deployment.
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PS C:\Users\XLTVNE\Documents\2023 Academics\Mr Madani MHEWS\MHEWSpython-docker> docker build ymadanimhews/lejweleputswa:@.0.1.RELEASE .
[+] Building 44.95 (5/10)

=> [1/5] FROM docker.io/library/python:3.8-slim-buster@sha256:eb48de17c5e117d9fbcbed91badbc61339734e01578d8d350b381e2033a67199

9b4787315b60d97d860ac6de86b7835b2241a601e93c2dadaf6cas54be8704 4.19MB / 27.14MB
> sha256:a8a848364b534984e122a8b {364 2cf36055a35950¢378b336878b75¢8612a 2.78MB / 2.78MB
a9f63e352d8a4d230e899c4c7c5cdadcc80984133e5a58c94802854aaa2a0c 6B / 10.88MB

In4,Col 1 4 UTF-8 CRLF Dockerfile

PS C:\Users\XLTVNE\Documents\2023 Academics\Mr Madani MHEWS\MHEWSpython-docker> I

Figure 4.29: Build-Docker Image (Source: Author)

6. View the Image deployed to Docker.

Docker Desktop  Update to latest Q, Search for local and remote images, containers, and more...

@ Containers Images
Images
& Local Hub Artifactory EARLY AccEss
Volumes
) Dev Environments BETA

Refresh to see disk usage 1images Last refresh: 4 hoursago

Learning Center

Delete  Space to be reclaimed 160.71 MB

Extensions *
Created Size Actions
@ Add Extensions
0.0.1.RELEASE Unused 25secondsag  160.71MB )

28828af9230a

@  View packages and CVES
$ Pul
4+ PushtoHub

Selected 1 of 1

v4.20.0

Figure 4.30: Docker Image Overview (Source: Author)
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7. Create a container and run the container.

To deploy the application, Docker container is needed, Docker container is a running
instance of a Docker image and can run on any system that has Docker installed. It makes
the deployment process across multiple platforms easy and ensures consistency across
different platforms or environments. Figures 4.12, 4.13, and 4.14 illustrate container

creation and management.

Run a new container

Optional settings
Container name
Lejweleputswa

Ports

No ports exposed in this image

Volumes

Host path Container path

Environment variables

Variable

Cancel

Figure 4.31 : Run-Docker Container (Source: Author)
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Docker Desktop ~ Upgrade plan Q_ Search for local and remote images, containers, and more...

@ Containers Containers

& 'mages

& Volumes Q, Search or v running containers

&) Dev Environments (BErA
- Status Port(s) Last started Actions

€ Leamning Center

Exited 10 hours ago
10724227123

. e
Extensions

ited (1 1h
821446162000 Exited (127) our ago

@ Add Extensions

8 minutes ago
9fb5ce834708

Showing 3 items

Figure 4.32: Docker Containers (Source: Author)

Docker Desktop  Update to latest Q Search for local and remote images, containers, and more... &

MHEWS
@ Containers S
Running (3 minutes ago)

23868519eb95 [

Logs Inspect Terminal Files BE
Volumes

2023-06-23 18:07:37
$ Dev Environments [BETA 2023-06-23 18:07:37
Learning Center
ou apply the migrat pp(s): admin, aut
" L]
Extensions

® Add Extensions s 3
2023-06-23 18:07:45

2023-06-23 18:07:45

cted to Hub

Figure 4.33: MHEWS-Docker Container Overview (Source: Author)

8. Push the Docker Image to Azure Container using the ‘docker push’ command.
Once all the steps above are successfully implemented, push the Docker image that is
inside the Docker container to the Azure Container Registry. Azure Container Registry
provides secure and scalable image management, facilitates deployment, and offers

seamless integration with Azure Services.
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4.3.1.2 Azure Container Registry

To successfully push a Docker image to the Azure Container Registry (ACR), it is imperative

to follow a precise and structured set of steps to ensure the seamless integration and deployment

of containerized applications. This process requires careful attention to detail to guarantee the

security, scalability, and efficiency of the deployment pipeline. The following steps outline the

critical procedures involved. Figures 4.15, 4.16, 4.17, and 4.18 illustrate ACR creation.

Create Azure container Registry on Microsoft Azure cloud shell.

= i i >] &l ymadani@cutacza @
= Microsoft Azure P Search resources, services, and docs (G+/) B Q& ® & camadani@autacza

Home > Create a resource >

@ Create container registry X

Basics Networking  Encryption  Tags ~ Review + create

Azure Container Registry allows you to build, store, and manage container images and artifacts in a private registry for all
types of container deployments. Use Azure container registries with your existing container development and deployment
pipelines. Use Azure Container Registry Tasks to build container images in Azure on-demand, or automate builds triggered by
source code updates, updates to a container's base image, or timers. Learn more

Project detals

Subscription * [ subscription 1 o~

Resource group * [ (New) myMHEWSgroup v

Create new

Instance details

Registry name * [ 0627253625 ]

azurecrio
Location * [ south Afica North V]
Availability zones © ] Enabled

@ Availability zones are enabled on premium registries and in regions that
support availability zones. Learn more

e Next Networking >

Figure 4.34: Creating MHEWS ACR in Azure (Source: Author)

= Microsoft Azure 9 Search resources, sevices, and docs (G+/) &t ®s 0o & e
Home >

s Microsoft.Template-20230607005258 | Overview X
#% Deployment

0 Search « 1] Delete "" Redeploy  Download () Refresh

&% Overview )
@ Your deployment is complete
I Inputs Q
. © Deployment name : Microsoft.Template-20230607005258 Start time 6/7/2023, 12:53:01 AM
= Outputs Subscription Subscription 1 Correlation ID : c0a67800-f5e3-4a53-bbad-181a9d814797 Cost management
B Template Resource group  : myMHEWSgroup

Get notified to stay within your budget
and prevent unexpected charges on your
> Deployment details bl

Setup cost alerts >
v Nextsteps

0

Microsoft Defender for Cloud
Secure your apps and infrastructure

Give feedback Go to Microsoft Defender for Cloud >

A7 Tell us about your experience with deployment

Free Microsoft tutorials

Start learning today >

Figure 4.35: MHEWS ACR deployment in the Azure (Source Author)
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= oo T 8O0 O R e

Home > Microsoft.Template-20230607005258 | Overview >

MHEWS2023 » % - X

Container registry

[0 search « = Move v [i] Delete £ Update
@& Overview “ A Essentials JSON View
@ Activity log Resource group (move) : myMHEWSgroup Login server mhews2023.azurecr.io
Ba. Access control (1AM) Location : South Africa North Creation date 6/7/2023, 12:53 AM GMT+2
Subscription (move)  : Subscription 1 Sku Standard
Pl P p
Tags
D : a96c12d2-¢148-433a-802d-95b7219561b9 Provisioning state : Succeeded
& Quick start

Soft Delete (Preview) : Disabled
Events

Settings

Usage é ACR Tasks
Access keys Ll

Build, Run, Push and Patch containers in

0 : " Included in SKU Used Additional storage Azure with ACR Tasks. Tasks supports

il 1006 0.006: 0.00¢s Windows, Linux and ARM with QEMU.

Identity
Leam more
g Networking
© Microsoft Defender for Cloud
8 Locks Container security integrations
Services i
Microsoft Defender for Cloud

@ Repositories

Vulnerability management, runtime
& Webhooks protection, and hardening recommendations
for your containers and container
—® Renlications

Figure 4.36: MHEWS ACR in the Azure overview (Source: Author)

Resource JSON X

MHEWS2023

Resource ID API Versions

‘ /subscriptions/a96c12d2-e148-433a-8d2d-95b729561b9/resourceGroups/myMHEWSgroup/providers/Micros... [ H 2019-05-01 v

1

2

3 "Standard”,

4 “tier": "Standard" —
5 3

6 “type": "Microsoft.ContainerRegistry/registries”,

7 "id": "/subscriptions/a96c12d2-e148-4333-8d2d-95b72f9561b9/resourceGroups/myMHENSgroup/provid
8 | "name”: "MHEWS2023",

9 "location": "southafricanorth”,

10 “tags": {},

11 “properties”: {

12 "loginServer": "mhews2023.azurecr.io",

13 “creationDate": "2823-06-86T22:53:06.6853619Z",

14 "provisioningState": "Succeeded",

15 "adminUserEnabled"”: false,

16 "policies": {

17 "quarantinePolicy": {

18 "status": "disabled”

19

20 "

21 : "Notary",

22 "status": "disabled”

23 s

24 "retentionPolicy”: {

25 "days": 7, ’
26 "lastUpdatedTime": "2023-86-86722:53:21.4581618+00:080",
27 "status": "disabled”

28 }

29 }

30 }

31 )

Figure 4.37: Code Snippet — A JSON REST API for accessing the MHEWS ACR in the

Azure (Source: Author)

2. Login to the Azure Container Registry.
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To initiate the process of pulling images, and pushing images into the Azure Container
Registry; it is imperative to authenticate using an individual Azure Identity. This step is
essential for establishing a secure connection between your local environment and Azure.
Use the Azure CLI command ‘az acr login --name <registry-name>’ to authenticate.
Authentication ensures that the user has the necessary permissions to push Docker images

to the specified ACR instance. Figures 4.19, 4.20, and 4.21 illustrate authentication process.

2. Administrator: Windows PowerShell

No applicable upgrade found.

PS C:\Windows\system32> az login
\ web browser has been opened at https://login.microsoftonline.com/organizations/oauth2/v2.8/authorize. Please continue the logi
in the web browser. If no web browser is available or if the web browser fails to open, use device code flow with “az login --
se-device-code” .
{
oudName" : -
* -91b7-4bcf-ba2c-0db8d817196d",
¢ "a96c12d2-el48-433a-8d2d-95b72¥9561b9",
"isDefault": true,
"managedByTenants": [],
"name": "Subscription 1",
"state": "Enabled"”,
"tenantId": "b940c149-91b7-4bcf-ba2c-0db8d817196d",

"ymadani@cut.ac.za",

PS Ci\Windows\system . ] mhews2823
Login Succeeded
PS C:\Windows\system32

Figure 4.39: ACR mhews2023 Login Successfully (Source: Author)

PS C:\Windows\system32> az acr show mhews2823 loginServer
Result

23.azurecr.io

Figure 4.40: ACR mhews2023 Login Server (Source: Author)

3. Tag a Container.

Tagging a container is a critical step in the containerisation workflow, as it allows the
Docker image to be uniquely identified and prepared for deployment to a specific container
registry. This process involves associating the image with a specific tag that includes the
address of the registry such as Azure Container Registry (ACR) to which the image will

be pushed. Tags play a pivotal role in routing the container image to its intended destination
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in the cloud or other deployment environments, ensuring seamless integration into the

target infrastructure. The following steps are followed to tag a container.
Step 1: Listing Available Container Images

To begin the tagging process, the first step is to identify the available Docker images on the
system. This is accomplished by running the ‘docker images’ command. The output of this
command provides a comprehensive list of all Docker images currently present, along with
their associated image IDs, repository names, and tags. This information is necessary to

ensure that the correct image is selected for tagging.

PS C:\Windows\system32> docker images
REPOSITORY TAG IMAGE ID CREATED
ews/middlewaremhews 0.0.1.RELEASE 28828af9238a S5 days ago
/ vpnkit-controller dc331ch2285@beBcdd97c84a0cfecarddalafbbe  556@98875b3d 6 weeks ago

kube-pro:«.y V1.2558 28d55f91d3d8 2 months ago
/ 4373874c@gef 12 months ago fllkE
tnr‘age provisioner v2. 9983471478 2 years ago 41,9M8

Figure 4.41: Viewing container Docker Images (Source: Author)
Step 2: Tagging the Docker Image with the Registry Address

Once the desired image is identified, the next step involves tagging the image with the login
server address of the target registry. The tag serves as a unique identifier, specifying the

destination for pushing the image.

§ Wit doker S o vene ., L ELEGE a0, e o ot s

0L ELEK

Figure 4.42: Tagging Docker Images with the Login Server (Source: Author)
Step 3: Verifying the Tagging Process

After the image has been tagged, it is essential to verify that the tag has been correctly applied.
This is done by running the docker images command once again, which will list all available
images and their associated tags. The newly tagged image should now appear with the registry
login server and repository information. This step ensures that the image is properly labelled

and ready for the next phase of the deployment process.
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> Administrator: Windows PowerShell

PS C:\Windows\system32> docker images
REPOSITORY TAG CREATED
Fd3

azurecr.io/ymadanimhews/middlewaremhews @.8.1.RELEASE 30 5 days ago

ymadanimhews/middlewaremhews @.0.1.RELEASE 28828af9238a 5 days ago
1MB
docker/desktop-vpnkit-controller dc331ch22850beBcdd97c84a9¢cfecafddalatbbe 556098075b3d weeks ago

ry.k8s.io/kube-proxy v1.25.9 28d55791d3d8 2 months ago

registry.k8s.io/pause 3.8 4873874cB8ef 12 months ago
1kB

docker/desktop-storage-provisioner v2.0 9989471470 2 years ago
.9MB

PS C:\Windows\system32> _

Figure 4.43: Successfully Tagged Docker Image with the Login Server, verifying that the

image is now ready for pushing to Azure Container Registry (Source: Author)

4. Docker Image into Azure Container Registry

To deploy a Docker image to the ACR, the ‘docker push’ command is employed. This
command initiates the transfer of the locally built Docker image to the specified registry
instance in Azure. The image is pushed to a repository within the ACR, allowing for
centralized storage and version control of the container image. Figure 4.25 demonstrates
the process of pushing the Docker image to the ACR, showcasing the command execution

and the successful transfer of the image to the registry.

stem32> docker push mhews2823 recr.io/ymadanimh ‘middlewaremhews:8.8.1.RELEASE
s to repository [mhews2@23.azurecr.io/ymadanimhews/middlewaremhews]

lef45eBf1c82:
226229826048
2744 3ed72ec

3854512b6171: Pushed

ae2d557 . Pushed
e2ef8a51359d: Pushed
@.8.1.RELEASE: digest: sha256:78142214de7acbdd99abbibbb71ded3edd62c77ab7 2698043bed5045eeebbeT3

Figure 4.44: Push Docker Image to the ACR (Source: Author)

5. Return a list of images that have been pushed to your ACR instance

Once the image is successfully uploaded, it is crucial to verify the contents of the ACR
repository to ensure that the images have been properly transferred. This is accomplished
by using the az acr repository list command, which returns a list of all the container images
stored in the registry instance. This command helps ensure proper image management and
provides visibility into all stored images, allowing administrators to monitor and track the

repository contents effectively. Figure 4.26 displays the output of the az acr repository list
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command, listing all Docker images currently available in the ACR instance, providing

validation of the image deployment process.

PS C:\Windows\system32> az acr repository list mhews2823

ymadanimhews/middlewaremhew

Figure 4.45: List of Docker images pushed to the ACR (Source: Author)

4.3.1.3. Kubernetes Services

Kubernetes is employed to orchestrate the deployment of the containerised MHEWS
application. It enables the system to achieve high availability, load balancing, and automatic
scaling. Figures 4.27 through 4.30 detail the process of creating and managing the Kubernetes

cluster.

1. Create a Kubernetes Cluster
To enable an Azure Kubernetes Service (AKS) cluster to interact with other Azure
resources, Azure automatically generates a cluster identity. This identity serves as a
unique identifier for the AKS cluster, allowing it to securely access and manage

other services and resources within your Azure subscription.

Create Kubernetes cluster

Basics  Nods

Figure 4.46: Creating a Kubernetes Cluster in Azure Cloud (Source: Author)
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i : . B 5 = ymadani@cutacza @
Microsoft Azure P Search resources, services, and docs (G+/) @ & 0O & » oo &
Home >
& microsoft.aks-20230607150808 | Overview - X
O% Depioyment
« 0 oeete © Concel (1) Redeploy L Dowrload () Refresh
o% Overview . a
@ Your deployment is complete
1 inputs
= o o= Deployment name: microsoft.aks-20230607150808 Start time: 6/7/2023, 3:15:46 PM
%= Outputs ™ Subscription: Subscription 1 Corelation ID: 3d743d6b-6f54-4d90-ba9f-71bacsfoarzs [ G
o Resource group: myMHEWSgroup
:
&) Template Cost Management
~/ Deployment details Get notified to stay within your budget and
prevent unexpected charges on your bill
~ Nextsteps Setup cost alerts >
Create a quick start application Recommended
Create a Kubernetes deployment Recommended @
Integrate automatic deployments within your cluster Recommended Container Insights
Connect to cluster Recommended Comprehensive health and performance data
in addition to the default cluster metrics
Give feedback Free Microsoft tutorials

Introduction to Docker containers.
A Tell us about your experience with deployment
Build and store container images with Azure

Container Registry

Figure 4.47: Kubernetes Cluster Overview in Azure Cloud (Source: Author)

Resource JSON X

AKS_MHEWS_CLUSTER

Resource ID API Versions

‘ /subscriptions/a96c12d2-e148-433a-8d2d-95b72f9561b9/resourceGroups/myMHEWSgroup/providers/Micros... |D H 2023-04-01 v

1 { -
2 "id": "/subscriptions/a96c12d2-e148-433a-8d2d-95b72f9561b9/resourcegroups/myMHEWSgroup/provid
3 "location": "southafricanorth",
4 "name": "AKS_MHEWS_CLUSTER",
5 "type": "Microsoft.ContainerService/Managedclusters"J
6 "properties": {
7 "provisioningState": "Succeeded",
8 "powerState”: {
9 "code": "Running"
10 b
11 "kubernetesversion": "1.25.6",
12 "currentKubernetesversion": "1.25.6",
13 "dnsPrefix": "AKSMHEWSCLUSTER-dns",
14 "fqdn": "aksmhewscluster-dns-2cvk7ege.hcp.southafricanorth.azmk8s.io",
15 "azurePortalFQDN": "aksmhewscluster-dns-2cvk7ege.portal.hcp.southafricanorth.azmk8s.io",
16 "agentPoolProfiles": [
17 {
18 "name": "agentpool",
19 "count": 1,
20 "vmSize": "Standard_DS2_v2",
21 "osDiskSizeGB": 128,
22 "osDiskType": "Managed",
23 "kubeletDiskType": "0S",
24 "maxPods": 110,
25 "type": "VirtualMachineScaleSets",
e "auaiTahili+uZanac™ T

Figure 4.48: Code Snippet — A JSON REST API for accessing Kubernetes Cluster in Azure
Cloud (Source: Author)

78

© Central University of Technology, Free State



O

Central University of
Technology, Free State

2. To establish a connection with the AKS Cluster, execute the command ‘kubectl get
nodes’, this will verify the connection by returning a detailed list of the nodes within

the cluster.

em32» ar aks get-credentials myMHEWSgroup AKS_MHEWS_CLUSTER

Herged i LUSTER" as current context in C:\Users\XLTVNE\.kube\config
PS C:\Windows\system32» kubectl get nodes

NAME STATUS ROLES AGE  VERSION
1-ymss000000 Ready agent 21d v1.25.6

Figure 4.49: Nodes in Kubernetes Cluster in Azure Cloud (Source: Author)

4.3.1.4 Azure Kubernetes Cluster

Deploying an application to an Azure Kubernetes Cluster (AKS) involves several critical steps
to ensure seamless integration, scaling, and deployment. This section outlines the process of
updating the Kubernetes manifest file with the necessary configurations, including the Azure

Container Registry (ACR) login server, to enable the deployment of containerised applications.

The Kubernetes manifest file plays a central role in defining the application's desired state
within the cluster. This includes defining the deployment strategy, specifying the number of
replicas, and detailing the container image to be used. Properly configuring these files is
essential for ensuring a smooth and scalable deployment. Figure 4.31 to Figure 4.34 outline the

deployment steps.

1. The Manifest File is named the deployment file (see Appendix A).

The first step in deploying the application to AKS is updating the Kubernetes manifest file.
The manifest file, commonly named (deployment.yml) must include the ACR login server
in the image definition. The az acr list command is used to retrieve the appropriate login
server details for your Azure Container Registry, ensuring that the cluster can pull the
container image from the registry. Once the manifest file has been updated, the deployment
process can be initiated by executing the ‘kubectl apply -f deployment.yml’ command,
which ensures that the application is deployed with the configurations specified in the
manifest. Figure 4.31 provides an illustration of the deployment process using the kubectl

apply command.
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P C:\Windows\system32> kubectl apply C:\deployment.yml

deployment.apps/mhews-deployment created
PS C:\Windows\system32> _

Figure 4.50: Deploying deployment.yml using Kubectl (Source: Author)
2. Create the Service File (see Appendix B).

After deploying the application, a Kubernetes service file must be created. The service file
commonly named (mhews-service.yml) defines how the application will be exposed to the
internet or other services within the cluster. A Kubernetes service provides an abstraction
over the network, allowing communication between different applications or users and the
cluster. Once the service file is properly configured, it is applied to the cluster using the
‘kubectl apply -f mhews-service.yml’ command, allowing external users to access the
application. Figure 4.32 illustrates the use of the Kubernetes service file to expose the front

end of the MHEWS application.

C:iWindows\systemB?) kubéctl apply -f C:\mhews-service.yml

rvice/mhews-service created

Figure 4.51: Using service file, mhews-service.yml to expose the application front end
(Source: Author)

3. Create the Ingress File (see Appendix C).

To provide fine-grained control over HTTP and HTTPS routing within the cluster, an
ingress file commonly named (mhwes-ingress.yml) is created. The ingress file specifies the
routing rules that govern how external traffic reaches the internal services of the
application. It provides a means for managing multiple services within the cluster through

a single external IP address, which can simplify load balancing and traffic routing.

The ingress file allows for the definition of specific routes, ensuring that traffic directed to
the application’s web interface is properly managed. The ingress controller is responsible
for enforcing these routing rules, making it a crucial part of the deployment strategy. Once
the ingress file is defined, it can be applied using the ‘kubectl apply -f mhwes-ingress.yml’
command, which ensures that the ingress controller applies the routing policies specified
in the file. Figure 4.33 depicts the use of kubectl to apply the ingress file and implement
the routing rules for the MHEWS application.
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PS5 Ci\Windows\system32> kubectl apply Ci\mhews-1ngress.yaml
ingress.networking.k8s.io/mhews-ingress created

PS Ci\Windows\system32> _

Figure 4.52: Using Kubectl to apply mhwes-ingress.yml to the Cluster (Source : Author)

4. Test the application deployment.
The final step in the deployment process involves testing the application to ensure that it
has been successfully deployed and is functioning as intended. This is done using the
kubectl get services command, which lists all the services running in the cluster and

provides details such as the Cluster-IP address, external IP addresses, and ports.

This step verifies that the application is accessible and that all network configurations,
including the service and ingress settings, are working correctly. Testing also ensures that
the application can scale according to the specified parameters in the manifest file,
providing resilience and load-balancing capabilities. Figure 4.34 shows the results of
testing the cluster deployment, including retrieving the Cluster-IP address for accessing the

deployed MHEWS application.

PS C:\Windows\system32> kubectl get service
NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)
kubernetes ClusterIP 18.9.0.1 Lnone’ 443/TCP

mhews-service  ClusterIP  10.8.176.241  {none 88/TCP
PS C:\Windows\system32»

Figure 4.53: Testing the cluster deployment and getting Cluster-IP address (Source:
Author)

4.3.1.5. Semantic Integration and Representation Inside Docker

Integrating semantic technologies into Docker environments facilitates seamless
communication and data exchange between containerized applications. To achieve semantic
integration, and representation within Docker, Apache Jena is used as the primary tool for
managing, and querying semantic data. Apache Jena is a powerful tool for Java, an extensible
semantic web framework that provides tools for creating, querying, and managing SPARQL

and RDF data. To integrate semantic representation with Docker, firstly must configure the
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MHEWS containerized application to use Apache Jena for semantic data processing enabling

seamless interaction with semantic data.

Achieving semantic representation and integration inside Docker with Apache Jena requires
several steps. Figure 4.35 to Figure 4-43 detail the steps involved in setting up Apache Jena for

semantic integration.

1. Firstly, the ‘docker pull httpd’ command is initiated to pull the Apache Jena to the

docker command.

2. Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

ker pull stain/jena-fuseki

Pulling from stain/jena-fuseki
748F53: Pull complete
: Pull complete
: Pull complete
: Pull complete
: Pull complete
complete
complete
669bb1719a087: complete
f75b54545135: complete
6f3caa2el27f: complete
00el2elaBd87f: complete
502436ea9698: complete
542ec42d3269: complete
85619bl171adb: complete
bdldcf8db274: complete
complete
complete
complete
sha256:6b7b4d75Ffcfdc83324a1f431e216b6107edbebe@b6702ebd67a3de58cb@29e42
Downloaded newer image for stain/jena-fuseki:latest
stain/jena-fuseki:latest

Figure 4.54: Pulling Apache Jena to Docker (Source: Author)

2. Choosing correct path to web application files and integrating web application to

Apache Jena Port 8000 running on a local machine.

8cBd65F82b88795dF1207a3ae5a8ee@4c4439b7e8lecd390d76fcel77bc74916
docker: Error response from daemon: driver failed programming external connectivity on endpoint great_black (ecd7874f6bdd8@@7b@6544216907c2cb8a58d8adfs
337901a7d8b1f29b454b45): Bind for ©.0.0.0:80 failed: port is already allocated.
P users\XLTVNE\Documents> cd mhews
LTVNE\Documents\mhews> cd env_01
LTVNE\Documents\mhews\env_01> cd pr_01
LTVNE\Documents\mhews\env_0@1\pr_01> cd app_01

C:\users\XLTVNE\Documents\mhews\env_01\pr_01\app_01> docker run apache-mhews-01 8000: 3000 ${pwd}/templates:/usr/local/apache2/h
tdocs httpd
3678aleb33aa309b%ealde@771eb284db24+2c2b3c5c1F83402a5db6cb94a97
PS C:\users\XLTVNE\Documents\mhews\env_01\pr_01\app_01>

Figure 4-55: Integrating MHEWS application with Apache Jena port 8000 (Source: Author)

3. Success integration and Apache Jena container for web application created successful.
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Docker Desktop  Upgrade plan Q_ Search for local and remote images, containers, and more... [@ 5 0 signin @

@ Containers Containers

& 'mages
Container CPU usage (i) Container memory usage (i) Show charts v
A SE

@ Volumes

Dev Environments BETA

- Q s
Docker Scout |EARLY ACCESS N Search

Learning Center _
Name Port(s) Last started Actions

. ¥ fap3ced42e31
Extensions

© Created
. 8ae175e5126d
(® Add Extensions

© Created
447daae6bb26

Exited 17 days ago
23868519eb95

Running 3 minutesago m
120a499b6719

Showing 5 items

Figure 4.56: Successful Integration of MHEWS application with Apache Jena port 8000
(Source: Author)

4. Creating RDF files and SPARQL query.
Run Apache Jena Fuseki on local host by the following command.

[a] C:\Windows\system32\cmd.exe - fuseki-server --update --mem /ds

Microsoft Windows [Version 10.0.19045.3570]
) Microsoft Corporation. All rights reserved.

:\Users\XLTVNE>cd C:\apache-jena-fuseki-4.10.0

pache-jena-fuseki-4.10.0>fuseki-server --update --mem /ds
:42:15 INFO Server :: Apache Jena Fuseki 4.10.0
:42:21 INFO Lon+1u :: FUSEKI HC!‘E C:\apache-jena-fuseki-4.10.0\
:42:21 INFO :: FUSEKI :\apache-jena-fuseki-4.10. e\er
:42:22 INFO :: Shiro ﬁle file:/ \apache-jena-fuseki-4.10.08\run\shiro.ini

:42:24 INFO :: Template file: templates/config-mem
:42:34 INFO S HH t : in-memory

4:42: INFO Server e

4:42: INFO Server s E M y: 1,2 GiB

4:42: INFO Server o Java: 21.0.1
142: INFO Server = 0S: Windows 10 10.0 amd64

142: INFO Server 5 & PID:
142: INFO Server :: Started 2023/11/ :42:35 SA on port 3030

Figure 4.57: Running Apache Jena on a Local Host (Source: Author)

From the above command, a local port will be allocated to run the UI of Apache Jena

© Central University of Technology, Free State
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OperationalError at /sensordatz X Apache Jena Fuseki Ul

< C @ localhost

\?k Apache Jena Fuseki & datasets % manage @ help server status .

/mhews

@ query X add data @ edit @ info

Upload files

Load data into the default graph of the currently selected dataset, or the given named graph. You may upload any RDF format, such as Turtle, RDF/XML or TRiG.

Dataset graph name

[ Leave blank for default graph v

Files to upload

+ select files X, upload all

name size speed status actions

datadttl 1.48kb 1.67kb/s

Triples uploaded: 56

Figure 4.58: Apache Jena Ul overview (Source: Author)

Creating Terse RDF Triple Language turtle data and save as data.ttl, for expressing data in
RDF data model.

ataset\data.ttl - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 X
cHEHBR A& MW 2¢e|liyglxx|BEF EREApE® @D BB
B views py 23] Buts py 3| B index htm 3] B map himl (3] Blogin bt £3| B models py 3| Bnew 1 3| Blnew 2 (3| Bl new 3 (3| Bl setings py (3| Bl models.py (3 (= datat €3 |Blincex (1) 3| B login htmi (3

1 PREFIX ex: <http://madani-mhews.com/> A
5
3 ex:datal: ex:Date "19-08-2017"
4 ex:datal: ex:Time "09-30"
5 ex:datal: ex:Position "27050 11, S26040 1 E"
6 ex:datal: ex:Cpo218 17,91
7 ex:datal: ex:CPb214 6,34
9 ex:data2: ex:Date "19-08-2017"
10 ex:data2: ex:Time "11:12"
11 ex:data2: ex:Position "27050 16s, 26039 57 E"
12 ex:data2: ex:CPo218 3,00 .
13 ex:data2: ex:CPb214 6,34
14
16 ex:data3: ex:Date "19-08-2017"
17 ex:data3: ex:Time "12:00"
18 ex:data3: ex:Position "27050 18S, 26039 S4E"
19 ex:data3: ex:CPpo218 2,15 .
20 ex:data3: ex:CpPb214 0,37
21
22 ex:data4: ex:Date "19-08-2017"
23 ex:data4: ex:Time "14:30"
24 ex:data4: ex:Position "27050 15s, 26040 1E"
25 ex:data4: ex:CPo218 7,11
26 ex:data4: ex:Cpb214 7,17
5
ex:data5: ex:Date "20-08-2017"
29 ex:data5: ex:Time "07:50"
30 ex:data5S: ex:Position "27049 28s, 26040 S7E"
31 ex:datas: ex:CPo218 6,27
32 ex:dataS: ex:Cpb214 1,81 . "
Normal text file length: 1514 _lines: 52 Ln:1 Col:38 Pos:38 Windows (CRLF) _ UTF-8 INS

Figure 4.59: RDF-Turtle Data (Source: Author)

84

© Central University of Technology, Free State



Central University of
Technology, Free State

Uploading the data.ttl on Apache Jena.

@ OperationalError at /sensordate. X Apache Jena Fuseki Ul

& C @ localhost

\f'k Apache Jena Fuseki & datasets ® manage @ help server status .

/mhews

@ query & add data @ edit @ info

Upload files

Load data into the default graph of the currently selected dataset, or the given named graph. You may upload any RDF format, such as Turtle, RDF/XML or TRIG.

Dataset graph name

[ Leave blank for default graph v

Files to upload

+ select files X, upload all

name size speed status actions

data.ttl 1.48kb 1.67kb/s 10000 N :
Triples uploaded: 56 o upload now

Figure 4.60: data.ttl uploaded (Source: Author)

SPARQL query execution...

@ OperationalError at /sensordate. X Apache Jena Fuseki Ul

< c D localhost
SPARQL Endpoint Content Type (SELECT) Content Type (GRAPH) o

/mhews/ JSON v Turtle v
1~ PREFIX rdf: <http://w ¥3.0rg/1999/02/22-rdf-syntax-ns#>
PREFIX rdfs: <http://ww 3.0rg/2000/01/rdf-schema#> < '
* SELECT * WHERE {
4 2sub ?pred 20bj .
5 } LIMIT 1@

EB Table = Response 10 results in 0.32 seconds Simple view(J Ellipsef |Filter query results | Page size:‘SO V‘ X O

sub pred obj
1 <http://madani- n/datal:> <http://m. 19-08-2017
2 <http://madani- <http://m 09-30

3 <http://madani-mk <http:/, 27050 11, 526040 1 E

4 <http://madani- <http://m /CP0218>

5  <http://madani- <http n/CPo218>

6  <http://madani- <http://madani-mh CPb214>

7  <http://madani- <http://madani-mh CPb214>

8  <http://madani- <http m/Date> 19-08-2017

9  <http://madani- <http:/, Time> 11:12

10 <http://madani-mt <http:/, Position> 27050 16S, 26039 57 E
Showing 1 to 10 of 10 entries < 1 >

Figure 4.61: Running SPARQL query (Source: Author)
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Figure 4.43 below shows the status of every action and execution happening on Apache Jena.

C:\Windows\system32\cmd.exe - fuseki-server --update --mem /ds

:20 INFO Fuseki 383 200 OK (142 ms)

:13 INFO Fuseki 2 F 7] POST http://localhost:3030/mhews/

INFO Fuseki 3 Query = PREFIX ex: <http://madani-mhews.com/> SELECT *

WARN Fuseki e Parse error: Encountered "<EOF>" at line 3, column 9.

INFO Fuseki 38 400 Bad Request (945 ms)

INFO Fuseki s 8] POST http://localhost:3030/mhews/

INFO Fuseki 38 8] Query = PREFIX ex: <http://madani-mhews.com/> SELECT * WHE
?date a ex:date; ex:CPo218 ?CP0218 ; ex:CPb214 2CPb21

VW ww

INFO Fuseki 38 8] 200 OK (87 ms)

3 INFO Fuseki 33 9] POST http://localhost:3030/mhews/

3 INFO Fuseki :: [29] Query = PREFIX ex: <http://madani-mhews.com/> SELECT * WHE
{ ?date ?position } LIMIT 10
:31:08 WARN Fuseki :: [29] Parse error: Encountered " "}" "} "" line 8, column 1.

Fuseki 29] 400 Bad Request (6 ms)
Fuseki :: [3@] POST http://localhost:3030/mhews/
Fuseki 30] Query = PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax
rg/2000/01/rdf-schema#> SELECT * WHERE { ?sub ?pred 20bj . } L

9
e
e
g

©7:31:59 INFO Fuseki ] 260 OK (234 ms)

07:3 INFO Fuseki - ] POST http://localhost:3030/mhews/

©7:38:56 INFO Fuseki 3 31] Query = PREFIX rdfs: <http://www.w3.org/2000/01/rdf-schema#>
PREFIX rdf: <http://www.w3.org/ )/02/22-rdf-syntax-ns#> SELECT * WHERE { ?sub ?pred 20bj . } L
IMIT 10

©7:38:56 INFO Fuseki :: [31] 200 OK (375 ms)

Figure 4.62: Apache Jena Status (Source: Author)

4.4 Data Analysis

This section shows how Statistical Package for the Social Sciences (SPSS) was used as a
reliable guide to explore and understand air pollution data obtained through Wireless Sensor
Networks on specific dates and times in different positions. Analyzing air pollution data
collected by WSN is essential to identify trends, patterns, and potential sources of pollution
and develop informed strategies to mitigate the impacts air pollution has on environmental
health. The data was then imported into the SPSS, ensuring that the Randon (Rn) concentration

values, and GPS coordinates were correctly recognized as numeric data.

4.4.1 Case Study Overview and Data Collection Context

The case study was conducted in the Lejweleputswa district, a region heavily influenced by
mining and agriculture, which are key drivers of environmental pollution. The district's socio-
economic structure and its reliance on these industries made it essential to gather both
qualitative and quantitative data to assess the impact of pollution on public health and the
environment. The study’s dual approach aimed to integrate indigenous knowledge with real-
time environmental data, ensuring a comprehensive understanding of pollution patterns and
their broader implications. The data collection context in Lejweleputswa was defined by the

intersection of traditional practices and modern technological solutions. The local community's
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knowledge of environmental shifts, particularly concerning air quality and pollution, was
considered invaluable for supplementing the data captured by wireless sensor networks. These
networks, deployed strategically across urban, rural, and industrial zones, gathered key
environmental variables such as particulate matter, temperature, and air quality, providing real-

time data essential for the MHEWS prototype.

A mixed-methods approach was employed, combining both qualitative and quantitative data
collection techniques to ensure a robust dataset for system development. The qualitative data
primarily obtained through interviews with local community members and mining workers.
These individuals, selected for their in-depth knowledge of the region's environmental
conditions, shared insights into the observable signs of pollution and traditional methods of
environmental monitoring. The aim was to capture local, experiential knowledge that could
complement sensor data and identify pollution indicators that may not be immediately
detectable through technology. In parallel, quantitative data collected through wireless sensor
networks installed across the district and mines. These sensors continuously monitored
environmental variables and provided objective, real-time data on pollution levels, which were
essential for feeding into the MHEWS framework. The combination of indigenous knowledge
and sensor data offered a multifaceted approach to understanding pollution and its effects on

public health, contributing significantly to the MHEWS development.

The data collected through this case study directly contributed to the development of the
Semantic MHEWS by providing a rich, contextually grounded dataset that aligned with the
system's objectives. Integrating both indigenous knowledge and quantitative sensor data, the
system was able to capture a more complete and nuanced view of environmental health risks
in the Lejweleputswa district. This dual approach not only ensured the relevance of the system
to the local community but also enabled the MHEWS to respond to both immediate pollution
events and longer-term environmental trends. The inclusion of indigenous knowledge was
particularly significant in framing the data collection process, as it provided insights into
pollution indicators that sensors alone might not detect. Furthermore, the quantitative data
collected via the sensor networks complemented these qualitative insights, creating a holistic
dataset that could be used to generate accurate, real-time pollution warnings for the community.
Thus, the case study’s data collection practices were integral to the system’s design, ensuring
that the MHEWS was not only technologically advanced but also contextually relevant to the

specific environmental challenges faced by the Lejweleputswa district.
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4.4.2 Data Description and Analysis

The analysis focused on providing both descriptive and inferential insights into the pollution
levels, with a particular emphasis on understanding their implications for the development of
the MHEWS. The selection of statistical metrics, including mean, median, mode, and standard
deviation, is guided by the need to capture a comprehensive understanding of the air quality
data. These metrics are chosen based on their ability to highlight both central tendencies and
data variability, which are essential for identifying trends and anomalies in pollution levels.

Specifically:

e Mean: The mean is used to identify the average pollution levels across different
monitoring locations. This measure provided an overall sense of the typical pollution
level within the region and helped in understanding whether pollution consistently

exceeded acceptable thresholds.

e Median: The median is used to assess the distribution of pollution data, particularly in
cases where the data was not symmetrically distributed. The median offered insight into
the "middle" of the dataset, allowing for a more accurate understanding of pollution

levels when extreme values might distort the mean.

e Mode: The mode is included to identify the most frequently occurring pollution levels.
This metric is particularly useful in pinpointing specific ranges of pollution that
occurred most often, which could indicate recurring pollution events or problematic

hotspots.

o Standard Deviation: Standard deviation is critical in assessing the variability in
pollution levels. A high standard deviation indicated that pollution levels fluctuated
significantly across locations or time periods, suggesting the need for a more adaptive

warning system capable of responding to changes in air quality.

The chosen metrics provided important insights that directly influenced the design and
functionality of the Semantic MHEWS. For instance, the mean and median values helped in
determining baseline pollution levels, which were essential for setting thresholds for pollution
alerts. If the mean pollution level exceeded a certain threshold, the system would trigger an
early warning to the community, informing them of potentially hazardous conditions. The mode
was particularly valuable in identifying recurring pollution hotspots, enabling the MHEWS to

be more focused in its warnings for areas that consistently experienced high pollution levels.
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This allowed the system to prioritize regions most in need of monitoring and intervention,

optimising resource allocation and enhancing the effectiveness of the system.

Additionally, the standard deviation provided insights into pollution variability, which was
crucial for developing adaptive algorithms within the MHEWS. If pollution levels were highly
variable, the system could be designed to issue more frequent or dynamically adjusted alerts
based on real-time data fluctuations. This adaptability is key for ensuring that the system
remains responsive to both immediate and long-term environmental changes, improving public
safety. Incorporating these statistical methods, the data analysis not only helped describe the
current state of air pollution but also played a pivotal role in informing the MHEWS design.
The metrics guided the decision-making process, shaping how the system would interpret and
respond to data in real-time, and ensuring that the MHEWS was both contextually relevant and
technologically robust in addressing the pollution challenges faced by the Lejweleputswa

district.

e Data obtained for this study represented the measurement of Randon (Rn) concentration
[C (Po-218), C (Pb-214), and C (Bi-214)] in Becquerels per cubic meter (Bg/m”3).

e FEach measurement was associated with specific GPD coordinates, which indicated the
geographic location where the measurement was taken.

e Data was collected over several days, and it appeared to alternate between UPWIND
and DOWNWIND measurements.

e Average Randon (Alpha Guard) was found to be an average of the Rando

concentrations for each set of measurements on a particular date or day.
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A A . B C D E | F | G . H I I |« L
1| Date Time Position C (Po-218) C(Pb-214 C(Bi-214) Average Radon (AlphaGuard) C = concentraion in Bq/i m®
2| 19-08-2017 09:30  27°50'11"s 26°40'1"E  17,91018815  6,348120736 0 10,25

3| DOWNWIND 11:12  27°50'16"s 26°39'57"E  3,00189625  0,548319208 0,414279153 8,5

4 12:00  27°50'18"S 26°39'54"E  2,159595278  0,3750185  0,048605528 8,44

57

6 | 13:32  27%50'11"s 26°40'4"E  2,151057226 0 0 6,13

7 | 14:30  27°50'15"S 26°40'1"E  7,11097425  7,171679667 0 15,5

8 | 15:26  27°50'18"S 26°39'58" E  2,231800917 0 0 6,19

9. 16:12  27°50'21"s 26°39'56" E  1,681577738  0,502200869 0 4,63

10| UPWIND

11 20-08-2017 07:50  27°49'28"s 26%40'0"E  6,270398179  1,817127774 0 13,25

@ 09:18  27°49'30"s 26%40'7"E  5,30211381  1,712654619 0 8,44 !
13 09:57  27°49'26"S 26°40'10"E  2,870995238 -0,759982024 2,530997143 12,69

14 10:38  27°49'24"s 26°40'9"E  12,42347131  7,385969036 0 15,81

15| DOWNWIND

16 | 13:08  27°50'11"S 26°40'10"E  1,685759881  0,484190286 0 10,75

17 | 13:54  27°50'13"s 26°40'7" E 0 0 0,680959512 20,63

18 | 14:50  27°50'17"S 26°40'9"E  3,090089643  0,733724679 0 10,94

19| 15:49  27°50'22"s 26°40's"E  8,036916667  0,414063464 0 7,66

20| DOWNWIND

21| 21-08-2017 07:39  27°50'11"s 26°40'0"E  17,77711365 = 4,04920706 0 20,63

22 08:35  27°50'15"s 26"39'56" E  11,83627381  3,705692976 0 20,13

23| 09:25  27°50'18"s 26739'54"E  12,31617857  1,959475714 0 23,38

24| 10:28  27°50'24"s 26°39'51"E  6,231698179  0,17060881 0 10,69

25 11:14  27°50'28"s 26°39'51"E  6,971197143  1,292344893 0 20,25

26 DOWNWIND

T Active data | Passive data |

®

Figure 4;63: WSN Data Collection in Microsoft Excel-Format (Source: Author)

B YMadani Data Analysis.sa

File Edit View Data

t1]- 1BM S i
Transform  Analyze DirectMarketing  Graphs  Utiliies Add-ons  Window  Help

LAl A &Y

S i 0% ’“?é‘

SR @M o ~
|

[Vlsible: 11 of 11 Variables

Date Time Position H CPo218 CPb214 U CBi214 “AverageRadonAlphﬁ V8 CconcentraioninBc
I ‘ Guard ‘ m3

1 19-08-2017 9:30:00.00 2705011°S 260401 E 17.9101881527777800 6.3481207361111130 0000000000000000 10.25
2 |DOWNWIND 11:12:00.00 27050'16"S 2603957" E 3.00 .5483192083333331 4142791527777775 8.50
3 12:00:00.00 27050'18"S 26039'54" E 2.1595952777777780 .3750185000000000 .0486055277777777 8.44
13:32:00.00 2705011"S 260404"E 2.1510572261904763 X 6.13
14:30:00.00 27050'15"S 26040'1" E 7.1109742500000000 7.1716796666666630 -0000000000000000 15.50
15:26:00.00 27050'18"S 26039'58" E 2.2318009166666670 a2 6.19
16:12:00.00 2705021"S 26039'56" E 1.6815777380952381 .5022008690476190 ~.0000000000000000 463
UPWIND - 4
20-08-2017 7:50:00.00 2704928"S 260400" E 6.2703981785714270 1.81712777 4 13.25
9:18:00.00 27049'30"S 260407" E 5.3021138095238090 1.7126546190476188 .0000000000000000 8.44
9:57:00.00 2704926"S 26040'10" E 2.8709952380952366 -.7599820238095235 2.5309971428571427 12.69
10:38:00.00 2704924"S 26040'9"E 12.4234713095238090 7.3859690357142860 0000000000000000 15.81
DOWNWIND 1 s o I )
13:08:00.00 27050'11"S 2604010" E 1.6857598809523808 .4841902857142857 .0000000000000000 10.75
13:54:00.00 27050'13"S 260407" E ~.0000000000000000 -0000000000000000 .6809595119047618 2063
14:50:00.00 2705017"S 26040'9"E 3.0900896428571425 .7337246785714284 0000000000000000 10.94
15:49:00.00 2705022"S 260405" E 8.0369166666666660 4140634642857142 ~.0000000000000000 7.66
DOWNWIND E 3 2 E
21-08-2017 7:39:00.00 2705011"S 260400" E 17.7771136547619050 4.0492070595238090 ~.0000000000000000 2063
8:35:00.00 2705015"S 26039'56" E 11.8362738095238100 3.7056929761904756 0000000000000000 2013
9:25:00.00 27050'18"S 2603954" E 12.3161785714285710 1.9594757142857140 ~.0000000000000000 2338
10:28:00.00 2705024"S 2603951" E 6.2316981785714280 A7 4 10.69

11:14:00.00 27050'28"S 2603951" 6.9711971428571420 1.2923448928571428 ~.0000000000000000 2025 =

[¥]

Figure 4.64: WSN Data Collection in SPSS (Source: Author)
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The chart below shows changes in different hazards on different dates. From the data received,

C (Po-218) was found as the highest hazard at all different dates the data was collected.

B C (Po-218)
B C (Ph-214

Clc (Bi-214)

20.0000000000000000

15.0000000000000000-

Mean

10.0000000000000000-

5.0000000000000000

0.0000000000000000

19-08-2017 21-08-2017
20-08-2017 26-08-2017 DOWNWIND

27-08-2017

Date

Figure 4.65: Clustered Bar Graph of WSN Data (Source: Author)

Due to some factors (i.e., environmental surroundings, objects, and air ventilations), the level
of C (Po-218) decreased because of the factors provided. With this level of hazard, the second
hazard was found to have high concentration of C (Pb-214). The figure below 4-47, depicts
how the level of the hazards decreased at different locations (positions. CPb-214 at Position

27049'26"S 26040'10" E, which shows the lowest level of -.7599820238095235.
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Table 4.2: Mean of the three Hazards (Source: Author)

In addition, a frequency table depicting the calculation of Mean, Median, Mode, Standard

Deviation, Skewbess and Kurtosis is presented below.

Statistics
Average
Radon
(Alpha
Guard) C (Pb-214 C (Po-218) | C(Bi-214)
N Valid 42 42 42 42
Missin
10 10 10 10
g
Mean 1.32620745 | 5.30448042 | .089953761
108133 7294029 4366968 668556
Median 641065761 | 3.28610402 | .000000000
59030 904762 9761905 000000
Mode .000000000 | .000000000 | .000000000
s.44 0000000 0000000? 0000000
Std. Deviation 1.87196016 | 4.57249081 | 404681303
38722 8344260 2509376 622688
Skewness .824 2.169 1.413 5.703
Std. Error of
Skewnoss 365 365 365 365
Kurtosis -.147 4.371 1.370 34.292
Std. Error of
Kurtosis 717 717 717 717
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Sum 222.788177
55.7007132 3.77805799
454.16 823412670
063492100 0 00793647
Percentil 25 71875 .248605440 | 2.12084360 | .000000000
es ‘ 476190 4166667 000000
50 89050 641065761 | 3.28610402 | .000000000
‘ 904762 9761905 000000
75 1.57518445 | 6.75771666 | .000000000
13.2825
8333333 9642857 000000

a. Multiple modes exist. The smallest value is shown.

Table 4-3: Frequency Table (Source: Author)

4.5 Conclusion

In conclusion, containerizing the MHEWS application with Docker, and orchestrating it with
Kubernetes as well as incorporating semantic middleware components has proven to be a solid
approach to system deployment. This modernization effort addresses various aspects of system
analysis and design including gathering functional requirements and non-functional
requirements, and defining the required hardware and software components. Additionally, data
modelling is required through the development of use cases, entity-relationship diagrams
(ERD), and class diagrams. By leveraging these comprehensive methodologies, MHEWS is
now better equipped to meet scalability, portability, and maintainability requirements,
providing users with great efficiency, and flexibility. Importantly, semantic integration and
representation were achieved inside Docker by utilising Apache Jena to enhance system

interoperability, and improve data understanding between systems.
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CHAPTER FIVE

CONCLUSION AND DISCUSSION

5.1 Introduction

This chapter highlights the findings and core issues from the previous chapters of this study.
Throughout this research, the development, implementation, and potential impact of semantic
middleware systems designed to improve communities’ ability to manage and respond to
MHEWS have been explored. This chapter summarizes the key findings, discusses the
implementation, and outlines possible future directions for research and development in this

critical area.

5.2 Summary

This section presents the summary of previous chapters of this study.

5.2.1. Chapter One

The first chapter introduced the background, context, motivation and objectives of this study
and the importance of MHEWS to mitigate the impact of pollution in communities surrounded

by mining operations in Lejweleputswa district, South Africa.

5.2.2. Chapter Two

Chapter two provides a comprehensive literature review on early warning systems,
environmental monitoring systems, cloud computing, microservices, semantic technologies
and their application in disaster risk reduction or management. Semantic interoperability, data
integration, and the role of the semantic middleware layer in increasing the effectiveness of

PEWS concepts were also explored.

5.2.3. Chapter Three

In Chapter Three, the research methodology adopted in this study was discussed in detail. This
included data collection methods, system design and semantic technologies. We also discussed

the development process, data modelling, ontology, and system integration.
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5.2.4. Chapter Four

Chapter four focused on the system design and implementation of semantic middleware for a

MHEWS. We discussed the system architecture, containerization of the MHEWS application

using Docker and Kubernetes and the system integration into existing infrastructure.

5.3. Discussion

This section presents the key research objectives identified at the beginning of our study, and

summarize the key conclusions that emerged from our study. These objectives led the way in

the development of semantic middleware for South Africa’s MHEWS.

RO1: Develop a semantic framework for a MHEWS to and improve the automatic

configuration of the EWS for data integration and system interoperability.

Semantic Framework provided basis for system interoperability by establishing
common semantics for data exchange.

The development of a semantic framework enabled a common understanding of the
data in the MHEWS components.

The development of ontology played an important role in standardizing data

representation and facilitating automatic configuration.

RO2: How can the integration of the systems through semantic middleware enhance or

improve the decision-making process for disaster risk reduction and response by providing

actionable insights based on the integrated data?

Enhanced data interoperability: Integration through semantic middleware facilitated
seamless communication between disparate systems, which improved the sharing and
interoperability of data from various sources.

Scalability and flexibility: The middleware was adaptable to various data sources and
disaster types, allowing for a scalable system that could be applied to future disaster
scenarios.

Increased accuracy and relevance of warnings: The system integration allowed for more
precise data aggregation, leading to the generation of more accurate and localised early
warning signals.

Informed response strategies: Semantic middleware provided a comprehensive view of
potential hazards, which aided in developing more informed and timely response

strategies to mitigate risks.
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RO3: Develop and test a prototype middleware layer that semantically represents data from
different EWS in the context for pollution monitoring in Lejweleputswa district, Free State.
e The prototype middleware layer was developed and successfully represents data from
various sources.
e The middleware process and contextualize data for MHEWS components.
e Integration of heterogeneous data was achieved through semantic federation enabling

the middleware layer to understand and process data.

RO4: Evaluate to what extent does the application of semantic middleware in the context of
MHEWS facilitates systems heterogeneous EWS integration and interoperability.

e The application of semantic middleware within MHEWS substantially enhances the
integration and interoperability of heterogeneous EWS holistically by standardizing
data representation, enabling effective communication, and supporting system
scalability.

e Increased interoperability was observed, allowing the various components of the

system to communicate effectively, regardless of the technologies on which they are

based.

In summary, data integration and system interoperability improved with the use of semantic
middleware. The semantic framework and middleware developed in this research serve as
essential tools to improve the accuracy and effectiveness of the EWS holistically by
contributing to disaster risk reduction and community resilience. The research hypothesis was
supported by a semantic middleware layer for storing semantic data federation, and solving

problems related to data integration and system interoperability in a heterogeneous system.

5.3.1 Discussion of Findings and Broader Significance

The findings of this study offer valuable insights that extend beyond the immediate
development of a Semantic Multi-Hazard Early Warning System (MHEWS) for the
Lejweleputswa district. By integrating indigenous knowledge with advanced sensor-based
technologies, the study bridges critical gaps in the current understanding and practice of

disaster risk management and early warning systems.
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The incorporation of indigenous knowledge demonstrates that local expertise and traditional
practices can enhance the precision and cultural acceptability of warning systems. This
approach challenges the predominantly technology driven paradigms in MHEWS by
emphasising the value of blending modern and traditional knowledge systems. Such an
integrative framework could inspire other regions to adopt similar methodologies, especially
in areas where indigenous communities maintain a strong connection to their environment.
Additionally, the findings highlight the potential of wireless sensor networks in improving real-
time data collection and analysis for disaster preparedness. Demonstrating the successful
deployment of these technologies in a region with varied environmental and industrial
challenges, the study provides a replicable model for implementing cost effective and scalable
early warning systems. This innovation could be particularly transformative for low resource

settings, where technological infrastructure is often limited.

The study advances the theoretical understanding of disaster risk management by proposing a
multi-dimensional risk assessment model that incorporates environmental, social, and
technological factors. The integration of indigenous knowledge within a semantic framework
challenges existing disaster management theories that often marginalize non-technical
perspectives. This contribution enriches the conceptual foundations of disaster risk reduction,
advocating for a more inclusive and participatory approach. Furthermore, the use of semantic
technologies in organizing and analysing heterogeneous data contributes to the growing field
of disaster informatics. Demonstrating the utility of semantic middleware for managing
complex datasets, this research provides a novel perspective on how data can be structured and
interpreted to support decision-making in disaster risk scenarios. The findings also carry
significant policy implications. Highlighting the importance of localised, real-time data in
addressing pollution and disaster risks, the study advocates for policies that prioritise
community engagement and the integration of indigenous knowledge in early warning systems.
Policymakers and practitioners can draw from this study to design systems that are not only

technologically sophisticated but also socially inclusive and environmentally relevant.

Ultimately, this research contributes to advancing the global discourse on disaster resilience
and environmental sustainability. It demonstrates how region-specific solutions, informed by
both local knowledge and modern technologies, can serve as scalable models for addressing
complex environmental challenges. The insights gained from this study have the potential to
influence the design and implementation of MHEWS in diverse contexts, fostering a more

adaptive and resilient approach to disaster risk management worldwide.
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5.4. Implementation Challenges

The implementation of containerizing a software application with Docker and Kubernetes
offers many benefits, but it also presents some challenges that organizations need to address.
The challenges include the learning curve, application decomposition, managing network

communication, and cultural shift.

The learning curve associated with Docker and Kubernetes technologies is due to their
complexity, and represents a significant learning curve for us to master these technologies.
These technologies require a fundamental understanding of the principles of containerization.
This learning curve potentially slowed down the implementation process as understanding of
these technologies was required. This challenge has been addressed through training
programmes that provide the opportunity to gain practical experience. This has helped shorten
the learning curve and accelerate implementation by investing time and providing access to
educational resources. The decomposition of a monolithic application into smaller container
services is a crucial step in the containerization process. Identifying the appropriate boundaries
of these containers and making the application to work in the new paradigm is a very complex

task. It requires careful planning, architectural decisions, and precise execution.

Managing network communications for an application in a container environment involves a
set of methods. To establish secure and efficient communication between containers and
services, network components such as the ingress file and the service file must be configured
correctly. Tasks such as configuring service files and ingress files, managing them, and
ensuring the integrity of network protocols can be difficult. One of the most crucial challenges
is the cultural shift or change. Adopting containerization often requires adopting new practices
such as microservices. To address this challenge, developing a culture of collaboration and
learning DevOps methodologies for successful implementation was necessary. Addressing the
challenges of containerizing applications with Docker and Kubernetes requires a combination
of education, technology adoption, system implementation practice and cultural
transformation. By investing in training, automation and compliance controls, organizations
can be able to overcome these challenges and achieve positive results in their containerization

efforts.

5.5. Key Findings
Semantic Middleware development and application containerization with Docker and

Kubernetes orchestration platforms combine two technology areas. Semantic Middleware is
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intended to improve data processing, system interoperability, and containerization to efficiently
deploy and scale MHEWS applications. This approach offers significant advantages and
insights.

The use of semantic middleware has improved data integration by providing a common
semantic framework to understand data sources in a standardized manner and improve data
quality. Semantic middleware facilitates interoperability between different components and
systems, ensuring that data and services can communicate and work together effectively, even
if they come from different environments. Semantic middleware also allows the application to
understand the context of the data, which is essential for making informed decisions. This is
useful in MHEWS where accurate interpretation of data is essential. Finally, semantic
middleware integrates knowledge-based reasoning and allows both adopted systems to infer
knowledge based on existing knowledge, and this reasoning ability improves prediction

accuracy and decision support.

Docker containers provide a consistent environment for applications across all platforms, from
development to production. This consistency ensures that applications behave the same in
every environment. Kubernetes organizes containers and optimizes resource usage by scaling
and automatically loading applications as needed. This efficiency leads to cost savings and
improved efficiency. Containerization makes it easier to deploy and scale applications.
Kubernetes simplifies the deployment, management, and scaling to achieve high availability
through redundancy. In summary, combining semantic middleware for data integration, and
understanding of containerization using Docker and Kubernetes to effectively deploy and

manage applications is a powerful approach to modernizing and improving software systems.

5.5.1. Implications of Findings for Policy, Practice, and Future Research

The findings of this study extend beyond the technical development of the Semantic MHEWS,
providing actionable insights that can shape policies, influence practical applications, and guide
future research in disaster risk management and early warning systems. The integration of
indigenous knowledge and advanced technological tools, as demonstrated in this study, offers
a compelling case for the formulation of inclusive and community focused policies in disaster

risk reduction. Policymakers are encouraged to:

e Adopt frameworks that incorporate indigenous knowledge: Recognising and

formalising the role of local knowledge in early warning systems can ensure that
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disaster management strategies are culturally relevant and widely accepted by affected

communities.

e Invest in decentralised data systems: The findings support the implementation of
decentralised data collection and analysis systems, such as wireless sensor networks,

which are adaptable to diverse environmental contexts.

o Explore blockchain technology for data security and transparency: The potential of
blockchain to ensure the integrity and traceability of critical data could be
transformative for disaster risk management, fostering trust among stakeholders and

ensuring data authenticity.
Practical Implications

For practitioners in the field of disaster risk management, the study’s findings highlight several

practical considerations:

o Enhanced real-time decision-making: The integration of semantic middleware and real-
time sensor data provides a scalable model for rapidly interpreting environmental
changes and issuing timely warnings. This model can serve as a blueprint for improving

decision making processes in other regions.

e Localised and adaptable systems: The region-specific focus of this study emphasises
the need for early warning systems that can be tailored to local environmental and
socio-economic conditions. Practitioners should prioritise systems that are flexible and

adaptive to regional variations.

o Community engagement and training: Ensuring that local communities are actively
involved in both the development and implementation of MHEWS is essential for long-
term success. Training programs should be designed to build capacity and enhance the

community’s ability to respond effectively to warnings.
Implications for Future Research

The findings open several avenues for further exploration in the field of MHEWS and disaster

informatics:

e Multi-dimensional risk modelling: Building on the framework proposed in this study,

future research could focus on developing advanced multi-hazard models that integrate
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socio-economic, environmental, and technological dimensions to predict and mitigate

risks more effectively.

o Scalability and adaptability of semantic frameworks: Investigating how semantic
technologies can be adapted to other regions with varying environmental and cultural

contexts would contribute to the broader applicability of MHEWS.

o Impact evaluation: Longitudinal studies assessing the impact of integrating indigenous
knowledge and advanced technologies into early warning systems could provide critical

insights into their effectiveness and areas for improvement.

5.6. Recommendations and Future Scope

Incorporating blockchain technology into the development of semantic middleware for South
Africa MHEWS is a fundamental approach that can enhance the system's efficiency, security,
and transparency. This study hereby provides some recommendations for integrating
blockchain technology into existing early warning systems. This will help to address critical
issues related to data authentication, data integrity, secure data exchange and decentralized
information management. The use of decentralized systems can effectively prevent
unauthorized manipulation and changes to critical information and create a solid foundation
for trust and reliability. Additionally, the study recommends the development of blockchain-
based smart contracts to facilitate secure data exchange and collaboration between different
users involved in disaster management. These smart contracts can streamline the process of
sharing critical data during natural disasters by ensuring those involved have timely access to
verifiable information. In addition, the study also proposes the implementation of a
decentralized network of IoT sensors that record data, and transmit it directly to blockchain
technology for reducing the risk of data manipulation, and providing reliable real-time

information.

To ensure the successful integration of blockchain technology, interoperability with MHEWS
is important. This interoperability ensures a coherent and efficient information ecosystem
where data can flow seamlessly between systems, maximizing the utility of a blockchain-based
early warning system. The adaptation of blockchain technology in the South African MHEWS
can improve disaster preparedness and response capabilities. The above-mentioned
recommendations represent a comprehensive approach to blockchain integration, and
emphasize data security and interoperability to ensure long-term stability and suitability. The

semantic middleware developed for this study serves as a foundation for future advancements
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in disaster risk reduction, and mitigation of pollution on communities surrounded by mining
companies. Such development is crucial as we move forward collaboration, innovation, and
commitment towards mitigating pollution, and safeguarding communities, which remain our

core efforts.

5.7 Contribution to the Literature and Comparative Analysis

This research contributes to the growing body of knowledge in Multi-Hazard Early Warning
Systems (MHEWS) and disaster risk management by addressing specific gaps in the existing

literature:

1. Integration of Indigenous Knowledge with Advanced Technologies: While previous
studies have largely focused on technology driven early warning systems, the
integration of indigenous knowledge in this study highlights the value of community-
specific insights. This approach not only enhances the cultural relevance of MHEWS
but also bridges the gap between traditional practices and modern technological

frameworks.

2. Semantic Middleware for Multi-Hazard Systems: The deployment of semantic
middleware in this study provides a novel framework for organising and interpreting
heterogeneous data. Unlike existing systems that often rely on monolithic architectures,
the semantic middleware ensures seamless data integration and enhances the system's

adaptability to dynamic environmental conditions.

3. Focus on Regional Context: Much of the current research in MHEWS overlooks the
importance of tailoring systems to specific regional contexts. This study addresses this
gap by developing and implementing a region-specific MHEWS for the Lejweleputswa

district, providing a scalable model for similar regions.

Filling these gaps, the research establishes a foundation for creating more inclusive, efficient,
and adaptable early warning systems, contributing to the broader discourse on sustainable

disaster risk management.
Comparative Analysis with Existing Frameworks

A comparison with existing early warning systems and frameworks highlights the unique

contributions of this study:
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1. Traditional Early Warning Systems: Conventional systems such as those used in
meteorological forecasting often rely solely on real-time sensor data and deterministic
models. While effective for single hazards, these systems are limited in their ability to
handle the complexity of multi-hazard scenarios. This study’s MHEWS leverages
semantic technologies to manage multi-hazard datasets, enabling comprehensive risk

assessments and more nuanced alerts.

2. Community-Based Disaster Risk Reduction (CBDRR): Existing community-based
frameworks emphasize local engagement but often lack the technological integration
needed for large scale or dynamic hazards. This study bridges that gap by incorporating
indigenous knowledge into a technologically robust framework, ensuring that local

insights are complemented by advanced data analysis tools.

3. Blockchain-Integrated Systems: Emerging studies have explored the use of blockchain
in data security for early warning systems. While this study identifies blockchain as a
potential enhancement, its current focus on semantic middleware prioritises operational
efficiency and scalability, offering a pragmatic solution for regions with limited

resources.

4. UNDRR (United Nations Office for Disaster Risk Reduction) Guidelines: The study
aligns with global frameworks such as the Sendai Framework for Disaster Risk
Reduction as mentioned in Chapter2. This alignment ensures that the study’s

contributions are both globally relevant and locally applicable.

Combining these unique features, this study situates itself at the intersection of technology,
community engagement, and environmental sustainability. It provides a replicable model for
integrating advanced technologies with localised knowledge, offering valuable insights for

both academic research and practical implementation in disaster prone regions.

5.8 Chapter Summary

Chapter 5 serves as the culmination of this study, bringing together the findings from previous
chapters and synthesising the core results of the research on developing and implementing a
Semantic Multi-Hazard Early Warning System (MHEWS). The research aimed to improve the
ability of communities, specifically those affected by pollution in the Lejweleputswa district,
South Africa, to manage and respond to hazards through the integration of semantic

middleware technologies. The chapter is structured to offer a thorough summary of the study’s
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objectives, methodologies, findings, challenges, implications, and contributions, while also

offering recommendations for future research and development.

In conclusion, this research presents a comprehensive framework for developing a Semantic
Multi-Hazard Early Warning System that integrates semantic technologies, containerization,
and community knowledge to improve disaster risk management. Addressing the technical,
social, and environmental dimensions of early warning systems, the study contributes to the
ongoing efforts to create more resilient communities. The findings not only advance the
theoretical understanding of disaster informatics but also offer practical solutions for
policymakers, practitioners, and researchers in the field of disaster risk reduction. The insights
gained from this study have the potential to influence the design and implementation of early
warning systems in diverse regions, contributing to global efforts in building adaptive and

resilient disaster management frameworks.
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APPENDICES
APPENDIX A

File Edit Selection View Go Run Terminal Help

deploymentyml X

C: > Users ? ymadani > Documents > YMADANI > deployment.yml|

apps/vl

Deployment

: mhews-deployment

: mhe
: ymadanimhews/middlewaremhews:0.0.1.RELEASE

: 80

Using manifest file, deployment.yml for Kubernetes Deployment (Source Author).
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APPENDIX B

] File Edit Selecton View Go Run Terminal Help 0 Search

! mhews-serviceyml X

> ymadani > Documents > YMADANI > ! mhews-service.yml

Defining a Kubernetes Service Resource (Source Author).
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APPENDIX C

) File Edit Selection View Go Run Terminal Help

mhews-ingress.yaml X

C: > Users ? ymadani > Documents > YMADANI > mhews-ingress.yaml|

1 iVersion: networking.k8s.io/v1

Prefix

Using mhwes-ingress.yml for Http and Https routes (Source Author).
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APPENDIX D

Thank You for taking the time to complete this questionnaire. Your input is greatly

appreciated in understanding and addressing the concerns related to air pollution caused by

mining activities in your community.

RESEARCH QUESTIONNNAIRE

SECTION A — Demographic Information

1.

Please specify your gender
L1 Male
L] Female

L] Prefer not to say

Please select your age group.
L1 18 — 24 Years

125 -39 Years

[140 — 60 Years

L1 61 Plus

Occupation?

L] Farmer

L1 Small Business Owner

] Student

L] Not Working

] Miner

If Mine worker, for how long have you been working at the mines?
10 —5 Years

0 6 — 10 Years

01 11 —20 Years

121 Plus

Yeas of residence in the Area?
10 —5 Years

0 6 — 10 Years

0 11 —20 Years

121 Plus

SECTION B - Impact of Mining Activities.

Please rate the following statements based on your observations and experiences:

6.

Mining activities have provided economic benefits to our community.
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L] Strongly Agree
L] Agree
L] Neutral
L1 Disagree
L] Strongly Disagree
7. Mining activities have affected water quality in our community.
L] Strongly Agree
L] Agree
L] Neutral
L1 Disagree
L] Strongly Disagree
8. Mining activities have caused changes in local vegetation and soil quality.
L] Strongly Agree
L] Agree
L] Neutral
L1 Disagree
L] Strongly Disagree
9. Mining activities have led to displacement or disruption of local communities.
L] Strongly Agree
L] Agree
L] Neutral
L1 Disagree
L] Strongly Disagree

SECTION C — Air Pollution.

10. Have you noticed changes in air quality since mining activities began in the area?
Ll Yes
L No
01 Not sure

11. If yes, please describe any changes you have observed:

SECTION D - Pollution Early Warning System.

12. Are you aware of any early warning systems or initiatives related to environmental
pollution in your community?
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L1 Yes
L1 No
13. If yes, please describe how effective you believe these systems are:

[ ]

SECTION E — Request for additional information.

14. Would you be interested in receiving more information about environmental impacts
and early warning systems related to mining activities?

Ll Yes
L No

15. Any additional comments or information you would like to share:
[ ]

THANK YO UFOR YOR PARCITIPATION! YOUR INPUT IS VALUABLE TO
OUR RESEARCH

— End -
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