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Abstract 

Data provenance across an end-to-end supply chain process refers to tracking the origin of 

every raw material, its processing, packaging, and distribution. Prior to reaching the end-user, 

a product usually goes through various suppliers and stages including processing, payment, 

manufacturing, and logistics. However, the origin and history of a product often remains 

centralised and unseen, making it difficult for the end-users to trace the product's journey. 

Centralisation has therefore been identified as a major challenge in achieving data provenance 

traceability across an end-to-end supply chain. This is because the traditional client-server 

architecture utilised in centralised systems stores data in a single location, making it vulnerable 

to single points of failure, data tampering, and unauthorised access. As a result, a lack of data 

provenance and standardisation for products in a manufacturing supply chain can occur, 

leading to a lack of traceability and transparency. Several authors have already proposed 

various solutions to address the challenge of data provenance traceability problems created by 

centralisation. However, there is still limited research on combating the centralisation in smart 

manufacturing and none when it comes to a cost-effective public blockchain platform. The 

current challenges that necessitated this study, stem from the limited research on how end-users 

can access critical data pertaining to the contents, composition, quantity and timestamp at time 

of packaging a product. The challenge of ensuring data provenance in a smart manufacturing 

environment can therefore be overcome by incorporating product data pertaining to the end-

user order into a blockchain-based smart contract, making the data secure, immutable and 

traceable. This research study involves the development of a blockchain-based smart contract 

data provenance tracking application. To validate and demonstrate the developed solution, an 

experimental setup is utilised based on the case study of a water bottling plant. This is 

accomplished by firstly investigating the broader problem of data provenance traceability, and 

to identify a challenge described and establish the limitations that this research study intends 

to fill. This research study then goes on to determine the key factors that influence the choice 

of a blockchain platform for storing data provenance into smart contracts. It then compares the 

different blockchain platforms and identifies a cost-effective and suitable platform for this 

research study. The research study goes on to describe the proposed experimental setup that 

was developed to overcome this challenge and finally illustrates the results of the experiments. 

The results of this research study illustrate that centralisation, identified as a major challenge 

in achieving data provenance traceability, can be overcome by incorporating product data 

pertaining to the end-user order into a public blockchain-based smart contract, making the data 
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secure, immutable and traceable. This allows the end-user to “read” data provenance through 

a tag on the bottled water for traceability and transparency. The findings of this research study 

can also contribute to the existing body of knowledge regarding data provenance traceability. 

This contribution has the potential to significantly reduce the scale of product recalls, from 

millions of units to only a few hundred, further highlighting the importance of this research 

study.  
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Chapter 1: Introduction to Study Environment 

1.1   Introduction 

Traditional manufacturing plants have been focused on optimising operational and 

communication processes to increase profits in minimal time [1] across an end-to-end supply 

chain. Supply chains are characterised by upstream and downstream activities that involve the 

movement of products, raw materials, and services [2][3]. In a multi-stakeholder environment, 

supply chain applications require trust, traceability, data sharing, payment, and transparency 

[4] where data semantic information [5] is shared among different role players. 

The intricacies of the traditional manufacturing environment are accentuated when moving into 

the fourth industrial revolution, commonly referred to as Industry 4.0. Data fragmentation [6], 

disintegration, and regulatory policies in supply chain management have made it challenging 

for traditional manufacturing environments to maintain product data traceability and 

transparency. Studies show that this has been hindered by factors such as the varying interests 

of and complex business processes [7]. 

Prior to reaching the end-user, a product usually goes through various suppliers and stages 

including processing, payment, manufacturing, and logistics. However, the origin and history 

of a product often remain centralised and unseen, making it difficult for the end-users to trace 

the product's journey. 

Provenance [8] refers to the origin or earliest known history of an item and ensures the 

authenticity and integrity of items as they move across an end-to-end supply chain. Provenance 

must be tamper-proof [9] and there is an increasing demand for data provenance traceability 

across an end-to-end supply chain as it allows for tracking the history, application, or location 

of a product [10].  

In a smart manufacturing environment, data provenance refers to the traceability of every raw 

material, its processing, packaging, and distribution across an end-to-end supply chain. Smart 

manufacturing refers to fully integrated and collaborative systems that can quickly respond to 

changing demands and conditions in the plant, suppliers, and end-user needs in real-time [11]. 
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The lack of data provenance in verifying product or raw material data parameters stems from 

the fact that the data is often encrypted in a serialised numeric code format, posing difficulty 

for the end-user to track the product’s origin and history. In most cases, data provenance is 

limited to a simple printing on the product’s barcode indicating only the date of manufacturing 

and expiry. 

The problem arises when end-users do not have access to data provenance storage platforms, 

making it difficult for them to verify the logged product's history and origin. This was evident 

with a listeriosis outbreak in South Africa, where several people lost their lives [12] due to the 

inability to track and query the contaminated meat back to its origin in time to effect a product 

recall. 

The establishment of an end-to-end traceability framework, especially in food-sensitive 

sectors, necessitates a standardised approach handled by the Electronic Product Code 

Information Service (EPCIS) [2] developed by GS1 standard [13]. The GS1 global traceability 

standard sets a minimum set of requirements for traceability in business processes, ensuring an 

end-to-end traceability irrespective of the underlying technology. In this dissertation, a solution 

is proposed that leverages the GS1 global traceability standard on a cost-effective public 

decentralised distributed ledger termed blockchain [14]. This solution intends to address the 

challenge posed by the lack of data provenance in the existing systems. 

This research study utilises the case study of a Make-to-Order (MTO) [15] smart manufacturing 

environment which produces bottled water. End-user orders are collected by the water bottling 

plant and executed using three smart manufacturing units operating in a decentralised manner 

using a proposed blockchain-based smart contract manufacturing protocol. Currently, end-

users have no means of knowing the source and contents of the water, the plant where it was 

bottled, or tracking the delivery process. 

The aim of this research study is thus to identify and implement a cost-effective and suitable 

blockchain platform which will be utilised to develop a blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment to log product or 

raw material information pertaining to the composition and production process. This is to grant 

the end-users access to a transparent decentralised storage platform to verify logged product or 

raw material data provenance related to the contents, composition, quantity and timestamp at 

the time of packaging across an end-to-end supply chain.  
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1.2   Problem statement 

Data provenance in a smart manufacturing environment refers to the origin of every raw 

material, its processing, packaging, and distribution. The current challenges that necessitated 

this research study, stem from the limited research on how end-users can access critical data 

pertaining to the contents, composition, quantity and timestamp at the time of packaging a 

product. 

1.3   Research hypothesis and objectives 

1.3.1 Research hypothesis 

The challenge of ensuring data provenance in a smart manufacturing environment can be 

overcome by incorporating product data pertaining to the end-user order into a blockchain-

based smart contract, making the data secure, immutable and traceable. 

1.3.2  Research aim and questions  

The aim of this research study is to identify and implement a cost-effective and suitable 

blockchain platform which will be utilised to develop a blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment to log product or 

raw material information pertaining to the composition and production process. Therefore, the 

research questions that eminate from this research study are as follows: 

• What are the means and benefits of including blockchain-based smart contracts to a 

smart manufacturing environment? 

• What are the factors influencing the selection of a blockchain platform for incorporating 

data provenance into smart contracts? 

• How to identify a cost-effective and suitable decetralised platforms to reduce expensive 

on-chain data storage? 

• How can standard principles be applied to supply chains across various sectors leading 

to traceability and transparency?  
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1.3.3  Research objectives 

The specific objectives of this research study are as follows: 

• To investigate the broader problem of data provenance traceability, and to identify the 

challenge described and establish the limitations that this research study aims to fill. 

• To determine the key factors that influence the selection of a blockchain platform for 

storing data provenance into smart contracts. 

• To compare the different blockchain platforms and identify a cost-effective and suitable 

platform for this research study. 

• To develop a blockchain-based smart contract data provenance tracking application 

within a smart manufacturing environment that can log critical product data pertaining 

to the contents, composition, quantity and timestamp at the time of packaging a product. 

1.4   Research methodology 

The aim of this research study is to identify and implement a cost-effective and suitable 

blockchain platform which will be utilised to develop a blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment to log product or 

raw material information pertaining to the composition and production process. The problem 

arises when the end-user has limited access to the tracking of such critical data provenance 

which may be utilised to accelerate the process of a product recall if the need arises. 

The methodology of this research study will be divided into four stages as follows: 

• The first stage will be defining the research problem by conducting a comprehensive 

literature review on data provenance traceability across an end-to-end supply chain to 

establish the limitations that this research study aims to fill. 

• The second stage will be to discuss related work in blockchain-based smart contract 

data provenance traceability in a manufacturing supply chain, including an overview of 

different types of blockchain platforms and factors influencing their selection for 

storing data provenance into smart contracts. 

• The third stage will focus on developing the blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment. A case 

study of a water bottling plant will be selected to validate and demonstrate the practical 

application of the experimental setup. 
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• Finally, the fourth stage will be the comparison of the developed solution with existing 

solutions to evaluate its effectiveness in addressing the challenge described in the 

problem statement of this research. 

As described in Section 1.1, the case study for this research study will focus on a water bottling 

plant to validate and demonstrate the practical application of blockchain-based smart contract 

data provenance tracking in a smart manufacturing environment. The outcome of this design 

process will illustrate the ability to develop a data provenance tracking application that logs 

critical data parameters related to product composition and production flow. This application’s 

design leverages blockchain-based smart contracts to overcome existing techniques’ 

limitations. Therefore, this enables end-users to access and verify data provenance through a 

tag attached to the bottled water, providing increased transparency and traceability. 

1.5   Dissertation layout 

Chapter 1: The aim of Chapter 1 is to provide a comprehensive overview of the research study. 

This chapter introduces various elements, including the problem statement, hypothesis, 

research objectives, and research methodology. 

Chapter 2: The aim of Chapter 2 is to explore the literature review conducted prior to the 

research study. The purpose of the literature review is to assist in establishing the limitations 

and provide a rationale for the research study. The chapter is organised such that it first focuses 

on introducing provenance. It then discusses the challenges associated with utilising centralised 

databases for data provenance traceability. The chapter concludes by examining the limitations 

of prior research which necessitated this study. 

Chapter 3: The aim of Chapter 3 is to explain the research methodology utilised to develop a 

blockchain-based smart contract data provenance tracking application within a smart 

manufacturing environment to log product or raw material information pertaining to the 

composition and production process. In this research study, a blockchain-based smart contract 

data provenance tracking application will be developed utilising a cost-effective and suitable 

public blockchain platform. To validate the developed blockchain-based smart contract data 

provenance tracking application, a case study is selected. 
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Chapter 4: The aim of Chapter 4 is to describe and illustrate the results of the methodology 

discussed in Chapter 3. The results and the analysis thereof for data provenance collection, 

storage and tracking will be discussed in the same sequence as in Chapter 3. Firstly, the type 

of collected data provenance is described and the corresponding results are shared. Next, the 

analysis focuses on the results of data provenance stored. Finally, the tests and results of the 

data provenance tracking are shared. 

Chapter 5: The aim of Chapter 5 is to discuss the results obtained from the tests carried out in 

Chapter 4. As discussed in the introduction, the aim of this research study is to identify and 

implement a cost-effective and suitable blockchain platform utilised to develop a blockchain-

based smart contract data provenance tracking application within a smart manufacturing 

environment to log product or raw material information pertaining to the composition and 

production process. 

Chapter 6: The aim of this chapter is to discuss the reflection on the previous chapters, research 

goals, recommendations, and future work.
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Chapter 2: Literature Review 

2.1   Introduction 

The aim of this chapter is to explore the literature review conducted prior to the research study. 

The purpose of the literature review is to assist in establishing the limitations and provide a 

rationale for the research study. The chapter is organised such that it first focuses on introducing 

provenance. It then discusses the challenges associated with utilising centralised databases for 

data provenance traceability. The chapter concludes by examining the limitations of prior 

research which necessitated this study. 

2.2 Provenance 

Provenance, also known as lineage [8] or pedigree, refers to the historical record of data and 

its origins, showing how the data is utilised, processed, represented, stored, and disseminated, 

by whom and for what purpose [16]. It involves tracking the origins of data and the 

modifications made to it. It involves tracking the source of information and changes performed 

on it. 

Subsequently, traceability ensures the ability to track the history and origins of product 

processes [17]–[21]. The management of provenance received extensive attention in database 

systems, as explored by Simmhan et al. [22], Pérez et al. [23] and Abiodun et al. [5]. These 

authors presented a comprehensive description of the taxonomy of provenance, which is 

divided into five divisions as follows: 

• Application of provenance 

• Provenance subject 

• Provenance representation 

• Provenance storing 

• Provenance dissemination 
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Provenance is crucial in applications such as forensic analysis, as presented by Isaac Abiodun 

et al. [5], as it provides a digital proof for investigation. However, due to the enormous 

development in data, finding the origin can be a difficult task, leading to emerging studies in 

various applications such as Scientific Workflow Management Systems (SWfMS) [24]–[26], 

Database Management Systems (DBMS) [27]–[32], Hospital Information Systems [33], and 

supply chain. 

Provenance has different meanings and representations in various applications, and its 

definition has been refined over time. For instance, Hasan et al. [34] emphasised the importance 

of protecting the contents of provenance, while Buneman et al. [35] distinguished between 

“Where and Why” provenance. Similarly, Ram and Liu [36] proposed a generic model called 

the seven “W’s” model, which represent provenance as a set of seven points of data semantic 

information made up of What, When, Where, How, Who, Which and Why. 

Furthermore, Woodruff et al. [37] emphasised the importance of tracking provenance in 

databases. Therefore, the authors utilised functions to transform data and subsequently reversed 

those functions in order to track and query provenance within a dataflow graph, such as a 

Directed Acyclic Graph (DAG). Meanwhile, Groth et al. [38] focused on capturing end-user 

actions and disseminating them visually as a DAG. This approach allows end-users the ability 

to traverse the graph to track and query semantic information to extract data provenance 

traceability. Both approaches demonstrate effective methods for tracking and querying data 

provenance. 

This section is intended to provide an introduction to the terminology and technologies utilised 

for provenance. This introduction will assist in understanding the several problems encountered 

in centralised storage platforms as a problem in data provenance traceability within the 

manufacturing supply chain. 

2.2.1  Provenance terminology 

The terminology utilised in provenance is key to grasping the issues related to data security, 

integrity and trust. This section defines some of the key terms utilised in provenance as follows: 

• Semantic information – referred to as the meaning [5] of data provenance. 

• Provenance – defined as a process to identify and document the source [5] of metadata. 

• Metadata – referred to as provenance [5], metadata is also known as the history of 

records, pedigree, or lineage, ensuring the tracking of the steps for data origin. 
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• Traceability – defined as the ability to track and query the history, application or 

location of an object [39][10]. 

• Provenance chain – it is made up of the time-order of data provenance records of P1|P2 

. . . |Pi| . . . |Pn| [34][40]. 

• Auditor – an Auditor [34] is an end-user that is elected by the provenance management 

layer as an integrity verifier to provenance chain. 

2.2.2 Classification of provenance problems 

This section intends to classify provenance. As depicted in Figure 2.1. Ametepe et al. [40] 

classified provenance into four elements which are provenance security, integrity, availability, 

and confidentiality. 

 
Figure 2.1 Provenance classification by Ametepe et al. 2021 [40] 
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The key parameters for the classification are described below as follows: 

• Single point of failure – refers to the risk of data security loss due to accidental deletion 

or system failure in a centralised environment [6]. 

• Data tampering and loss – refers to the risk of intentional data manipulation, leading to 

data loss and integrity in the provenance chain [40]. 

• Traceability – refers to the ability to track and query a product’s origin or history for 

increased transparency [39][10]. 

2.3  Cloud-based data provenance traceability problems in a supply chain 

The problem of ensuring data provenance traceability across an end-to-end supply chain for 

traceability and transparency is a critical issue. It becomes even more challenging when end-

users do not have access to centralised storage, making it difficult for them to verify critical 

data provenance. This is commonly known as a data provenance traceability problem and it 

can arise due to various reasons, such as lack of data standardisation. 

This section thus intends to first discuss the data provenance traceability problems in more 

detail, and then focus on the system architecture domains that are relevant to this research 

study. Finally, this section sheds more light on centralisation which is a major challenge for 

provenance traceability across an end-to-end supply chain. 

2.3.1  Data provenance traceability problems 

Industrial automation is experiencing a significant transformation with the emergence of 

Industry 4.0, which requires smart manufacturing machines to be self-managing, self-

configuring, self-organising, self-optimising, and self-enforcing, as described by Prause [41]. 

This is driven by the need for technology organisations to promote collaboration and improve 

the proliferation of automated production processes, from producing a product from raw 

materials to delivering it to the end-user, as highlighted by Jamwal et al. [42]. Mentzer et al. 

[43] define the supply chain as a complex system that involves many components and 

stakeholders who are directly involved in the process of moving products, finances, services, 

and information from upstream to downstream. In 2014, Kassahun et al. [44] classified 

traceability into three types, which are centralised, linear, and distributed. Data provenance 

traceability problems can be further classified based on the system architecture as centralised 

or decentralised, as depicted in Figure 2.2 by Kamble et al. [45]. 
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Figure 2.2 Data provenance traceability in a supply chain by Kamble et al. 2020 [45] 

Zafar et al. [46] proposes a general overview of provenance and expanded the technologies of 

traditional supply chains into sub-domains. These are technologies utilised to log product data 

provenance associated with product composition and production process data parameters in the 

supply chain for traceability, as depicted in Figure 2.3. The technologies are classified as 

centralised, including Wireless Sensor Network (WSN), Internet of Things (IoT), cloud-based 

storage, and decentralised based storage, such as blockchain. 

 
Figure 2.3 Data provenance domains by Zafar et al. 2017 [46] 

The establishment of an end-to-end traceability framework, especially in food-sensitive 

sectors, necessitates a standardised approach handled by the Electronic Product Code 

Information Service (EPCIS) developed by GS1 standards [13]. The GS1 global traceability 

standard sets a minimum set of requirements for traceability in business processes, ensuring an 

end-to-end traceability framework irrespective of the underlying technology. The services of 

the GS1 global traceability standard are split into three categories as identify, capture and share.  
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GS1’s identification standards are further sub-divided into five categories as follows: 

1. The manufacturer and location are identified as Global Location Number (GLN). 

2. The traceable item is identified as Global Trade Item Number (GTIN). 

3. The logistics and shipping are identified as Serial Shipping Container Code (SSCC) 

and Global Shipment Identification Number (GSIN). 

4. An asset is identified as Global Individual Asset Identifier (GIAI) and Global 

Returnable Asset Identifier (GARI). 

5. The services are identified as Global Service Relation Number (GSLN) and Global 

Document Type Identifier (GDTI). 

A comprehensive description of the identification keys for a traceable item is provided by 

GS1’s framework for the design of interoperable traceability systems across an end-to-end 

supply chain [39]. The illustration in Figure 2.4 depicts traceability identification implemented 

across an end-to-end supply chain. 

 
Figure 2.4 Supply chain end-to-end traceability incorporating GS1 standards [47] 

GS1’s capturing standards are sub-divided into two categories as follows: 

• Barcodes 

• Electronic Product Code (EPC)/Radio Frequency Identification (RFID) 

As depicted in Figure 2.4, barcodes and RFID tags are commonly used for capturing data 

provenance of traceable items as they move through different stages across an end-to-end 

supply chain. Barcodes are widely utilised to track items at the case level [6] with information 

being stored in a local database [48]. Barcodes are printed on almost all products in stores and 

can be electronically scanned utilising laser or vision-based systems, as long as they are within 

line-of-sight. 
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There are different types of barcodes such as European Article Number (EAN)/Universal 

Product Code (UPC), QR code, Data Matrix, Databar, 1D, and 2D barcodes. However, 

barcodes can be prone to challenges such as poor print quality, smudged ink, and damaged 

labels, which can affect their accuracy and reliability, as depicted in Figure 2.5. 

 

Figure 2.5 Challenges with barcode systems [49] 

RFID tags are widely utilised for tracking items, cases, pallets, and packages [6]. Similar to 

barcodes, both RFID and barcodes capture data with a reader and store it in a local database 

that can be either read-only or read/write [48]. However, RFID tags do not require line-of-sight 

and can be read from a distance, unlike barcodes. RFID tags and readers operate in two modes 

of communication, Far Field Communication for distances up to a few meters and Near Field 

Communication (NFC) for a maximum distance of 10 cm [48]. 

RFID operates at different frequencies, including Low Frequency (LF) 125-135 KHz, High 

Frequency (HF) 13.56 MHz, and Ultra High Frequency (UHF). It must be noted that NFC 

operates at a frequency of 13.56 MHz [48]. One of the major drawbacks of barcodes and RFIDs 

is that they are linked to a local database [48]. This means that end-users without access to the 

local database are unable to verify product provenance. 

GS1’s sharing standards are sub-divided into three data exchanges as follows: 

• Electronic Product Code Information Service (EPCIS) events. 

• Global Data Synchronisation Network (GDSN). 

• Electronic data exchange (EDI) standards. 

In order to minimise the risks associated with local storage, GS1 standards play a crucial role 

in establishing an end-to-end traceability system that captures data provenance as Key Data 

Elements (KDEs) which emit Critical Tracking Events (CTEs). This is depicted in Figure 2.6. 
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Figure 2.6 Critical Tracking Events (CTE) and Key Data Elements (KDE) example [39] 

As depicted in Figure 2.6, the CTEs are events that occur as the traceable item is traded among 

different role players. The KDEs capture the semantic information of data provenance with the 

five “W’s”, which are Who, What, Where, When and Why, as follows: 

• Who – the Global Location Number (GLN) of the manufacturer or the Global Service 

Relation Number (GSRN) of the end-user. 

• What – the unique identifier (UID) of the trackable item, such as the Global Trade Item 

Number (GTIN) or Serial Shipping Container Code (SSCC), as well as the batch/lot. 

• Where – the GLN of the physical location identifier (ID), such as an address or global 

position service coordinates. 

• When – the event date and time as Coordinated Universal Time (UTC) offset in a 

human-readable standardised ISO 8601 format. 

• Why – the business process step or reason for tracking the data provenance, such as a 

product recall. 

This enables scalability due to events of sharing business process data provenance across an 

end-to-end supply chain facilitated by the Global Data Synchronisation Network (GDSN). The 

GDSN is a decentralised storage system that allows for the sharing of interactions events 

among role players globally. 

Electronic data exchange (EDI) is utilised to enable this sharing, with GS1 standards Extensible 

Markup Language (XML) being a common format. However, JavaScript Object Notation 

(JSON) is a lightweight alternative to XML that requires less coding and is faster to transmit 

data, making it suitable for tracking and querying data [50]. 
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2.3.2 Centralisation as a problem in data provenance traceability in a supply 

chain 

As mentioned in the previous section, there are several problems with centralised data 

provenance traceability systems utilising traditional client server architecture [51] with risks 

such as: 

• Single point of failure 

• Data tampering and loss 

• Traceability and transparency 

Centralisation has thus been identified as a major challenge in achieving data provenance 

traceability across an end-to-end supply chain. The traditional client-server architecture utilised 

in centralised systems stores data in a single location, making it vulnerable to single points of 

failure, data tampering, and unauthorised access. As a result, a lack of data provenance and 

standardisation for products in a manufacturing supply chain can occur, leading to a lack of 

traceability and transparency.  

According to Bagdai et al. [52], corruption prevails where there is a lack of traceability and 

transparency. This was evident during the 2017 listeriosis outbreak in South Africa [12] which 

led to 216 fatalities because contaminated meat products could not be traced back to their origin 

in time to effect a product recall. 

To overcome these issues, a decentralised distributed storage is needed, such as a blockchain-

based smart contract which can offer solutions to centralisation by minimising risks of ensuring 

provenance, traceability, immutability and trust [53]. 

A paper [15] exploring the means and benefits of including blockchain-based smart contracts 

to a smart manufacturing environment was published for this research study. It highlighted the 

challenges of centralized data storage and how these challenges can be overcome by 

incorporating data provenance into blockchain-based smart contracts for traceability and 

transparency.  
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2.4  Blockchain-based data provenance traceability in a manufacturing 

supply chain 

This section, firstly, discusses the different types of blockchain platforms and the factors that 

influence their selection for incorporating data provenance into smart contracts, based on a 

research study done [54]. Secondly, it discusses a comparison to identify a cost-effective and 

suitable blockchain platform, as per the research study done [55]. Thirdly, it analyses the 

various implementations of blockchain-based smart contract data provenance traceability, 

based on the literature review done by Dasaklis et al. [13]. 

2.4.1  Types of blockchain platforms 

This section discusses the different types of blockchain platforms. The concept of integrating 

blockchain technology was initially presented in the Bitcoin whitepaper authored by Satoshi 

Nakamoto in 2008 [56][13]. The aim of blockchain platforms is to establish a decentralised 

distributed ledger for time-stamped transactions among various computers in a peer-to-peer 

network [57][58], that eliminates the necessity for cloud-based storage that is vulnerable to 

single point of failure. 

As a result, the role players can utilise a Uniform Resource Locator (URL) link to browse and 

check the network platform’s status or validate transactions through a blockchain explorer 

without relying on third parties. Blockchain technology is a write-only decentralised digital 

ledger, meaning that transactions or data are trackable and irreversible and can only be added 

but not edited or removed [41][59]. Every transaction is stored on the blockchain and grouped 

together in blocks. From a database perspective, the blockchain can be viewed as a blockchain-

structured database, where data is packaged into blocks and connected utilising a chain 

structure. 

Blockchain platform block transactions are initiated from a wallet like MetaMask [60][61]. The 

first block in the chain is known as the genesis block, which has no parent block. These blocks 

are connected utilising cryptographic principles, providing a secure and tamper-proof ledger 

for storing data provenance. The newly generated block has the SHA256 algorithm applied to 

it. This is depicted in Figure 2.7. 
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Figure 2.7 Blockchain structure [56] 

As depicted in Figure 2.7, the block of the blockchain platform comprises a header and body. 

The header contains important fields including the timestamp, the hash code of the previous 

blockchain platform block [62], transaction hash, and the root of a Merkle tree [63]. The 

concept of a Merkle hash root was initially introduced by Ralph Merkle in 1987 and is 

represented by a binary or multi-tree structure based on hash value. This is depicted in        

Figure 2.8. 

A Merkle hash root utilises layers of hashing to ensure the integrity of transaction order within 

a block. Any modification to a Merkle tree can result in changes to the root, thereby breaking 

the chain connecting each node. In order to construct a Merkle tree [64][65], the dataset Data1, 

Data2, Data3 and Data4 are subjected to cryptographic hashing utilising a function, such as 

SHA256. 
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Figure 2.8 An illustration of a “balanced” Merkle tree [64] 

As depicted in Figure 2.8 each parent node in a Merkle tree derives its hash value from its 

child’s nodes Datan. The resulting hashes of node Hash1 and Hash2 are concatenated to create 

a new parent node Hash[1,2]. Similarly, the resulting hashes of nodes Hash3 and Hash4 are 

concatenated to create a parent node Hash[3,4]. Finally, the resulting hashes of nodes Hash[1,2] 

and Hash[3,4] are concatenated to create the root hash value node Hash[1,4], which is linked to 

every value in the tree. 

The concept of implementing a Merkle tree in blockchain technology was first introduced by 

Bitcoin [66]. A Merkle tree is then utilised for ensuring integrity and validation, with the root 

being incorporated into the blockchain platform to enable traceability and immutability. The 

body section of the block stores comprehensive data regarding the recorded transactions. This 

facilitates secure and transparent record-keeping of automated transactions in blockchain 

technology, which are enforced by smart contracts [67]. 

The blockchain-based smart contracts first originated from Nick Szabo in 1997 [68]. These 

blockchain-based smart contract contracts are self-executing, self-enforcing, self-verifiable, 

and self-constraining pieces of source code that reside on a network platform [15]. Ethereum 

[69] introduced blockchain-based smart contracts, and it continues to be widely utilised for 

developing decentralised applications.  
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The Figure 2.9 depicts the blockchain-based smart contract development workflow, which is 

divided into four sections as follows: 

• Developing the blockchain-based smart contract. 

• Compiling the blockchain-based smart contract and extracting the Application Binary 

Interface (ABI) and bytecode. 

• Connecting and deploying the blockchain-based smart contract to blockchain 

platforms. 

• Call functions and transactions. 

 

Figure 2.9 The blockchain-based smart contract development workflow 

The blockchain-based smart contract is developed in the Solidity programming language [70] 

and compiled utilising compilers such as py-solc-x [71] or Truffle framework [72]. It can be 

seen in Figure 2.9 that the compiled blockchain-based smart contract generates the Application 

Binary Interface (ABI) and bytecode in JavaScript Object Notation (JSON) markup format 

which are required for deployment and interaction with end-users. 

This interaction is facilitated by the web3.py [73] set of libraries with Ethereum Virtual 

Machine (EVM) through an Application Program Interface (API) such as Infura, Moralis, 

Web3, and the JSON Remote Procedure Call (JSON-RPC) [72] protocol. Once the blockchain-

based smart contract is deployed, it cannot be modified, but its function methods can be 

invoked utilising their address and ABI. 

The function methods of the blockchain-based smart contract enable calling and querying 

transaction records. This is achieved by utilising keywords, meaning the block containing the 

queried results can be located through a double-layer query index [74]. This index, acting as a 

mapping hash table, consists of two parts: 
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1. Inter-block lookup table index locates blocks with query results corresponding to the 

queried keyword. This utilises sequential linked lists based on block numbers to 

enhance query efficiency. 

2. Intra-block recursive model index locates the blocks with query results by utilising 

keywords obtained from the inter-block lookup table index. 

Zhang et al. [74] published a comprehensive survey on the efficiency, reliability, and security 

of data query in blockchain systems, comparing various articles in terms of indices. The various 

types of existing blockchain platforms’ principles [75] include traceability, immutability, and 

transparency utilising indices based on a Merkle tree. This makes blockchain technology a 

potential solution for ensuring data provenance traceability in products. 

This section discusses the different types of blockchain platforms. The decentralised 

blockchain platforms can be split into three [76], as depicted in Figure 2.10. 

 
Figure 2.10 The three types of blockchain platforms 

The three types of blockchain platforms are as follows: 

• Public blockchain – these are permissionless [77] network platforms that are accessible 

to all internet users to interact and view the history of transactions. There is no central 

authority [6] and all peers can take part in the consensus mechanism to improve data 

security, integrity, and trust. Public blockchain platforms include and are not limited to 

Bitcoin [56], Ethereum[78], Tron [79] and Polygon [80][81]. 

However, the efficiency of permissionless public blockchain platforms is low [76], which 

affects adoption cost and is their main drawback [82]. 

• Private blockchain – these are permissioned [77] network platforms that are centrally 

managed by a single organisation [83]. Private blockchain platforms include and are 

not limited to Multichain [84]. 
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However, since permissioned [77] private blockchain platforms are centralised [85], the 

decentralised concept is therefore compromised [82] and this is their main drawback. 

• Consortium blockchain – these network platforms have permissioned or permissionless 

access authority for end-users, and can be public or private. They are considered 

partially decentralised [86] since only organisations that form part of the network 

platform have access permission authority. Consortium blockchain platforms are 

implemented with a pre-selected group of peer organisations controlling the consensus 

mechanism. Consortium blockchain network platforms include and are not limited to 

Hyperledger [87], Corda [87][88] and Quorum [89]. 

However, because permissioned [76][77] consortium blockchain platforms are centralised 

[85], the decentralised concept is compromised [82], and this is their main drawback. 

Torky and Hassanein [76] compare public, private, and consortium blockchain platform types, 

as summarised in Table 2.1. Therefore, selecting a suitable blockchain platform is crucial for 

solving the challenge of data provenance traceability. 

Table 2.1 The comparison between blockchain types by Torky and Hassanein in 2020 [76] 

Blockchain type Public Private Consortium 

Centralisation No Yes Partial 

Access authority Permissionless  Permissioned Permissioned 

Efficiency Low High High 

Trust All peers Single organisation  Selected peers 
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Does the supply chain involve 
multiple role players while 

demanding provenance, 
transparency, and trust? 

 
 
 

Alternative 
solution 

Does the supply chain 
track events at a high rate? 

Public blockchain 

 
 
 
 
 
 

Private  
 

or  
 

consortium 
blockchain 

Are transaction fees a 
concern? 

Yes 

Yes 

Yes 

Yes 

Yes 

Is scalability a 
concern? 

Is privacy and 
interoperability a concern? 

Integrate privacy-preserving 
and interoperable solution 

at the periphery of 
blockchain 

No 

No 

No No No 

2.4.2  Factors influencing the selection of a blockchain platform 

This section discusses factors influencing the selection of a blockchain platform for 

incorporating data provenance into smart contracts. The main aim of this research is to develop 

a blockchain-based smart contract data provenance tracking application within a smart 

manufacturing environment. The application will give the end-user access to a decentralised, 

permissionless and transparent public blockchain platform as discussed in Section 2.4.1. 

Ramachandran et al.[4] depict a decision-tree for selecting the suitable blockchain platform, as 

depicted in Figure 2.11. This research proposes the selection of a public blockchain platform 

as the suitable solution for incorporating data provenance that is secure, immutable, traceable, 

and transparent. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 

 

Figure 2.11 A decision-tree for selecting the suitable blockchain platform [90] 
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A paper detailing the comparison [54] was published for this research study. In the paper, 

different types of public blockchain platforms were compared, such as Ethereum (legacy), 

Ethereum 2, Polygon, and Tron. The comparison was based on several factors, such as 

performance, maturity, centralised or decentralised operation, and cost, among others. Table 

2.2 presents a summary of the comparison of these public blockchain platforms. 

Table 2.2 A comparison of blockchain platforms 

 Ethereum 

(legacy) 
Ethereum 2.0 Polygon Tron 

Currency and 

symbol 
ETH ETH MATIC TRON 

Cost High [91] Low [92] Low [93] Low [94] 

Performance  < 5 minutes [91] High [95] 30 seconds [93] 3 seconds [94] 

TPS Low [91] High [96] High [97] High [94] 

Throughput Low [95] High [96] High [97] High [93] 

Consensus 

algorithm 
PoW [78] PoS [96] PoS [97] DPoS [94] 

Cheapest 

transfer fee 
$3.2606 [91] $0 [95] $0 [93] $0 [94] 

 

Traditional manufacturing plants have been focused on optimising operational and 

communication processes to increase profits in a shorter amount of time across an end-to-end 

supply chain. However, the efficiency of permissionless public blockchain platforms is low, 

which affects the cost of adoption, as depicted in Table 2.2. This is due to the consensus 

mechanism, such as the Proof of Work (PoW) mining algorithm, which is a significant factor 

in selecting a blockchain platform. 

As a result, organisations are switching from the PoW algorithm to new consensus 

mechanisms, such as Proof of Stake (PoS), which promise lower transaction fees and energy 

costs [98]. Such factors have negative financial implications for deploying or interacting with 

blockchain-based smart contracts that incorporate data provenance in modern manufacturing 

supply chain.  
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2.4.3  A comparison of transaction fees of blockchain smart contracts 

This section focuses on comparing and identifying a cost-effective and suitable blockchain 

platform for incorporating data provenance into smart contracts. A paper [99] comparing 

transaction fees for various data types and data sizes of blockchain-based smart contracts on a 

selection of blockchain platforms was published for this research study. 

The main aim of data provenance is to provide traceability assurance at a low cost for its 

storage, which supports data integrity and trust [100]. There have been significant contributions 

from public blockchain platforms such as Tron, Polkadot [101], Cardano [102] and Solana 

[103], as well as layer 2 solutions such as Polygon, which may fulfil the requirements for 

sustainable blockchain-based smart contract platform solutions in terms of cost and latency. 

At the time of publishing the paper [99], Ethereum 2.0 was still not fully implemented. Based 

on the analysis in Table 2.3, the results point to Tron and Polygon as the public blockchain 

platforms of choice, with factors such as low cost, high performance, high throughput, and the 

utilisation of efficient Proof of Stake (PoS) consensus algorithms for incorporating data 

provenance into blockchain-based smart contracts. 

Table 2.3 A comparison of transaction fees for various data types and data sizes 

Blockchain 
network 

Byte32 
(256 
bits) 

String 
(256 
bits) 

Byte32 
(768 
bits) 

String 
(768 
bits) 

Byte32 
(2304 
bits) 

String 
(2304 
bits) 

Trans
action 
fees 

Ethereum 
(Legacy) 
(ETH) 

64,50 139,18 111,16 486,83 227,72 1555,04 
High 
[91] 

Ethereum 
2.0 (ETH) 0,83 1,74 1,40 3,89 3,10 10,86 Low 

[92] 

Tron (TRX) 0,00 0,00 0,00 0,00 0,00 0,00 Low 
[94] 

Polygon 
(MATIC) 0,00 0,00 0,00 0,01 0,00 0,00 Low 

[93] 
 

In the paper [99], it was found that both Polygon and Tron had low transaction fees based on 

the literature review presented in Table 2.2. However, it was noted that Tron’s consensus 

mechanism Delegated Proof of Stake (DPoS), is still in its early stages and not yet considered 

secure enough due to governance issues [79][102]. As a result, for this research study, Polygon 

[99] is considered as the suitable public blockchain platform.  
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2.4.4  Blockchain-based smart contract data provenance traceability applications 

The previous section compared and identified the most cost-effective and suitable blockchain 

platform. This section analyses various blockchain-based smart contract data provenance 

traceability applications, with respect to the literature review by Dasaklis et al. [13]. The 

available blockchain-enabled smart contract traceability implementations encompass products 

from various supply chain application domains, such as agriculture or agri-food, electronics, 

food, generic supply chain, manufacturing, pharmaceuticals, electronics, apparel, aviation, 

automobile, industry, and construction. 

As discussed in the previous section, the efficiency of permissionless public blockchain 

platforms is low, which can increase adoption costs. To address this, the InterPlanetary File 

System (IPFS) [104] is a distributed peer-to-peer distributed file system that is independent and 

does not require trust in others, resulting in no single point of failure as in traditional servers. 

This lowers the risk of attacks. Therefore, IPFS is utilised to store large-sized data provenance 

by generating content-addressed hash with a fixed length. The generated content-addressed 

hash or Content Identifier (CID) can be stored on the blockchain-based smart contract through 

indexing as discussed in Section 2.4.1 to retrieve a large-sized data provenance from the IPFS 

[105]. This improves the blockchain storage size problem and data provenance traceability 

[106][107]. 

Similar to blockchain technology as discussed in Section 2.4.1, the concept of Merkle tree 

Directed Acyclic Graph (DAG) is utilised in IPFS. IPFS Merkle tree DAGs are an immutable 

form of distributed ledger [108] technology which does not suffer from the scalability issues 

that are common in blockchain technology. Merkle DAG nodes are immutable. Any change in 

a node would alter its identifier and thus affect all the ascendants in the DAG, essentially 

creating a different DAG. 

Ruan et al. [109] presented LineageChain, a fine-grained data provenance traceability solution 

for blockchains platforms to achieve efficient tracking and querying of semantic information. 

The authors captured verifiable semantic information during the execution of blockchain-based 

smart contracts and stored it in a Merkle tree, which was converted into a DAG [110]. The 

solution also incorporated a skip list index utilised to navigate and validate previous states for 

optimising data provenance tracking and queries. 
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IPFS Merkle hash tree DAG node is created by utilising Python IPFS Application 

Programming Interface (API) [111] which accepts data provenance as a JSON markup format 

that is stored with the function IPFS DAG PUT to obtain a unique node hash. There is no 

requirement to “balance” IPFS Merkle hash tree DAG, as depicted in Figure 2.12. Therefore, 

to validate whether a node is in the IPFS Merkle hash tree DAG, only a few hashes of nodes 

are required rather than the entire tree. 

The command IPFS DAG GET then accepts a node hash that is utilised to inspect the content 

history and origin of a stored data provenance JSON file. This enables the role players to 

traverse the IPFS Merkle hash tree DAG to read the required version that is secure, immutable 

and traceable. The ability to track and query IPFS Merkle hash tree DAGs, facilitates an end-

to-end supply chain tracking, enabling verification of product history and origin to ensure the 

integrity of data provenance [37]. 

This data provenance tracking approach was done by mapping hash table indexing to query the 

stored content-addressed hash or Content Identifier (CID) on the public blockchain-based smart 

contract. This CID enables the role players to traverse the IPFS Merkle hash tree DAG to read 

data provenance that is secure, immutable and traceable. 

 
Figure 2.12 Illustration of a “trickle” Merkle tree [112] 

By combining blockchain technology, EPCIS [113][2] and IPFS [106][107], a secure, 

immutable and traceable approach is achieved for storing data provenance. In the following 

section, a summary of the research done on the various data provenance traceability problems 

and the corresponding solutions implemented using blockchain-based smart contracts is 

presented.  
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2.4.5  Summary of data provenance traceability problems and solution methods 

This section tabulates the number of recorded studies done on the various data provenance 

traceability problems discussed in Section 2.3.1 with respect to the blockchain based smart 

contract traceability and transparency solutions discussed in Section 2.4.4. This is presented in 

Table 2.4. An analysis of the table is then performed to determine the most common type of 

data provenance traceability problem and the preferred solution. 
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Table 2.4 Number of studies done on the various data provenance traceability problems 
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A graphical representation of Table 2.4 depicts that the generic supply chain problems are the 

most researched among various application domains of data provenance traceability problems. 

This is depicted in Figure 2.13. 

 

 
Figure 2.13 Comparison of studies conducted on several application domains 

Figure 2.14 depicts that manufacturing is among the least researched with limited or no 

research on bottled water as a product. 
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Figure 2.14 Most commonly utilised product blockchain-based smart contract  
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2.5 Limitations of existing research 

This specific research study focuses on developing a blockchain-based smart contract data 

provenance tracking application for a smart manufacturing environment. Data provenance 

traceability and transparency are crucial in such an environment. The challenges related to data 

provenance traceability are split into two categories, being centralised and decentralised 

architecture problems, as discussed in Section 2.3.1. The centralised category looks at problems 

concerned with cloud-based data provenance traceability in a supply chain, while the 

decentralised category looks at problems concerned with blockchain-based data provenance 

traceability in the manufacturing supply chain. 

Centralisation has been identified as a major problem in achieving data provenance traceability 

across an end-to-end supply chain, discussed in Section 2.3.2. Therefore, the hypothesis of the 

research study is that these challenges can be overcome by incorporating data provenance into 

blockchain-based smart contracts for traceability and transparency. As depicted in the summary 

in Section 2.4.5, the amount of research done [13] on blockchain-enabled smart contract data 

provenance traceability in products in a manufacturing supply chain was seemingly limited. 

This is based on the analysis of 72 peer-reviewed papers from 2018 to 2021. 

These limitations are classified as follows: 

• Performance – to maximise the performance across an end-to-end supply chain, 

traceability solutions involve leveraging factors that influence the selection of a 

blockchain platform for incorporating data provenance into smart contracts. 

Ethereum (legacy) blockchain platform is the most utilised due to its well-established 

ecosystem of developer tools and best practices. However, the efficiency of permissionless 

public blockchain platforms like Ethereum (legacy) is low, which affects the cost of adoption, 

as discussed in Section 2.4.1. 

• Layer 2 blockchain platform solutions – to improve the cost of adoption, novel 

approaches that utilise layer 2 blockchain network remain a challenge. 

The challenge in improving the cost of adoption is through novel approaches that utilise layer 

2 blockchain platform solutions. Despite the 72 peer-reviewed papers, there is a limited number 

of solutions developed utilising layer 2 blockchain platforms, like Polygon, which leverage the 

foundation of Ethereum (legacy) to reduce transaction fees, as discussed in Section 2.4.2 and 

Section 2.4.3. 
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• Investment and operational costs – based on the large volume of transactions across an 

end-to-end supply chain, high costs are incurred in terms of data storage. 

Hybrid approaches that enable decentralised storage to minimise on-chain data storage, such 

as InterPlanetary File System (IPFS), are on the increase, as discussed in Section 2.4.4. 

However, of the 72 peer-reviewed papers, there is limited development and utilisation of IPFS, 

in conjunction with Merkle tree Directed Acyclic Graph (DAG) [37]. 

• Standardisation and certification of the supply chain traceability process – establishing 

an end-to-end traceability framework, particularly in health and safety-sensitive sectors 

[114] necessitates a standardised approach handled by the Electronic Product Code 

Information Service (EPCIS) developed by GS1 standards [13]. 

GS1 standard principles can be applied to supply chains across various sectors, including food 

and beverage, pharmaceuticals, medical devices and agri-food. However, among the 72 peer-

reviewed papers, there is limited implementation of EPCIS by GS1 standards. 

The major drawback of these existing solutions is that there is very little research on combating 

the centralisation of manufacturing of bottled water and none when it comes to cost-effective 

public blockchain platforms.  

To conclude Chapter 2 this research aims to utilise the identified cost-effective and suitable 

blockchain platform in Section 2.4.3 to develop a blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment. The application 

will log product or raw material data provenance pertaining to the composition and production 

flow. The research localisation of this study is depicted in Figure 2.15 and will be used for 

advancing the research methodology in Chapter 3. 

 
Figure 2.15 Research problem localisation  
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Chapter 3: Research methodology  

3.1  Introduction 

The aim of this chapter is to explain the methodology utilised to develop a blockchain-based 

smart contract data provenance tracking application within a smart manufacturing environment 

to log product or raw material information pertaining to the composition and production 

process. In this research study, a blockchain-based smart contract data provenance tracking 

application will be developed utilising Polygon public blockchain platform described in 

Section 2.4.3 as it is deemed secure, immutable, traceable, and transparent. 

In order to validate and demonstrate the experimental setup of the developed blockchain-based 

smart contract data provenance tracking application, a case study is selected. In this research 

study, the water bottling plant located at the Bloemfontein campus of the Central University of 

Technology (CUT) [115] was chosen as the case study. 

3.2  The Water bottling plant: A case study 

The water bottling plant in this research study is a smart manufacturing environment utilising 

the Make-to-Order (MTO) approach [116]. Kuriakose and Vermaak [117] discuss contents of 

a business plan with the aim of the water bottling plant to produce bottled water for internal 

use during meetings, conferences, and other functions at various faculties of CUT. According 

to Kuriakose and Vermaak [118], the water bottling plant's production requirements include 

bottling 5000 litres of water per month, sourcing and storing water containing all minerals, and 

producing filled and capped 500ml and 750ml bottles. 

The Critical Tracking Events (CTEs) are events that occur as the traceable item is traded among 

different role players. The Key Data Elements (KDEs) capture the semantic information of data 

provenance with the five “W’s”, which are Who, What, Where, When and Why. 

This research study proposes a solution to ensure data provenance in smart manufacturing 

environments by incorporating bottled water data into a blockchain-based smart contract, 

ensuring the security, immutability, and traceability of the data. The solution utilises GS1 

standard’s five W’s to collate semantic information on the KDEs related to end-user’s new 

orders for bottled water, including Who, What, Where, When and Why, as discussed in   

Section 2.3.1. 
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The proposed solution for data provenance collection involves the utilisation of Near Field 

Communication (NFC) tags. NFC antennas are mounted at designated points A, B, C, and D 

in Figure 3.1. The NFC antennas are mounted at the start and end of each Smart Manufacturing 

Unit (SMU), designated for water filling, capping, and packaging activities. Each SMU activity 

triggers a CTE, which is then incorporated into a blockchain-based smart contract to ensure 

data security, immutability, and traceability. 

 
Figure 3.1 The schematic outline of a water bottling plant at CUT 

The results of this research study design process will illustrate how data provenance tracking 

applications within a smart manufacturing environment can be utilised to log bottled water 

composition and production flow for traceability purposes. By incorporating bottled water data 

into a blockchain-based smart contract, the research study intends to overcome the limitations 

of existing techniques and allow the end-user to access data provenance through a tag attached 

to the bottled water. This section has discussed the primary considerations of the water bottling 

plant and why it was selected for this study.  
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3.3  Experimental setup 

This section illustrates the proposed experimental setup for blockchain-based smart contract 

data provenance tracking application within a water bottling plant. To facilitate the design 

process, the schematic outline of the water bottling plant depicted in Figure 3.1 is split into 

three subsystems. This is depicted in Figure 3.2. 

 
Figure 3.2 The flow diagram of the experimental setup split into three 

The three subsystems with their specific tasks are defined as follows: 

• Data provenance collection 

• Data provenance storage 

• Data provenance tracking  
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The experimental setup with the different subsystems is depicted in Figure 3.3. The block 

diagram of the experimental setup depicts the three subsystems described in Figure 3.2. 

 
Figure 3.3 The block diagram of the experimental setup 

The following section provides a detailed explanation of each component of the experimental 

setup, starting with data provenance collection, followed by storage and tracking. It is 

important to note that certain functions of the water bottling plant, such as capping, labelling, 

and packaging have been omitted from the experimental setup for convenience.  
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3.3.1  Data provenance collection 

This section discusses how data provenance can be collected in the experimental setup. In this 

specific experimental setup, there are three sources for data, as depicted in Figure 3.3. These 

input sources include the end-user’s new order, water supplier and empty bottle supplier. The 

end-user provides order requirements, followed by the water sourced from a specific supplier, 

and the empty bottles and caps from other suppliers. If additional role players need to be added, 

provisions can be made. 

The GS1 standards which are fundamental in identifying, capturing, and sharing data 

provenance, are implemented in this experimental setup, as discussed in Section 2.3.1. The data 

is then written in the Near Field Communication (NFC) tag in a JavaScript Object Notation 

(JSON) [50] markup format and shared as object of Datan (Data N), where N is an index set 

starting from zero. The NTAG21x [119][120] series are utilised, which are compatible with 

most NFC-enabled devices. This is depicted in Figure 3.4. Each role player data is collated 

through an NFC tag with its Unique Identifier (UID) as Global Trade Item Number (GTIN). 

 
Figure 3.4 NFC antenna and tag for data provenance collection 

The end-user’s new order includes various attributes pertaining to the specific end-user 

requirements. These attributes include the UID, represented by a GTIN of the trackable end-

user order. The end-user requirements include additional attributes such as the number of 

500ml bottles, and the number of 750ml bottles. The date and time required attribute specifies 

the end-user’s new_order required delivery date, in Coordinated Universal Time (UTC) offset 

format. This data is collected utilising GS1 standards Key Data Elements (KDEs) in a JSON 

markup format. The Figure 3.5 describes a JSON markup format array new_order, the first 

entry object of Data0. 
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Figure 3.5 End-user’s new order data provenance collection 

In the water bottling plant, the purified water is sourced from a specific supplier, and the NFC 

tag UID is utilised as GTIN to identify the water source. The collected data includes attributes 

such as the Batch/Lot number, Volume and pH level of the water. The collected data attributes 

are written in the NFC tag in a JSON markup format, which includes the GTIN and KDEs 

shared as water_supply, the first entry object of Data0. This is depicted in Figure 3.6. 

 
Figure 3.6 Water supply data provenance collection 

The empty bottles are sourced from another supplier and the NFC tag UID is utilised as the 

GTIN. The collected data attributes include the Batch/Lot number, the number of 500ml 

bottles, and the number of 750ml bottles from the supplier. The collected data is written in the 

NFC tag in a JSON markup format, which includes the GTIN and KDEs shared as 

bottle_supply, the first entry object of Data0. This is depicted in Figure 3.7. 

 
Figure 3.7 Bottle supply data provenance collection 

This section has discussed how data provenance was collected in the experimental setup for 

the blockchain-based smart contract data provenance tracking application within a water 

bottling plant.  
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3.3.2  Data provenance storage 

A study that was done as part of this research into the factors that influencing the selection of 

a blockchain platform resulted in this input. The efficiency of permissionless public blockchain 

platforms is low, which can increase adoption costs as discussed in Section 2.4.2. Therefore, 

the InterPlanetary File System (IPFS) [104] is utilised to store large-sized data provenance by 

generating content-addressed hash with a fixed length. 

The research study done [55] compared transaction fees for various data types and data sizes 

of blockchain-based smart contracts on different blockchain platforms as discussed in      

Section 2.4.3. Based on the findings, a layer 2 solution called Polygon [99] public blockchain 

platform was identified. The blockchain-based smart contract granularity will be limited to 

Critical Tracking Events (CTE) to reduce transaction fees associated with storing large 

amounts of data provenance. 

To validate and demonstrate the experimental setup, a scenario is illustrated where an end-user 

places an order through a software application. A data provenance tracking application is 

developed utilising React Native framework which interprets JavaScript. The Graphical User 

Interface (GUI) is provided in Appendix A. A data provenance tracking application contains 

blocks where the end-user can enter various attributes which include their name, number of 

500ml bottles, and the number of 750ml bottles and required delivery date. On completion, the 

end-user can place the order to the water bottling plant. 

The water bottling plant collates end-user order and attributes are written in the Near Field 

Communication (NFC) tag in a JavaScript Object Notation (JSON) markup format. All sources 

collected are concatenated into a single JSON markup format and stored in the IPFS for off-

chain storage. The role player sources are stored in the IPFS as node Hash0, as depicted in 

Figure 3.8. The contents of node Hash0 can be utilised to optimise the water bottling plant 

before production starts [118] by informing the Smart Manufacturing Unit (SMU) of the 

appropriate bottle volume and quantity to fill the end-user’s new order. 

 
Figure 3.8 The role player’s sources storing in the IPFS 
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The end-user’s new order, represented as node Hash1, is stored in the IPFS as new_order, the 

first entry object of Data0. The end-user’s new_order will be filled with water sourced from 

water_supply and empty bottles from bottle_supply, both of which are stored in the IPFS as 

entry Data0. This is depicted in Figure 3.9. 

 
Figure 3.9 The IPFS utilised to shorten data provenance collected into hashes 

The concept of Merkle tree Directed Acyclic Graph (DAG) [110] is utilised in IPFS, as 

discussed in Section 2.4.4. The ability to track and query the IPFS Merkle tree DAG, facilitates 

an end-to-end supply chain tracking, enabling verification of product history and origin to 

ensure the integrity of data provenance [37]. Therefore, the principles of the IPFS Merkle tree 

DAG are implemented with Smart Manufacturing Unit (SMU), tasked with filling the water 

bottles, as depicted in Figure 3.10. 

 
Figure 3.10 Merkle tree for data provenance storage for water filling 
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As depicted in Figure 3.10, IPFS Merkle tree DAG node is created by utilising Python IPFS 

Application Programming Interface (API) [111]. The function IPFS DAG PUT accepts data 

provenance as a JSON markup format that is stored to obtain a shortened unique content-

addressed hash or Content Identifier (CID). The water_supply entry Data0 generates node 

Hash1, while the bottle_supply entry Data0 generates another node Hash2. 

The parent IPFS Merkle tree DAG hash value, node Hash[1,2] is derived from child nodes, 

Hash1 and Hash2. At this IPFS Merkle tree DAG node Hash[1,2] the pH level of water in the 

tank is measured to update the data provenance stored as node Hash2. This is depicted in    

Figure 3.11. 

 
Figure 3.11 Measuring pH level of water in the tank 

Smart Manufacturing Unit 1 (SMU1) also utilises proximity sensors to count the water bottles. 

This is depicted in Figure 3.12. This is utilised to update data provenance stored as IPFS Merkle 

tree DAG node Hash3. As depicted in Figure 3.10, the concatenation of node Hash[1,2] and 

Hash3 result in a root node Hash[1,3] which represents Critical Tracking Event CTE1. This data 

is then incorporated into the Polygon to incorporate the root node Hash[1,3] for CTE1 

blockchain-based smart contract. Antenna B appends the NFC tag with IPFS Merkle tree DAG 

node Hash[1,3] to create a data provenance chain for an end-to-end traceability. 
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Figure 3.12 Counting the water bottles 

As mentioned in Section 2.4.1 the blockchain-based smart contract is developed in the Solidity 

programming language [70] compiled utilising a Python script. The blockchain-based smart 

contract flow diagram is depicted in Figure 3.13 assigned with arbitrary name 

BottledWaterProvenance.sol to track the data provenance of bottled water. 

 
Figure 3.13 The flow diagram of the blockchain-based smart contract 
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As depicted in Figure 3.13, the blockchain-based smart contract is developed as follows: 

• An event ProvenanceLog to log the data provenance chain is declared. This is done 

utilising the event keyword that accepts two arguments of an indexed unassigned 

integer 256 and a string named CTE. 

• The data structure for the provenance chain is declared. This is done utilising a structure 

named ipfsHash that contains a string named CTE. 

• An index mapping to incorporate data provenance chain is declared. This is done 

utilising a mapping keyword named DataProvenanceChain that accepts a public 

uint256 value. This mapping is equivalent to a hash table ProvenanceIndex index 

uint256 set to 1. 

• The constructor is declared. This is done utilising a function that is executed when the 

blockchain-based smart contract is deployed. The constructor accepts a string argument 

named hash CTEn. The DataProvenanceChain mapping hash table is then set with a 

uint256 value of 0 and initial IPFS Merkle tree DAG node Hash0 as hash CTE0. The 

ProvenanceLog event log is emitted with an index of 0 and hash CTE0 value. 

• The function named MakeToOrderStage is declared and accepts a string argument 

named hash CTEn. The function is for incorporating the data provenance chain hash 

CTEn and utilising mapping hash table ProvenanceIndex index that is incremented for 

every entry. 

• Finally, an event is emitted with ProvenanceIndex index variable and the hash CTEn 

value that is accessible by all the role players. 

As discussed in Section 2.4.1, the blockchain-based smart contract is compiled and deployed 

to Polygon. Once the blockchain-based smart contract is deployed, its generated content-

addressed Transaction Hash transaction hash is written in the NFC tag as a Uniform Resource 

Locator (URL) link. This section has discussed how data provenance was stored off-chain in 

the IPFS Merkle tree DAG and its root hash incorporated into the blockchain-based smart 

contract.  
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3.3.3  Data provenance tracking 

As discussed in the introduction, the aim of this research study is to develop a blockchain-

based smart contract data provenance tracking application in order to ensure traceability. 

Therefore, the final part of the experimental setup illustrates how the end-user can access and 

track critical data pertaining to the history and origin of contents, composition, quantity and 

timestamp of water bottle filling. 

This section introduces an anomaly with the end-user’s order placed. A scenario of one of the 

bottles not being filled with water is illustrated. To validate and demonstrate this anomaly, data 

provenance tracking is conducted in relation with the version stored in Section 3.3.2. A flow 

diagram of the data provenance tracking approach is depicted in Figure 3.14. 

 
Figure 3.14 A flow diagram of the data provenance tracking approach  
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The end-user can read data provenance by tapping a Near Field Communication (NFC) tag 

attached to the bottled water, which contains a content-addressed transaction hash Uniform 

Resource Locator (URL) link. A URL link directs the end-user to the deployed blockchain-

based smart contract transaction hash on the Polygon public blockchain platform. This is to 

retrieve the root InterPlanetary File System (IPFS) Merkle tree Directed Acyclic Graph (DAG) 

node Hash[1,3], which represents a Critical Tracking Event CTE1 for water filling which is 

immutable. 

The CTE1 associated with node Hash[1,3] from Polygon is verified utilising a 

DataProvenanceChain mapping hash table ProvenanceIndex index uint256 value set to 1. The 

verified ProvenanceIndex index will correspond to the water filler described in Figure 3.1 of 

the experimental setup. A top-down data provenance tracking approach [38] is achieved by the 

ability to traverse the IPFS Merkle tree DAG [37] with node Hash[1,3]. This is depicted in  

Figure 3.15. 

 
Figure 3.15 IPFS Merkle tree DAG inversion method for data provenance tracking 

As depicted in Figure 3.15, modifying a node would result in a change to its root hash, 

subsequently impacting all the ancestor nodes within the Merkle tree, leading to the creation 

of a different DAG. A top-down data provenance tracking approach is as follows: 
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• Firstly, the links from the parent node Hash[1,3] are then verified, with two child links. 

The one pointing to node Hash[1,2] of the measured water pH level in the tank. The other 

as node Hash3 of the counted water bottles. 

• Follow the link to node Hash[1,2] and retrieve its content utilising its IPFS Merkle tree 

DAG hash, which has two child links pointing to node Hash1 and Hash2. 

• The content corresponding to the new_order is retrieved by following the link to node 

Hash1. 

• Similarly, the content corresponding to the water_supply is retrieved by following the 

link to node Hash2. 

• Once the contents of node Hash1 and node Hash2 have been retrieved, navigate back to 

node Hash[1,3] and follow its links to node Hash3, which includes the content 

corresponding to the empty bottle_supply. 

After retrieving the contents of new_order, water_supply and bottle_supply, the hash CTE0 is 

obtained from Polygon. The block of the blockchain platform comprises a header and body as 

discussed in Section 2.4.1. This is depicted in Figure 3.16. The hash CTE0 is verified utilising 

a mapping IPFS Merkle tree DAG hash table of index ProvenanceIndex with a public uint256 

value set to 0. The blockchain-based smart contract includes hashes CTEs for verifying the 

mapped hash table. 

 
Figure 3.16 A mapping hash table of provenance-driven indexing 
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This mapping hash table indexing [98] enhances the ability to traverse the IPFS Merkle tree 

DAG to track and query semantic information to extract data provenance traceability, as 

discussed in Section 2.4.4. Each ProvenanceIndex includes a verifiable IPFS Merkle tree DAG 

hash with comprehensive data provenance associated with the end-user’s new_order history 

and origin that is secure, immutable and traceable. It can be seen from Figure 3.16 that the hash 

CTE0 corresponding to node Hash0 is utilised as follows: 

• The entry Data0 of the new_order array is verified by examining the contents of node 

Hash0 corresponding to node Hash1. 

• Similarly, the entry Data0 of the water_supply array is verified by examining the 

contents of node Hash0 corresponding to node Hash2. 

• Lastly, the entry Data0 of the bottle_supply array is then verified by examining the 

contents of node Hash0 corresponding to node Hash3. 

In conclusion Chapter 3 discussed how the end-user can access critical data pertaining to the 

history and origin of contents, composition, quantity and timestamp of water bottle filling, 

ensuring data provenance that is secure, immutable, traceable, and transparent. Table 3.1 

provides a summary of data provenance hashes generated to clarify the results which will be 

presented in Chapter 4. 

Table 3.1 Summary of data provenance hashes generated 

Hashn Hashn Critical Tracking Event 

hash0 Hash0 All the supplier’s raw 

materials as CTE0 

hash1 Hash1 New order 

hash2 Hash2 Water supplied 

hash3 Hash3 Empty bottle supplied 

hash12 Hash[1,2] Order associated with the 

water supplied 

hash13 Hash[1,3] Water filled root node as 

CTE1 
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Chapter 4: Results and Analysis 

4.1  IntroductionThe aim of this chapter is to describe and illustrate the results of the 

methodology discussed in Chapter 3. The results and the analysis thereof for data 

provenance collection, storage and tracking will be discussed in the same sequence as in 

Chapter 3. Firstly, the type of collected data provenance is described and the corresponding 

results are shared. Next, the analysis focuses on the results of data provenance stored. 

Finally, the tests and results of the data provenance tracking are shared. 

4.2  Results of data provenance collection 

The main aim of the first subsystem of the experimental setup is to describe the type of data 

provenance collected and written in the Near Field Communication (NFC) tag. The first set of 

results are the end-user’s new order data provenance collection, derived from Figure 3.5 and 

described in Section 3.3.1. The result of data provenance collection is depicted in Figure 4.1 

and are from an order placed by the end-user (Customer A). The customer order is detailed in 

Appendix A. 

 
Figure 4.1 The collected new_order object of Data0 

It can be seen from Figure 4.1 that the collected data provenance represented as an array of the 

end-user’s new_order object of Data0 is in JavaScript Object Notation (JSON) markup format. 

This JSON markup format follows the Key Data Elements (KDEs) approach developed by the 

GS1 standards. The KDEs capture the semantic information of data provenance with the five 

W’s, which are Who, What, Where, When and Why as follows: 
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• Who – as a Global Service Relation Number (GSRN) identifies a specific end-user 

((GSRN)9004000219900). 

• What – encompasses various attributes pertaining to the specific end-user requirements. 

These attributes include the NFC tag’s unique identifier (UID), represented by a Global 

Trade Item Number (GTIN) of the trackable end-user’s new_order 

((GTIN)040A16AD36480). The Requirements field includes additional attributes such 

as num500ml, which specifies the required number of 500ml bottles (12), and 

num750ml which indicates the number of 750ml bottles (6). The RequiredDeliveryDate 

attribute specifies the date and time (2023-06-15T10:00:00+01:00) when the end-user’s 

new_order is required in Coordinated Universal Time (UTC) offset format. 

• Where – is represented by a Global Location Number (GLN) indicates the physical 

location ID ((GLN)9001101530910) of the end-user. 

• When – specifies the date and time (2023-05-30T15:00:00+01:00) the end-user’s 

new_order was placed in UTC offset format. 

• Why – provides information about the business process (new_order). 

The next set of results are derived from Figure 3.6, and is represented as an array of the 

water_supply object of Data0. The result of collected data provenance is shown in Figure 4.2 . 

 
Figure 4.2 The collected water_supply object of Data0 
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It can be seen from Figure 4.2 that the collected water_supply KDEs are described as follows: 

• Who – is represented by a GLN that identifies a specific water supplier 

((GLN)9104000219900). 

• What – encompasses various attributes pertaining to the water sourced. These attributes 

include the NFC tag’s UID, represented by a GTIN of the water sourced 

((GTIN)04131F6AD3680). The What includes additional attributes such as the 

Batch_lot number ((Batch/lot)WS-200), the Volume in millilitres ((ml)10500) and the 

pH level (8) of the water sourced. 

• Where – is represented by a GLN indicates the physical location ID 

((GLN)9101101530910) of the water supplier. 

• When – specifies the date and time (2023-05-30T14:00:00+01:00) the purified water 

was sourced. 

• Why – provides information about the business process (water_supply). 

The last set of results are derived from Figure 3.7, represented as an array of the bottle_supply 

object of Data0. This is depicted in Figure 4.3. 

 
Figure 4.3 The collected empty bottle_supply object of Data0 

  

© Central University of Technology, Free State



51 
 

It can be seen from Figure 4.3 that the collected bottle_supply KDEs are described as follows: 

• Who – is represented by a GLN that identifies a specific supplier of empty bottles 

((GLN)9204000219900). 

• What – encompasses various attributes pertaining to the production of the empty bottle, 

including the NFC tag’s UID, represented by a GTIN of the empty bottles 

((GTIN)042F1F6AD36480). 

• What – includes additional attributes such as the Batch_lot number ((Batch/lot)BS-

300), num500ml as the number of 500ml bottles (24), and num750ml as the number of 

750ml bottles (12) from the empty bottle supplier. 

• Where – is represented by a GLN indicates the physical location ID 

((GLN)9201101530910) of the empty bottle supplier. 

• When – specifies the date and time (2023-05-30T14:00:00+01:00) when the empty 

bottle was produced. 

• Why – provides information about the business process (bottle_supply). The first 

subsystem section has described the type of collected data provenance and the 

corresponding results shared. 
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4.3  Results of data provenance storage 

The main aim of the second subsystem of the experimental setup is to describe how data 

provenance was stored off-chain in the InterPlanetary File System (IPFS) Merkle tree Directed 

Acyclic Graph (DAG) and its root hash incorporated into the blockchain-based smart contract. 

The first set of results is from all role player sources in Section 3.3.2. The results are derived 

from Figure 3.8 and concatenated into a single JavaScript Object Notation (JSON) markup 

format, stored in the IPFS for off-chain storage. 

The results of a generated IPFS Merkle tree DAG node Hash0 (hash0) are depicted in Figure 

4.4. These results are the terminal output from a Python script as Hashn (Datan[‘Cid’][‘/’]) 

which is semantic information Content Identifier (CID). The contents of node Hash0 (hash0) 

are JSON markup format arrays of an end-user’s new_order, water_supply and bottle_supply 

as Datan objects derived from Figure 3.9. 

 
Figure 4.4 The results of the data provenance of stored IPFS Merkle tree DAG Hashn 

This is illustrated with a scenario of an end-user (Customer A) placing an order, as provided in 

Appendix A, and written in the Near Field Communication (NFC) tag. The end-user’s 

new_order as node Hash1 (hash1) is filled with water sourced from water_supply and empty 

bottles from bottle_supply, both of which are stored as JSON object Data0. As seen in        

Figure 4.4, the water_supply entry Data0 generated node Hash2 (hash2), while the 

bottle_supply entry Data0 as node Hash3 (hash3). These hashes are the child nodes of IPFS 

Merkle tree DAG for data provenance storage implemented with Smart Manufacturing Unit 

(SMU) tasked with filling the water bottles.  
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The next set of results are links from the hashes of child nodes derived from Figure 3.10. This 

is depicted in Figure 4.5. 

 

Figure 4.5 Data provenance stored as hash12 

It can be seen from Figure 4.5 that the collected bottle_supply object of Data0 Key Data 

Elements (KDEs) are described as follows: 

• Who – as a Global Location Number (GLN) identifies the water bottling plant 

((GLN)9604000219900). 

• What – encompasses various attributes pertaining to the pH level of the measured water 

in the tank derived from Figure 3.11 stored in the ipfsHash node Hash[1,2] (hash12). 

These attributes include the NFC tag’s unique identifier (UID), represented by a Global 

Trade Item Number (GTIN) corresponding to the end-user’s new_order 

((GTIN)040A16AD36480) for traceability. 

• What – encompasses additional attributes, such as the links from the parent node 

Hash[1,2] (hash2), verified, with two child links pointing to node Hash1 (hash1) and 

another to Hash2 (hash2). The Volume in millilitres ((ml)10500) and the measured water 

pH level (8). The water Volume ((ml)10500) validates the combined filled number of 

500ml bottles (12) and the number of 750ml bottles (6) for traceability. 

• Where – is represented by a Global Location Number (GLN) validates the physical 

location ID ((GLN)9601101530910) of the water bottling plant. 

• When – validates the date and time (2023-06-14T10:25:00+01:00) when the pH level 

(8) was measured during the water filling process. 

• Why – provides information about the business process (water_supply). 
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The next set of results are derived from Figure 3.12 and presented as IPFS Merkle tree DAG 

node Hash[1,3] (hash13). This is depicted in Figure 4.6. 

 

Figure 4.6 Data provenance stored as hash13 

It can be seen from Figure 4.6 that the collected bottle_supply object of Data0 KDEs are 

described as follows: 

• Who – identifies the water bottling plant ((GLN)9604000219900). The KDE What 

includes the NFC tag’s UID, represented by a GTIN corresponding to the end-user’s 

new_order ((GTIN)040A16AD36480) for traceability. 

• What – encompasses additional attributes, such as the links from the parent Hash[1,3] 

(hash13) verified, with two child links pointing to node Hash[1,2] (hash12) and another 

to node Hash3 (hash3). The num500ml validates the counted number of 500ml bottles 

(12) and num750ml the number of 750ml bottles (6) by the proximity sensor in Figure 

3.12 for traceability. 

• Where – validates physical location identification ((GLN)9601101530910) of the water 

bottling plant. 

• When – validates the date and time (2023-06-14T10:30:00+01:00) of the bottles 

counted during the water filling process. 

• Why – provides information about the business process (water_filling). 

The next set of results are derived from Figure 3.13 and presented as emitted event log of 

blockchain-based smart contract deployed to Polygon. This is depicted in Figure 4.7. 
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Figure 4.7 The result of an immutable emitted event of stored CTE1  
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It can be seen from Figure 4.7 that the blockchain-based smart contract is assigned with 

arbitrary name BottledWaterProvenance.sol (A). The function MakeToOrderStage (B) 

incorporates the DataProvenanceChain data provenance chain mapping hash table with the 

two arguments as ProvenanceIndex index and a string IPFS Merkle tree DAG node Hashn 

(hashn) as CTEn. The ProvenanceLog (C) event log is then emitted with ProvenanceIndex (D) 

and ipfsHash node Hash[1,3] (hash13) as CTE1 (E). Finally, the event log ProvenanceIndex (D) 

is incremented (1). 

Once the blockchain-based smart contract is deployed, its generated content-addressed 

transaction hash is written in the Near Field Communication (NFC) tag as a Uniform Resource 

Locator (URL) link. A URL link directs the end-user to the deployed blockchain-based smart 

contract content-addressed transaction hash on the Polygon public blockchain platform. This 

is depicted in Figure 4.8. 

 
Figure 4.8 The result of an immutable, traceable and transparent node CTE1 
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As depicted in Figure 4.8 the end-user can access critical data pertaining to the history and 

origin of the contents, composition, quantity and TimeStamp (C) of water bottle filling. 

Therefore, the challenge of ensuring data provenance in a water bottling plant is overcome by 

incorporating bottled water data pertaining to the end-user’s new_order (E) hash CTE1 into a 

blockchain-based smart contract (D), which is secure, immutable, traceable, and transparent. 

The second subsystem section described the results of data provenance stored.  
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4.4  Results of data provenance tracking 

The main aim of the third subsystem of the experimental setup is to describe tests and results 

of a data provenance tracking application. This is described in Section 3.3.3. To track data 

provenance, the end-user can read data provenance by tapping a Near Field Communication 

(NFC) tag attached to the bottled water. The first set of results will correspond to the water 

filler Critical Tracking Event CTE1 from Polygon described in Figure 4.8. However, an 

anomaly was introduced in the end-user’s new_order with a scenario of one of the bottles not 

being filled with water. The results of this anomaly are depicted in Figure 4.9. 

 
Figure 4.9 The results of the data provenance IPFS hash of stored anomaly 

It can be seen in Figure 4.9 that the anomaly affected ipfsHash InterPlanetary File System 

(IPFS) Merkle tree Directed Acyclic Graph (DAG) node Hash2 (hash2), Hash[1,2] (hash12) and 

Hash[1,3] (hash13). This is in relation to the initially stored version in Figure 4.4. The veracity 

and robustness testing of the developed blockchain-based smart contract was done on Remix 

Integrated Development Environment (IDE). 

A top-down data provenance tracking approach was used to validate and demonstrate the 

anomaly based on the immutability of the hash CTE1 associated with node Hash[1,3] (hash13) 

from Polygon. The mapping hash table indexing enhances the ability to traverse the IPFS 

Merkle hash tree DAG to query semantic information to extract data provenance traceability 

that is secure, immutable and traceable. The result is depicted in Figure 4.10. 
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Figure 4.10 The result of ProvenanceIndex with public uint256 value set to 1 and hash13 

As depicted in Figure 4.10, the blockchain-based smart contract with arbitrary name 

BottledWaterProvenance.sol (A) is developed and assigned an address (B). The function 

MakeToOrderStage (C) incorporates the Critical Tracking Event ipfsHash. This is in addition 

to DataProvenanceChain mapping hash table with the two arguments. The first argument as 

ProvenanceIndex index (D) uint256 value set to 1 and the other as a string IPFS Merkle tree 

DAG node Hash[1,3] (hash13) as CTE1 (E). 

The parent node Hash[1,3] (hash13) is utilised to trace and retrieve the contents history and 

origin of a stored data provenance JSON markup format from IPFS Merkle tree DAG as a 

Concise Binary Object Representation (CBOR). This is depicted in Figure 4.11. The results 

will correspond to a traceable data provenance in Figure 4.6 as node Hash[1,3] (hash13). 

However, the anomaly affected node Hash[1,3] (hash13). This is indicated as Content Identifier 

(CID). 
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Figure 4.11 The result of a traceable and transparent data provenance for hash13 

It can be seen in Figure 4.11 that the anomaly also affected node Hash[1,2] (hash12). Therefore, 

the next set of results represent node Hash[1,2] (hash12). This is depicted in Figure 4.12. The 

result confirms the anomaly as it is different from the data provenance stored as Hash[1,2] 

(hash12) depicted in Figure 4.5. 

 

Figure 4.12 The result of a traceable and transparent data provenance for hash12  
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It can be seen from Figure 4.12 that the collected bottle_supply object of Data0 KDEs are 

described as follows: 

• Who – a GLN identifies the water bottling plant ((GLN)9604000219900). 

• What – encompasses various attributes pertaining to the NFC tag’s UID, represented 

by a GTIN corresponding to the end-user’s new_order ((GTIN)040A16AD36480) for 

traceability. The What encompasses additional attributes, such as the links from the 

parent node Hash[1,2] (hash2), verified, with two child links pointing to node Hash1 

(hash1) and another to Hash2 (hash2). The Volume in millilitres ((ml)10000) and the 

measured water pH level (7). 

• Where – is represented by a GLN validates the physical location ID 

((GLN)9601101530910) of the water bottling plant. 

• When – validates the date and time (2023-06-14T10:25:00+01:00) the pH level (7) was 

measured during the water filling process. 

• Why – provides information about the business process (water_supply). 

The next set of results for IPFS Merkle tree DAG node Hash1 (hash1) is represented as an array 

new_order object of Data0. This is depicted in Figure 4.13 and the result corresponds to a 

traceable collected new_order object of Data0 depicted in Figure 4.1. 

 
Figure 4.13 The result of a traceable and transparent data provenance for hash1 
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The next set of results for IPFS Merkle tree DAG node Hash2 (hash2) is represented as an array 

water_supply object of Data0. This is depicted in Figure 4.14. The result confirms the anomaly 

as it is different from the data provenance stored as hash12 depicted in Figure 4.5. 

 
Figure 4.14 The result of a traceable and transparent data provenance for hash2 

It can be seen from Figure 4.14 that the collected water_supply objects of Data1 KDE are 

described as follows: 

• Who – is represented by a GLN that identifies a specific water supplier 

((GLN)9104000219901).  

• What – encompasses various attributes pertaining to the water sourced. These attributes 

include the NFC tag’s UID, represented by a GTIN of the water sourced 

((GTIN)04131F6AD3681). The What includes additional attributes such as the 

Batch_lot number ((Batch/lot)WS-200), the Volume in millilitres ((ml)10000) and the 

pH level (7) of the water sourced. The water Volume ((ml)10000) validates the anomaly 

as it is not enough to complete the combined filled number of 500ml bottles (12) and 

the number of 750ml bottles (6). This results with one 500ml bottle not filled. 

• Where – is represented by a GLN indicates the physical location ID 

((GLN)9101101530910) of the water supplier. 

• When – specifies the date and time (2023-05-30T14:00:00+01:00) the purified water 

was sourced. 

• Why – provides information about the business process (water_supply). 
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The next set of results for IPFS Merkle tree DAG node Hash3 (hash3) is represented as an array 

bottle_supply object of Data0. This is depicted in Figure 4.15 and the result corresponds to a 

traceable Figure 4.3 data provenance. 

 

Figure 4.15 The result of a traceable and transparent data provenance for hash3 

After retrieving the contents of new_order, water_supply and bottle_supply, the hash CTE0 

associated with IPFS Merkle tree DAG node Hash0 (hash0) from Polygon public blockchain 

platform can be verified. This is depicted in Figure 4.16, and verified utilising a 

DataProvenanceChain mapping hash table ProvenanceIndex index uint256 value set to 0 (A) 

and corresponds to a traceable hash CTE0 (B). 

 
Figure 4.16 The result of ProvenanceIndex with public uint256 value set to 0 and hash0 
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The result of hash CTE0 associated with node Hash0 (hash0) were utilised for processing an 

end-user’s new_order. This is depicted in Figure 4.17. The provenance data from all sources 

collected are concatenated into a single JSON markup format. The results of collected data 

provenance include the arrays, the end-user’s new_order (10), water_supply (5), and 

bottle_supply (3) objects of Datan. 

 
Figure 4.17 The result of an immutable, traceable and transparent node CTE0  
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As depicted in Figure 4.17, IPFS Merkle tree DAG Hash0 (hash0) is utilised to further enable 

the end-user to access critical data pertaining to the history and origin of the contents, 

composition, quantity and timestamp of water bottle filling as follows: 

• The entry Data0 of the new_order array is traceable and corresponds to Figure 4.1. 

• Similarly, the entry Data0 of the water_supply array is traceable and corresponds to 

Figure 4.2 . 

• Lastly, the entry Data0 of the bottle_supply array is traceable and corresponds to    

Figure 4.3. 

The final subsystem section has described the tests and results of incorporating product data 

pertaining to the end-user’s new order into a public blockchain-based smart contract, making 

the data secure, immutable and traceable. This allows the end-user to “read” data provenance 

through a tag attached on the bottled water for traceability and transparency. The findings of 

this research study can also contribute to the existing body of knowledge regarding data 

provenance traceability. This contribution has the potential to significantly reduce the scale of 

product recalls, from millions of units to only a few hundred, further highlighting the 

importance of this research study. 
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Chapter 5: Research Contributions 

5.1  Introduction 

The aim of this chapter is to discuss the results obtained from the tests carried out in the 

previous chapter. The contribution of this research study involves the development of an 

experimental setup for incorporating data provenance into blockchain smart contracts in a 

smart manufacturing environment process. Firstly, this experimental setup ensures that data 

provenance pertaining to the end-user order, raw materials used, and timestamp at each stage 

of production is incorporated into a blockchain smart contract to make it immutable and 

traceable. Secondly, the end-user can read data provenance by tapping a Near Field 

Communication (NFC) enabled device on an NFC tag attached to the bottled water. This NFC 

tag contains a content-addressed transaction hash Uniform Resource Locator (URL) link to a 

blockchain-based smart contract with critical data provenance. Lastly, this experimental setup 

eliminates the need for end-users to possess knowledge of cryptography wallet setup and 

configurations. 

5.2  Comparison of the developed solution with existing solutions 

The current challenges that necessitated this study, stem from the limited research on how end-

users can access critical data pertaining to the bottled water contents, composition, quantity 

and timestamp at time of packaging a product within a smart manufacturing environment. As 

discussed in Section 2.5, centralisation has been identified as a major challenge in achieving 

data provenance traceability across an end-to-end supply chain. 

As seen in Table 5.1, the developed solution is decentralised compared with most other existing 

solutions, and even against its main competitor by Cao et al. [122] and Kuhn et al. [123] in the 

manufacturing supply chain which are permissioned, based on the literature review done by 

Dasaklis et al. [13]. 

The developed solution was implemented on a public blockchain platform. As previously 

mentioned in terms of performance, the efficiency of public blockchain platforms like 

Ethereum (legacy) developed by Alkhader et al. [62] is low, which affects the cost of adoption. 
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Table 5.1 Comparison of the developed solution with existing solutions 

 Alkhader 
et al. [62] 
(Medical 
supplies) 

Alkhader 
et al. [124] 
(Agnostic) 

 Cao et al. 
[122] 
(Steel) 
 

Kuhn et al. 
[123] 
(Automotiv
e) 

Subashini 
et al. [105] 
(Agri-food) 

Developed 
solution 
(Bottled 
water) 

Decentralis
ation 

Yes Yes No No No Yes 

Performan
ce 

No No N/A N/A Yes Yes 

Layer 2 
network 

No No No No Yes Yes 

IPFS Yes Yes No No Yes Yes 
GS1 
standardisa
tion 

No No No No No Yes 

 

The aim of this research study is to identify and implement a cost-effective and suitable 

blockchain platform which will be utilised to develop a blockchain-based smart contract data 

provenance tracking application. To fulfil the aim of this research, firstly, the developed 

solution selection of blockchain platform for storing data provenance into smart contracts was 

influenced based on the key factors determined [54]. 

Secondly, the developed solution utilised the identified [99] cost-effective and suitable novel 

layer 2 Polygon public blockchain platform solution as compared with most other existing 

solutions by Alkhader et al. [62][124] based on Ethereum (legacy). Lastly, a search strategy 

was conducted to find current relevant papers for the period of 2022 to 2023. 

A predefined set of terms for searching within the paper titles utilised, included the following 

keywords, “provenance” and “Polygon”. The search resulted with the main competitor solution 

by Subashini et al. [105], with tests conducted on Ethereum (legacy), and Polygon. However, 

the solution was developed as permissioned. 

The test results reinforced the developed solution as cost-effective public blockchain network 

platform. The developed solution and the searched main competitor solution by Subashini et 

al. [105] further utilised hybrid approaches such as InterPlanetary File System (IPFS) that 

enable decentralised storage to reduce expensive on-chain data storage. 
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The developed solution and the searched main competitor solution can be considered as health 

and safety-sensitive sectors that necessitate a standardised approach handled by the Electronic 

Product Code Information Service (EPCIS) implemented by GS1 standards [13]. The 

developed solution implemented standardisation combating the centralisation of manufacturing 

of bottled compared with searched main competitor by Subashini et al. [105], which is 

permissioned for agri-food. 

Table 5.1 summarises the comparison of the developed solution with existing solutions 

alongside the functionality of each blockchain-based data provenance tracking implementation. 

The developed solution allows end-users to access secure, immutable, transparent, and 

traceable data provenance. Therefore, the developed solution reduce the scale of product 

recalls, from millions of units to only a few hundred, further highlighting the importance of 

this research study. 

5.3  Research contributions 

This research study developed a blockchain-based smart contract data provenance tracking 

application within a smart manufacturing environment. The following contributions from the 

study are considered to be novel: 

5.3.1  Contributions to existing knowledge 

This research studied several journal articles written in the field of data provenance traceability 

and, specifically, from Dasaklis et al. [13]. This article was able to capture the advances made 

in the field of study from 2018 to 2021 and highlighted the importance of selecting the proper 

blockchain platform architecture. As part of contributing to new knowledge, a journal article 

[54] titled “Factors influencing the selection of a blockchain platform for incorporating data 

provenance into smart contracts” was published in 2023. This article was able to highlight the 

importance of selecting a suitable blockchain platform for storing data provenance into smart 

contracts based on the key factors determined. 

As stated in a comparison study in Section 2.4.5, there is limited or lack of research on 

combating the centralisation of manufacturing of bottled water and none when it comes to cost-

effective public blockchain platforms. 
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As part of contributing to new knowledge, a journal article [99] titled “A comparison of 

transaction fees for various data types and data sizes of blockchain smart contracts on a 

selection of blockchain platforms” was published in 2022. This article was able to identify [99] 

a cost-effective and suitable public blockchain platform solution. A total of four journal articles 

in engineering were published or were in publication at the time of submitting this dissertation. 

5.3.2  Contribution to Industry 4.0 

The contribution of this research study is in the context of the Fourth Industrial Revolution, 

commonly referred to as Industry 4.0, specifically focusing on the smart manufacturing 

environment. This research study utilises a water bottling plant as a case study, which consists 

of three smart manufacturing units. 

The first unit is designated to fill the water bottles, the second unit caps the bottles, and the 

third unit packs the bottles according to the end-user order. Radio Frequency Identification 

(RFID) tags are utilised to store data pertaining to the provenance of a specific end-user’s new 

order and the measured data collected by incorporating various sensors from the respective 

smart manufacturing units. 

Subsequently, this research study contributes to the existing knowledge in the domain of 

Industry 4.0 by addressing data provenance traceability in the context of bottled water 

production within a smart manufacturing environment. The developed solution enhances the 

semantic information exchange in the manufacturing communication process by considering 

the five W’s, known as Who, What, Where, When, and Why. It enables collaborations, 

responsiveness, resource-driven operations, includes a physical layer, and incorporates Big 

Data analysis capabilities at each stage of the entire smart manufacturing environment process. 

This generic protocol has the potential for standardisation and provenance traceability across 

various fields within the Industry 4.0 domain.  
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Chapter 6: Conclusions 

6.1  Introduction 

The aim of this chapter is to discuss the reflection on the previous chapters, research goals, 

recommendations, and future work. 

6.2  Reflection on the previous chapters 

The initial chapter introduced the research study and specified the problem the research 

intended to solve. Thereafter, a plausible hypothesis was identified, and a list of research study 

objectives were specified. These objectives served as the foundation to formulate the research 

methodology of the study. The first chapter was concluded with an overview of the 

dissertation's structure and layout. 

In the second chapter, a comprehensive literature review was performed. This was done by 

initially focusing on the broader problem of data provenance traceability, identifying the 

challenge described and establishing the limitations that this research study aimed to fill. The 

chapter also determined the key factors that influenced the selection of a blockchain platform 

for storing data provenance into smart contracts. The chapter finally, made a comparison of 

various blockchain platforms to determine the most cost-effective and suitable platform for this 

research study. 

The third chapter delved into the research methodology utilised to develop a blockchain-based 

smart contract data provenance tracking application within a smart manufacturing environment 

to log product or raw material information pertaining to the composition and production 

process. In this research study, a blockchain-based smart contract data provenance tracking 

application was developed utilising Polygon public blockchain platform. This chapter 

illustrated how the water bottling plant, the case study in this research, was utilised to validate 

and demonstrate the practical application of the experimental setup. 

The fourth chapter described and illustrated the results of the methodology utilised to develop 

a blockchain-based smart contract data provenance tracking application. This was done by 

firstly describing the type of collected data, followed by the analysis of the results of data 

provenance stored and, finally, the tests and results of the data provenance tracking. 
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Finally, this chapter discusses the results obtained from the tests conducted. This is done by 

comparing the developed solution with existing ones to evaluate its effectiveness in addressing 

the challenge described in the problem statement of this study. This comparison highlighted 

the limitation of end-users being unable to access critical data pertaining to the contents, 

composition, quantity, and timestamp at the time of packaging a product. To overcome this 

limitation, the developed solution incorporated product data pertaining to the end-user’s new 

order into a blockchain-based smart contract, making the data secure, immutable and traceable. 

6.3  Research goals 

The main goal of the research study was to develop a blockchain-based smart contract data 

provenance tracking application within a smart manufacturing environment. However, this 

presented several challenges as present centralised systems store data in a single location, 

making it vulnerable to single points of failure, data tampering, and unauthorised access. This 

research study thus aimed to address the challenge posed by the problem of data provenance in 

the existing centralised systems. 

Therefore, to address this unique issue, an initial step was to conduct a comprehensive review 

of the literature, with a specific focus on data provenance traceability. Secondly, the key factors 

that influenced the selection of a blockchain platform for storing data provenance into smart 

contracts needed to be determined. These different types of blockchain platforms needed to be 

compared to identify a cost-effective and suitable platform. 

The literature review was conducted in Chapter 2. It focused initially on provenance and its 

classification. The chapter then went on to discuss the problems associated with cloud-based 

data provenance traceability. In Section 2.3.2, the problem of centralisation, which is the focus 

of this study in achieving data provenance traceability across an end-to-end supply chain, was 

detailed. This chapter also gave a comprehensive discussion into blockchain-based data 

provenance traceability in a manufacturing supply chain and the limitations of existing 

research. Finally, the limitations of the existing research reinforced the need for the study as 

stated in the problem statement. 

As mentioned previously, a case study was selected to validate and demonstrate the 

experimental setup of the blockchain-based smart contract data provenance tracking 

application. The data provenance needed to be collected, stored and tracked. This was 

accomplished in Chapter 3, where a case study of a water bottling plant was chosen. 
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The bottling plant produces more than one variant (500ml and 750ml) of the same product. 

Section 3.3 details how the proposed experimental setup for blockchain-based smart contract 

data provenance tracking application was written in Python development platform and tested 

on Remix Integrated Development Environment (IDE). 

Firstly, the inputted data provenance to the experimental setup needed to be collected from 

three input sources which included the end-user’s new order, water supplier, and empty bottle 

supplier. The collected data provenance was provided by utilisation of Near Field 

Communication (NFC) tags which are read by NFC antennas mounted at designated points of 

the water bottling plant. This was discussed in Section 3.3.1. 

Secondly, the data provenance needed to be stored off-chain in the InterPlanetary File System 

(IPFS) Merkle tree Directed Acyclic Graph (DAG) with its root hash incorporated into the 

blockchain-based smart contract. The blockchain-based smart contract was developed in the 

Solidity programming language compiled utilising a Python script. This was further discussed 

in Section 3.3.2. This chapter was rounded off by ensuring that the end-user can access and 

track critical data pertaining to the history and origin of contents, composition, quantity and 

timestamp of water bottle fillings. This was discussed in Section 3.3.3. 

The results of the research study then needed to be collated in a structured manner. This was 

done in Chapter 4. Firstly, the type of collected data provenance was described and the 

corresponding results shared. This was discussed in Section 4.2. Next, the analysis of the results 

of data provenance stored in the IPFS Merkle tree DAG and blockchain-based smart contract 

was done. This was discussed in Section 4.3. 

The veracity and robustness testing of the developed blockchain-based smart contract was done 

on Remix IDE. The results were able to bring to light the obstacles described in the problem 

statement and reinforce the importance of ensuring data provenance traceability in a water 

bottling plant. 

The chapter was rounded off by describing the tests and results of the data provenance tracking. 

This was done by validating and demonstrating the experimental setup utilising the root IPFS 

Merkle tree DAG which represents hash of a Critical Tracking Event (CTE). Here, the three 

input sources, including arrays of ten end-users’ new orders, five water sources, and three 

empty bottle suppliers were provided to the experimental setup. 
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The inputted arrays utilised GS1 standard’s five W’s to collate semantic information on the 

Key Data Elements (KDEs) related to end-users’ new orders for bottled water, including Who, 

What, Where, When, and Why. This was done to facilitate the tracking and querying of data 

provenance associated with the end-user’s new order. 

This data provenance tracking approach was done by mapping hash table indexing to query a 

public blockchain-based smart contract to extract Content Identifier (CID) hash. This CID hash 

enables the role players to traverse the IPFS Merkle tree DAG to read the required version that 

is secure, immutable and traceable. Merkle DAG nodes are immutable. Any change in a node 

would alter its identifier and thus affect all the ascendants in the DAG, essentially creating a 

different DAG. 

This ensured that the end-users could access critical data pertaining to the contents, 

composition, quantity, and timestamp of water bottle fillings. The developed blockchain-based 

smart contract data provenance tracking application can be scaled to packaging a product and 

end-to-end supply chain traceability. This was done to reduce the scale of product recalls, from 

millions of units to only a few hundred, further highlighting the importance of this research 

study. This was done in Chapter 5. 

6.4  Recommendations and future work  

This dissertation is part of an ongoing research project conducted at the Central University of 

Technology (CUT), Free State, focusing on the analysis of different data provenance 

traceability issues and the utilisation of blockchain-based smart contracts to address 

centralisation, ensuring data is secure, immutable, traceable, and transparent. 

The conclusions derived from this specific research study lay the groundwork for various future 

research opportunities. This research specifically targeted the centralisation of manufacturing 

processes within the bottled water industry and explored cost-effective public blockchain 

platforms – an area that had received limited research attention in the past. However, there are 

several aspects that require further investigation. 
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As alluded earlier in the research methodology, certain functions of the water bottling plant, 

such as capping, labelling, and packaging, have been omitted from the experimental setup for 

convenience. As of the completion of this dissertation, the experimental setup validated and 

demonstrated the results pertaining to the water filling process to reduce transaction fees 

associated with storing large amounts of data provenance. Subsequently, the granularity of the 

blockchain-based smart contract data provenance was limited to Critical Tracking Events 

(CTEs). 

In addition, a journal article [15] titled “Exploring the means and benefits of including 

blockchain smart contracts to a smart manufacturing environment: Water bottling plant case 

study” was published in 2022 as a contribution to new knowledge. The article presented a 

proposed scaled-up experimental setup for further exploration. 

Furthermore, in a Make-to-Order (MTO) smart manufacturing plant at CUT, the semantic 

information can be utilised to autonomously procure raw materials, machine service parts, and 

generate blockchain-based smart contract events for machine maintenance, thereby eliminating 

the need for third-party deliveries. However, the scalability of storing large amounts of data 

provenance may present challenges in this expansion. 

Hence, future research studies may need to focus on examining a fine-grained data provenance 

traceability solution utilising a public blockchain-based smart contract to enable efficient 

querying of semantic information. The findings of this research study can also contribute to the 

existing body of knowledge regarding data provenance traceability. This contribution has the 

potential to significantly reduce the scale of product recalls, from millions of units to only a 

few hundred, further highlighting the importance of this research study.  
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6.5  Scientific outcomes 

• Mokalusi, O.L., Kuriakose, R.B., Vermaak, H.J. (2022). Exploring the Means and 

Benefits of Including Blockchain Smart Contracts to a Smart manufacturing 

environment: Water Bottling Plant Case Study. In: Nagar, A.K., Jat, D.S., Marín-

Raventós, G., Mishra, D.K. (eds) Intelligent Sustainable Systems. Lecture Notes in 

Networks and Systems, vol 334. Springer, Singapore. https://doi.org/10.1007/978-981-

16-6369-7_27 

• Mokalusi, O.L., Kuriakose, R.B., Vermaak, H.J. (2023). Factors Influencing the 

Selection of a Blockchain Platform for Incorporating Data Provenance into Smart 

Contracts. In: Yang, XS., Sherratt, S., Dey, N., Joshi, A. (eds) Proceedings of Seventh 

International Congress on Information and Communication Technology. Lecture Notes 

in Networks and Systems, vol 464. Springer, Singapore. https://doi.org/10.1007/978-

981-19-2394-4_47 

• Mokalusi, O.L., Kuriakose, R.B., Vermaak, H.J. A comparison of transaction fees for 

various data types and data sizes of blockchain smart contracts on a selection of 

blockchain platforms. 7th Edition of ICT4SD International ICT summit & Awards 

2022. Springer, Goa, India LNNS. ISSN: 2367-3370, Series: 

https://www.springer.com/series/15179 

• Mokalusi, O.L., Kuriakose, R.B., Vermaak, H.J. Designing an experimental setup for 

incorporating data provenance into blockchain smart contracts in a Smart 

Manufacturing Environment: Water bottling plant case study. 5th Edition of the “Future 

Smart City” International Conference. Springer, Malaysia (Accepted and under 

publication).  
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